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Bo otstrapping Lo cation-a ware Personal Computing

by Nishk am Ravi

Dissertation Director: Liviu Ifto de

Pervasive computing is centered around the idea of provisioning computing services

to the user anywhere anytime. If realized, pervasive computing can have a signi�cant

impact on our daily lives, ranging from the the way we dress to the way we work

and travel. Two key hurdles prohibit the widescaleadoption of pervasive computing.

First, human cognitive bandwidth is a limited resource;the burden of interacting with

pervasive computing applications may outweigh the functionalit y obtained. Second,

pervasive computing applications often assumea smart environment which does not

exist today; dependencyon a ubiquitous computing infrastructure hampersdeployment.

In this dissertation, we proposelocation-aware personal computing as a way of get-

ting closeto the pervasivecomputing vision with minimal overhead. Central to location-

aware personalcomputing is the useof smart phonesand location information. Smart

phonespersonify a ubiquitous personal device that can execute client frontends, and

connect wirelessly to backend services.Location information servesas a proxy for the

user. Smart phonesand location information can minimize both user involvement and

dependencyon a ubiquitous computing infrastructure.

We investigate the challengesin bootstrapping location-aware personalcomputing,

namely ad-hoc service provisioning, infrastructureless location determination, power

management and location privacy. We present solutions for each and comment on how
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they can bootstrap location-aware personalcomputing.

Provisioning locally embedded servicesto the user without prior knowledgeof the

environment is an important aspect of location-aware personalcomputing. This disser-

tation proposesthe useof dual connectivity (i.e Bluetooth and 3G) on smart phonesfor

discovering and provisioning local servicesto the user without any pre-con�guration.

A novel serviceprovisioning protocol, called SDIPP (ServiceDiscovery, Interaction and

Payment Protocol), is presented and evaluated. SDIPP is implemented on top of a

middleware called Portable Smart Messages.The design of Portable Smart Messages

is presented. Experimental results show that SDIPP can discover and provision locally

embeddedservicesto the user within acceptabletime limits.

In order to enable location-aware personalcomputing, continuous location updates

are neededboth indoors and outdoors. Determining user location without installing

extra infrastructure is a hard problem. This dissertation proposesuse of light sensors

and camerason phones for sensinguser location in indoor environments without re-

quiring any infrastructure support. Low-level sensoryinput is converted into location

information using simple vision and classi�cation algorithms. Experiments show that

location can be determined with fairly high room-level accuracy.

The useof resource-constrainedpersonaldevices,such as smart phone, is central to

location-aware personalcomputing. It is important to managethe limited resourceson

these devices. The most crucial resourceis battery lifetime. This dissertation shows

how location information can aid in battery management with smart phones as the

casestudy. By storing past location traces of the user on the smart phone, future

whereabouts of the usercan be predicted. This information can be useful in estimating

when the next opportunit y for charging the phonewill be encountered. The knowledge

of when the userwill chargethe phonenext canbe instrumental in managingthe limited

battery lifetime on smart phonesacrossmultiple applications.

Location-aware personal computing requires user location to be shared with un-

trusted third parties, such as web services. Releasing location information without

breaching userprivacy is a hard problem. This dissertation proposesa new information-


o w control model, called Non-inference, for protecting location privacy of the user
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against untrusted serviceswithout compromising the quality of service. It is shown

that Non-inference is undecidable in general but decidable for programs that satisfy

uni-directional information 
o w. Non-inferenceis decidedusing static program analy-

sis techniques.

The main conclusionof this research is that the cooperative useof smart phonesand

user location can be instrumental in devising low-cost, easy-to-useand non-intrusive

solutions for pervasive computing without requiring signi�cant infrastructure support.
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Chapter 1

In tro duction

1.1 Thesis

In order to designlow-cost and easy-to-usepervasivecomputing applications, it is neces-

sary to minimize both human involvement and dependencyon a ubiquitous computing

infrastructure. Location-aware personal computing is a way of achieving the perva-

sive computing vision in a cost-e�ective fashion. Central to location-aware personal

computing is the use of location information as user proxy; and smart phonesas in-

telligent personal devicesthat can execute client frontends and connect wirelessly to

backend services. In this dissertation, we addressfour key challengesin bootstrapping

location-aware personalcomputing, namely ad-hoc serviceprovisioning, infrastructure-

lesslocation determination, power management and location privacy.

1.2 Lo cation-a ware Personal Computing

Desktop computing has, for decades,beensynonymous with personalcomputing. Over

the last decadelaptop computers have played a signi�cant role in rede�ning personal

computing. By recognizingmobility asan integral part of human behavior and designing

for it, laptops have challengedthe notion of desktop computing as personalcomputing

and inspired mobile computing{ the abilit y to compute on-the-go. However, despite

the seeminglyincreasinguseof laptops asmobile computers,a recent study shows that

they are predominantly used by users at �xed places as lightweight desktops rather

than as mobile computers [84]. This is primarily due to the inabilit y of usersto carry

laptops in their pockets. This is fast changing. Miniaturization has permitted the

capabilities of laptop computers to be incorporated in mobile phones. This has led
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Figure 1.1: Pictorial Overview of Location-aware Personal Computing

to the emergenceof smart phones, which can run applications and client frontends,

communicate with other devicesusing WiFi/Blueto oth, connect to the internet over

3G, and senseinformation using cameraand wirelessinterfaces. The abilit y of usersto

carry such powerful computing devicesin their pockets has onceagain challenged the

notion of personalcomputing and taken it closer to mobile computing.

The evolution of mobile deviceshas beenparalleled by the advancesin ubiquitous

computing whoseultimate goal is to provide everywhere computing, i.e the abilit y to

compute anywhere, anytime. Everywherecomputing is characterizedby usersinteract-

ing with serviceso�ered by smart devicesembedded everywhere in the environment.

When Mark Weiser sketched out the vision of everywhere computing in 1991, in his

seminal paper called "Computer for the twenty �rst century" [83], he overlooked two

major issues:(1) human cognitive bandwidth is limited; the burden of interacting with

a ubiquitous computing infrastructure may outweigh the functionalit y obtained, and

(2) installing a ubiquitous computing infrastructure is costly and perhapseven unprof-

itable,

Smart phoneswith ample computing power, multiple wirelessinterfaces,always-on
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internet connectivity and abilit y to executeapplications and client frontends, have pro-

vided an alternative to everywhere computing [41]. Instead of embedding computing

everywhere the environment, it can be distributed over the internet, exported as web

servicesand accessedusing smart phones. The di�erence betweena locally embedded

serviceand a web serviceis that the former is location-dependent and physically avail-

able while the later is not. If web servicescould be made location-aware they could

customizethemselvesto serve as locally embeddedservices.This is not always possible

though. For example, a local printer or display cannot be replaced by a web service.

Therefore, someamount of computing (which is not replaceableby web services)would

have to be embedded in the environment. In order to discover and interact with this

intermitten t locally embeddedcomputing without involving the user, the smart phone

carried by the user would have to be location-aware. Thus, we seelocation and smart

phones as being crucial to this simple and viable form of computing, which we call

location-aware personal computing. In location-aware personal computing, the ubiq-

uitous computing infrastructure is replaced by a combination of location-aware web

services(also known as location-based services), a limited amount of locally embedded

computing, and smart phones. Location information acts as user proxy and helps in

minimizing user involvement. Location-aware personalcomputing is a way of achieving

the pervasive computing vision in a cost-e�ective fashion. Figure 1.1 gives a pictorial

overview of location-aware personalcomputing.

Bootstrapping location-aware personalcomputing involvesthe following set of chal-

lenges:(1). discovering and provisioning locally embeddedservicesto the smart phone

of the user without pre-con�guration, (2). determining user location without requiring

extra infrastructure, (3). managing the battery lifetime of the smart phone and (4).

protecting location information of the user from illegal accessand misuse. In the rest

of this section, we describe each of thesechallengesin more detail, present prior work

and brie
y describe my contributions.
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Figure 1.2: Service Discovery Overview

1.3 Seamless Service Disco very and Pro visioning

Pervasive computing is centered around the idea of provisioning servicesto the user.

These servicescould be private services, those establishedby a user or group of users

for their own personal use (e.g smart home); non-pro�t services, those establishedby

a public organization (e.g a bus information serviceat a bus-station); pay-per-use ser-

vices, thoseestablishedby private vendors(e.g entertainment services);and cooperative

services, those provided by a group of people to each other (e.g vehicular network-

ing). While many of these servicescan be established as web services(with proper

customization often requiring location information), others have to be embedded in

physical space.Protocols are neededfor seamlesslydiscovering theselocally embedded

servicesand provisioning them to the user. Thesearecalled ServiceDiscovery Protocols

(SDP's).

Servicediscovery protocols typically consist of three entities: the client, the direc-

tory, and the serviceitself. Most SDP's follow one of the two discovery models: client-

service model and client-service-directory model (as shown in Figure 1.2). In client-

service model, servicesadvertise themselves and clients directly query the services. In
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Table 1.1: Comparison of Service Discovery Protocols

Proto cols Invocation
Query
vs An-
nounce

Directory
based?

Service
Match-
ing

Context-
aware

Scope

Bluetooth None Query No Match all No Vicinit y
INS None Both Yes Match best No Admin domain
Jini Java code Both Yes Match all No Admin domain
Salutation RPC Both Yes Match one/all No Admin domain
SLP URL Both Yes Match all No Admin domain
UPnP None Both Partially Match all No Admin domain
SDIPP Java code Query Yes and No Match best Yes Multi-scop ed

client-service-directory model, servicescache their information on a centralized direc-

tory and clients query directories in order to discover services.While the client-service

model requires lessinfrastructure and is more suitable for nomadic environments, it is

not nearly as powerful as the client-service-directory model.

Several servicediscovery protocolshave beenproposedin the past. Theseprotocols

can be classi�ed based on their properties (as shown in Table 1.1). In most of the

protocols, servicesadvertise themselves by announcing their presenceusing broadcast

packets and by responding to query packets, with the exception of Bluetooth services,

which do not announce their presenceand respond only when queried. In addition,

someof these protocols use directories for caching service information in order to aid

in serviceannouncement and discovery. Protocols that useserviceannouncements and

directories usemore infrastructure and network bandwidth.

With the exception of Jini [81] Salutation [13] and SLP [37], none of the previously

proposed protocols provide a service invocation mechanism. In Jini [81], the direc-

tory not only provides service look-up but also downloadable Java code/objects for

interacting with the service using RMI. Salutation [13] on the other hand usesRPC

(Remote Procedure Call) for service invocation. Service Location Protocol [37] is a

lightweight protocol that targets service discovery within a site. It usesURL-based

serviceinvocation mechanism. Directories are optional.

Most of the protocols list/matc h all the relevant servicesafter the discovery phaseis

over. Serviceselection,is therefore, limited or missing (with the exception of INS [18]).

In addition, user's context information (such as location) is not taken into account for

serviceselection. Finally, every protocol is limited in its scope and most work within a
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pre-speci�ed administration domain. Jini, for example,targets enterprise environments,

while UPnP [15] is designedfor homeand o�ce environments. UDDI [12] (not listed in

the table) targets pro�t-based web services,and usesa web-baseddistributed directory

for advertisement, similar to yellow pages.

There is a need for a hybrid approach that is wide in scope, requires minimal pre-

con�guration and is not limited to a pre-speci�ed administrativ e domain. Also, the

protocols proposedearlier overlook the payment aspect of serviceprovisioning, which

should be addressed.

Bluetooth is a wireless protocol designed for low-power consumption and short-

range communication (1-100 meters). Its primary purposeis to connect devicessuch

as mobile phones, printers, laptops and digital cameras. Bluetooth also has its own

service discovery protocol. Bluetooth SDP [14] follows the client-service model and

enablesnearby devicesto discover serviceson each other. Bluetooth is a low power

protocol making it suitable for energy-constraineddevices. Bluetooth SDP is query

based,which meansthat clients query for available servicesrather than servicespro-

actively announcingtheir presence.It usesunicast and broadcastasthe communication

mechanism and doesnot provide any serviceinvocation mechanism.

Bluetooth SDP hasbeenincorporated in smart phonesand follows the client-service

discovery model, which requires less infrastructure and is more suitable for nomadic

environments, but is not as powerful as the client-service-directory model. Sincesmart

phoneshavealways-on internet connectivity in the form of 3G/GPRS, directoriescanbe

conveniently maintained on the internet. GPRS (General PurposeRadio Service) also

known as 2.5G is a mobile data servicethat useswide area cellular phone networks to

provide low-bandwidth internet connectivity; 3G is an enhancedand improved standard

that provides higher bandwidths.

In this dissertation, we present a ServiceDiscovery, Interaction and Payment Proto-

col (SDIPP) [68], which follows the client-service-discovery model by combining Blue-

tooth SDP with 3G connectivity. It providesa mechanismfor serviceinvocation without

any prior knowledgeof the service. This is accomplishedby downloading the client-side
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code for interacting with the servicefrom a trusted web server on-the-
y . Servicedis-

covery protocols proposedearlier, overlook the payment aspect of serviceprovisioning.

SDIPP provides a safeelectronic payment mechanism basedon Millicent scrips [35]. In

addition, SDIPP is context-aware and multi-scoped. We have implemented and tested

this protocol on Sony Ericsson P900 phones. Table 1.1 compares the properties of

SDIPP with the popular servicediscovery protocols.

1.4 Determining User Lo cation

In order to enablelocation-aware personalcomputing, continuous location updatesare

neededboth outdoors and indoors. Global Positioning System (GPS) is a globally

accepted solution for determining user location outdoors. It usesthe existing satel-

lite infrastructure for determining user location. The user is required to carry a GPS

receiver, which calculates its position by measuringand triangulating the distance be-

tweenitself and three or more GPS satellites. No such low-cost and easy-to-usesolution

exists for indoor localization. A good indoor localization system should scorewell on

a number of metrics including, precision, infrastructure cost, privacy and coverage.

Prior work on determining user's location indoors can be broadly classi�ed into nine

categories,basedon the technology usedfor localization: RF-based,Ultrasound-based,

WiFi-based, Bluetooth-based, GSM-based,audio-based,Powerline-based,smart-
o or-

basedand vision-based. In RF-basedsystems(e.g Activ eBadge[82]) an IR badgeworn

by the user emits a unique IR signal periodically. Sensorsinstalled at known positions

pick up the signal and update the position of the badgein a centralized database. Such

systemsprovide room level positioning and incur signi�cant installation and mainte-

nancecosts.

Ultrasound-basedlocalization systemscan be classi�ed in two categories:onesthat

provide centimeter level positioning by requiring ultrasound receivers to be installed

on ceilings and ultrasound transmitters to be carried by users (e.g Activ e Bat [39]),

and onesthat provide meter level accuracyby requiring ultrasound transmitters to be

installed at known coordinates inside buildings and ultrasound receivers to be carried

by users (e.g Cricket [60] and WALRUS [27]). Like RF-based systems, Ultrasound
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Table 1.2: Comparison of Localization Systems

System Precision
Infrastructure
Cost

Priv acy

Activ eBadge Room-level RF Sensorsand Tags Server tracks users
Activ e Bat 5-10 cm Ultrasound receivers and transmitters Server tracks users
Cricket 1 m Ultrasound receivers and transmitters User device computes location
Radar 5 m WiFi beacons User device computes location
GSM-based 5-50 m GSM coverage User device computes location
Place Lab 15-30 m WiFi, GSM or Bluetooth beacons User device computes location
Smart Floor Sub-room level Special 
o or tiles Server tracks user
EasyLiving Sub-room level Cameras in rooms Server tracks user
WALR US Room-level PC per room and WiFi beacons User device computes location
Audio Location 15-30 cm Microphones Server tracks users
PowerLine Sub-room level Signal generating modules and receivers User device computes location
Camera-phone Sub-room level None User device computes location
Ligh t-in tensit y Room-level None User device computes location

systemsalso require specializedinfrastructure to be installed and thus incur signi�cant

cost of deployment.

WiFi-based systems (e.g Radar [22]) operate by recording and processingsignal

strength information at multiple WiFi base-stations.They usesignal propagation mod-

eling to determine user's location with up to �v e meters accuracy. Although no ad-

ditional hardware is required, WiFi coverage is assumed. Also, WiFi-based systems

cannot directly determine which room the user is in, which is important for many

location-aware applications. Bluetooth-based systems [28] determine user's location

upto a few meters, but require Bluetooth radios/base-stations to be installed in the

environment, thus su�ering from the samedrawback as the other localization systems.

GSM-basedlocalization [56], which useswide signal-strength �ngerprin ts, is a good

solution for indoor localization becauseit does not require any extra infrastructure

and is claimed to achieve a median accuracy of �v e meters. The main limitation of

a GSM-basedapproach is that it is hard to tell which side of the wall the user is on.

This is crucial for several applications. A location-aware systemmay connect the user's

phone to the wall-display in the neighboring room, which is not acceptable. GSM-

basedsolutions make the assumption that the user has a GSM phone, while in several

countries including the US, CDMA is more popular.

Place Lab [48] is an e�ort at combining radio-based localization techniques. It
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works by listening for the transmissions of radio sourcessuch as WiFi accesspoints,

�xed Bluetooth devices,and GSM cell towers. A beacondatabaseprovides location

information basedon the IDs of beacons.PlaceLab can provide user location with up

to 15 meters of accuracy. PlaceLab is a high-coveragelocation determination system.

However, presenceof beacons,corresponding receiversand beacondatabaseis assumed.

Audio Location [75] determines user location by using microphonesthat listen to

soundsmade by the users themselves such as �nger clicking. It is a low-cost system

that achieves centimeter level accuracy. However, it assumesthe presenceof micro-

phonesin the environment and may not work properly in a noisy environment. Power-

Line localization [57] achieves sub-room level localization by �ngerprin ting of multiple

tones transmitted along power lines. Though e�ectiv e, this approach requires signal-

generatingmodulesto be installed in buildings and corresponding receiversto becarried

by users. Smart Floor system[55] usesspecial 
o or tiles to identify usersbasedon their

footsteps. Although the user doesnot have to carry any special device, the 
o or needs

to be instrumented with thesespecial tiles.

Microsoft's EasyLiving [47] project usescamerasinstalled in roomsto track humans

using vision techniques. The cost of installing camerasin every room makesdeployment

di�cult. Privacy is is a big issueasusersare continuously watched. Work is being done

in using camera phonesas interaction devicesby tagging physical objects with visual

codes and using vision techniques to extract and interpret the information stored in

thesevisual codes[70, 24, 69, 74, 78]. Localization could alsobe possiblyachieved with

this method. However, physical objects would have to be tagged.

With the exception of GSM-based,all other approaches require specializeddevices

to be installed in buildings, which increasesthe cost and decreasesthe chances of

deployment. GSM-basedlocalization has its own limitations as described earlier. Since

the goal of location-aware computing is to obviate the needof a ubiquitous computing

infrastructure and to minimize userinvolvement, the cost of the localization systemand

the inconvenienceof using it should be negligible, otherwise the purposeis defeated.

This dissertation presents two infrastructureless solutions [67, 64] for indoor local-

ization: camera-phone-basedlocalization and light-in tensity-based localization. These
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two solutionscanpotentially becombined together for higher accuracies.In the camera-

phone-basedlocalization solution [67], imagesare periodically captured by the camera

phone worn by the user as a pendant and transmitted to a web server over 3G. The

web server maintains a databaseof imageswith their corresponding locations. Upon

receiving an image, the web server comparesit with stored images,and basedon the

match, estimatesuser's location. We accomplishthis with o�-the-shelf imagematching

algorithms, by tailoring them for our purpose. This solution does not require any in-

frastructure to be installed in the environment; neither custom hardware nor wireless

accesspoints are required; physical objects do not have to be "tagged" and usersdo not

have to carry any special device. In the light-in tensity-basedlocalization solution [64],

the location of the user is determined basedon the intensity of light incident on a light

sensorworn by the user. In the dissertation, we show that every room has a unique

light-in tensity �ngerprin t that can be used to identify it. This solution also does not

require any infrastructure to be installed in the environment, and the user is only re-

quired to carry a tiny light sensor.Table 1.2 comparesthe popular indoor localization

systemson a number of metrics.

1.5 Lo cation-a ware Battery Managemen t

Location-aware personalcomputing is centered around the idea of running client fron-

tends and applications on resource-constrainedpersonal devices (e.g smart phone),

many of which would run asbackground tasks including daemonsfor determining user's

location, daemonsfor listening to incoming network requests,daemonsfor warming the

phone cache etc. These processeswould compete for the limited resourceson these

devices. The most crucial resource,which determinesthe availabilit y of a personalde-

vice, is battery lifetime. We study the caseof smart phone, which in this dissertation,

represents the intelligent personaldevice.

On smart phones,the interfacesthat inform the user of the battery levels (such as

ACPI [1]) have not kept up with the evolution of the capabilities of these devices. A

simple \battery remaining" or even \time remaining" doesnot enablethe user to make

the right decisionsas to the spend of the energybudget and the request for recharging.
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Prior research on dealing with the limited battery lifetime problem has focusedon

optimizing energyat di�eren t levelsof the stack, starting with hardware all the way up

to the application layer. The most commonly usedenergy optimization mechanism is

hibernation, in which the CPU or other hardware units of a systemare put in low-power

mode when not being actively used. This is commonly done by the operating system.

Dynamic voltage scheduling is another commonly usedoptimization technique in which

a compiler-directed algorithm identi�es program regionswhere the CPU can be slowed

down with negligible performanceloss [46, 40]. Two e�ectiv e application-level energy

optimizations have beenproposed: cyberforaging [23] and application adaptation [32,

20]. In cyberforaging,computation is o�-loaded from the battery poweredmobile device

to a wall-powered server whenever pro�table. In application adaptation, the �delit y of

an application is lowered whenever low battery levels are detected. While a lot of

work hasbeendoneon optimizing energy, there hasbeenlimited research on managing

battery lifetime acrossapplications and treating energyasa �rst-class operating system

resource.To the best of our knowledge,ECOSystem[86] is the only pieceof work that

takes this approach. ECOSystem is a framework for sharing battery lifetime as a

resourceacrosscompeting applications.

Location information hasnever beenexploited in managingbattery lifetime. In this

chapter, we describe a location-aware battery management scheme [66, 63] for smart

phones, which is based on two key observations. First, it is necessaryto create an

energy budget for di�eren t applications in order to prevent low priorit y applications

(such as background tasks) from a�ecting the availabilit y of high priorit y applications

(such as telephony). Second,the knowledge of when the user will recharge the phone

next is crucial to managing battery lifetime on phones. This is becausethe knowledge

of when the next recharge will happen determines the total battery lifetime available

to applications. User studies show that users typically charge their phones at �xed

locations [25]. Hence,by predicting the whereabouts of the user, it should be possible

to predict charging opportunities. We present a system architecture for logging user

information (such as location, call duration, etc) on the phone and a set of algorithms

for making predictions basedon these logs. This allows the system to determine the



12

amount of battery lifetime neededfor safeexecutionof crucial applications and to warn

the user if one or more non-crucial applications needto be terminated.

1.6 Lo cation Priv acy

Extensive deployment of location-aware computing endangersuser's location privacy

and exhibits signi�cant potential for abuse.The US government realizedthe seriousness

of the this problem and releasedthe Location Privacy Protection Act [8] in 2001. Unless

the usersaresecureabout their location privacy, they would bereluctant to uselocation-

aware applications. This hurdle would have to be overcomeif location-aware computing

is to be globally accepted.

Releasinglocation information to untrusted parties in a privacy-friendly manner is

a challenging task. Early work on context privacy (which includes location) focussed

mostly on a policy-basedapproach [31, 43]. Policiescould be of oneof the following two

kinds: those speci�ed by the service providers and those speci�ed by the users. The

policiesserved asa mutual agreement on the manner in which data wasto be collected,

sharedand used. The main problem with this method wasthat the enforcement of these

policieswas looselyde�ned. The usersessentially had to trust the serviceproviders for

abiding by thesepolicies.

The useof policy-basedapproach wasfollowed by the application of k-anonymit y [77,

36] to location information using data perturbation techniques. Location information

was depersonalizedand perturb ed before being forwarded to the LBS. This was ac-

complished by reducing the spatiotemporal resolution (using a quadtree-basedalgo-

rithm) until the data met the k-anonymit y [77, 36] constraint. A subject is considered

k-anonymous if it cannot be distinguished from at least k - 1 other subjects. For ex-

ample, if the location information sent by a mobile subject is perturb ed to replacethe

exact coordinates by a spatial interval, such that the locations of at least k - 1 other

subjects belong to that interval, then the adversary cannot match the location of the

subject to its identit y without a certain amount of uncertainty. The uncertainty would

increasewith k, providing better privacy. This method is the state of the art in location
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privacy. The main drawback of this method is that it may lead to inferior quality of

servicewhere accurate location information is desired. Also, it usesa global value of

k, which is decidedstatically, where a smaller value of k could provide desiredprivacy

levels without a�ecting quality of servicesigni�cantly.

This dissertation proposesan information-
o w control basedapproach for location

privacy, which preservesquality of service. Information-
o w control policiestend to im-

poserestrictions on the manner in which sensitivedata 
o ws through a program/system.

State of the art in information-
o w control is Non-interference [26, 59]. Intuitiv ely, non-

interferencerequiresthat high-security information doesnot a�ect the low-security ob-

servable behavior of the system. In other words, private data doesnot in
uence public

data. That is, if the value of a public variable q depends on that of a private vari-

able p then non-interferenceis violated. In e�ect, non-interferenceisolatesprivate data

from public data. In doing so, it guarantees that the publicly observable behavior of

a system/program that doesnot reveal anything about its private behavior. However,

data isolation is an extreme measure,and in many real applications it is not possible

to isolate private data from public data. As such, non-interferencecannot be applied

for location privacy.

This dissertation proposesa weaker model of information-
o w control called non-

inference [62]. Non-inference requires that the adversary should not be able to infer

the value of a private variable basedon the values of public variable. Non-inference,

therefore, allows information to 
o w from private variables to public variables, but

prohibits the adversary from learning the value of any private variable from public

variables. In this dissertation, we show how non-inference can be used to preserve

location privacy.
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1.7 Summary of Dissertation Con tributions

The main contributions of this dissertation were published in the Proceedings of the

8th International Conference on PervasiveComputing and Communications [63], Pro-

ceedings of the 6th International Conference on Pervasive Computing and Communi-

cations [68], the Proceedings of the 7th International Workshop on Mobile Computing

Systemsand Applications [67], the Proceedings of the 3rd International Conference on

Mobile and Ubiquitous Systems[62], the Proceedings of the 1st International Conference

on Mobile and Ubiquitous Systems[61], the Adjunct Proceedings of the 5th International

Conference on PervasiveComputing [64, 66], the Proceedings of the 10th International

Workshop on Future Trends in Distributed Computing Systems[41], and Lecture Notes

in Computer Science [65].

In this dissertation, we investigate the four key issuesin location-aware personal

computing: (1) seamlessservicediscovery and provisioning, (2) infrastructurelessindoor

localization, (3) battery management for smart phonesand (3) location privacy. We

provide two solutions for determining user's location indoors without requiring any

extra infrastructure. The �rst solution usesvision algorithms to determineuserlocation

basedon the imagescaptured by the cameraphoneworn by the user asa pendant [67].

The secondsolution determines user location with room-level accuracy based on the

intensity of light incident on a light sensorworn by the use [64]. These two solutions

can potentially be combined together for higher accuracies.

We present a protocol for ad-hoc servicediscovery and provisioning [68, 61]. The

servicesaredeliveredto the smart phoneof the userover Bluetooth. Bluetooth SDP and

3G are usedtogether for servicediscovery, interaction and payment. The protocol has

beenimplemented and tested on Sony EricssonP900phones. Resultsshow satisfactory

performancein terms of serviceprovisioning latency. We also present an application-

level solution for reducing the Bluetooth discovery time in scenarioswhere there are

multiple smart phonescarrying out servicediscovery simultaneously.

Weshow how location information canaid in battery management on smart phones[66,

63]. By storing past location traces of the user, future whereabouts of the user can be



15

predicted. This information can be useful in estimating when the next opportunit y for

charging the phone will be encountered. The knowledge of when the user will charge

the phone next can be instrumental in managing the limited battery lifetime on smart

phonesacrossmultiple applications.

Finally, we present a novel information 
o w control model, called Non-inference[62],

and show how it can be usedto prevent unnecessarydisclosureof location information

to untrusted location-basedservices. Non-inference is enforced using static program

analysis.

1.8 Con tributions to the Dissertation

Peter Stern and Niket Desai implemented the applications on top of SDIPP proto-

col [68]. Ahmed Elgammal provided the codebasefor the vision algorithms used in

camera-phone-basedlocalization [67]. Pravin Shankar and Andrew Frankel helped with

the implementation and experimentation of the camera-phone-basedlocalization sys-

tem [67].

1.9 Organization of the Dissertation

In chapter 3, we describe SDIPP, a protocol for discovering and provisioning services

to the smart phone. We also summarizethe designof Portable Smart Messages,which

are usedby SDIPP for multi-hop servicediscovery.

In chapter 3, we describe two infrastructureless solutions for indoor localization,

which usecameraphone and light sensorrespectively. The evaluation focuseson mea-

suring the accuracyof the two solutions.

In chapter 4, we describe a location-aware battery management scheme for smart

phones,and present experimental results obtained with real user data.

In chapter 5, wepresent a novel information 
o w control model, calledNon-inference,

and show how it can be usedto prevent unnecessarydisclosureof location information

to untrusted location-basedservices.

We concludein chapter 6
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Chapter 2

Lo cation-a ware Service Disco very and Pro visioning

Provisioning locally embeddedservicesto the userwithout prior knowledgeof the envi-

ronment is an important aspect of location-aware personalcomputing, asit is not always

possibleto customize web servicesto serve as local services. Protocols are neededfor

seamlesslydiscovering these locally embedded servicesand provisioning them to the

user. These protocols are called ServiceDiscovery Protocols (SDP's). Several service

discovery protocols (SDP's) have been proposed in the past (see Table 1.1). SDP's

can be roughly classi�ed into two categories: client-service model and client-service-

directory model. In client-service model, servicesadvertise themselves and clients di-

rectly query the services.In client-service-directory model, servicescache their informa-

tion on a centralized directory and clients query directories in order to discover services.

While the client-service model requires lessinfrastructure and is more suitable for no-

madic environments, it is not nearly as powerful as the client-service-directory model.

There is a need for a protocol that takes a hybrid approach, such that the power of

client-service-directory model is realized without the needfor extra infrastructure.

Bluetooth is a wireless protocol designed for low-power consumption and short-

range communication (1-100 meters). Its primary purposeis to connect devicessuch

as mobile phones, printers, laptops and digital cameras. Bluetooth also has its own

servicediscovery protocol. In Bluetooth SDP, the client continuously transmits inquiry

packets and hops frequencies3200 times per second. A servicethat allows itself to be

discovered, regularly enters the inquiry scanstate to respond to inquiry messages,hop-

ping frequenciesonce in 1.28 seconds.Bluetooth SDP has beenincorporated in smart

phonesand follows the client-service discovery model. Sincesmart phoneshave always-

on internet connectivity through 3G/GPRS, directories can be conveniently maintained
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Figure 2.1: SDIPP Discovery Model

on the internet.

In this chapter, we present a ServiceDiscovery, Interaction and Payment Protocol

(SDIPP) [68] that follows the client-service-discovery model. SDIPP exploits dual-

connectivity (Bluetooth and GPRS/3G) on smart phones to simultaneously connect

with local servicesand web services. In the �rst phase, the servicesare discovered.

In the secondphase, a service is selected(based on the location of the user) and a

mechanism for interacting with the serviceis decided. In the third and �nal phase,the

user interacts with the serviceand pays for its usage(when required). In the following,

we describe the basicarchitecture of SDIPP and the protocols involved. Portable Smart

Messages[61], which is usedby SDIPP for multi-hop servicediscovery, is alsodescribed.

2.1 Proto cols

SDIPP consistsof three protocols: protocol for discovering services,protocol for invok-

ing servicesand protocol for paying services. In the following, we describe each of the

three protocols.

2.1.1 Disco very Proto col

The discovery protocol is hierarchical in nature and builds on top of Bluetooth ser-

vice discovery protocol [14] (which is query based), and 3G. The goal is to achieve the

power of the client-service-directory model without the need for extra infrastructure.

Bluetooth SDP provides servicebrowsing without apriori knowledgeof servicecharac-

teristics. It doesnot include functionalit y for invoking services.However, it can beused

in conjunction with another protocol for serviceinvocation. The discovery protocol is
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a 3-step process:

One-hop discovery : Servicesin the proximit y (one-hop) are discovered using Blue-

tooth SDP. If the list of servicesdiscovered by Bluetooth SDP includes the desired

service, the discovery phaseis over. If it does not include the desired service,but in-

stead lists a ServiceDiscovery Service(SDS),the SDS is invoked to locate the desired

servicein a multi-hop fashion.

Multi-hop discovery : SDS would implement a mechanism for discovering services

and could exploit the ad-hoc network for doing so. SDS could be implemented using

any of the previously proposedservicediscovery protocols.

In SDIPP, multi-hop discovery is carried out using smart messages[61]. Smart Mes-

sagesare user-de�ned distributed applications similar to mobile agents, which execute

on nodes of interest de�ned by properties. Smart Messagesmigrate between nodes

of interest using content-based routing, where content/prop erty is stored in TagSpace.

TagSpace is name-basedmemory and is composed of tags. A tag is a (name;data)

pair. A service is identi�ed by a tag, which it createson the device it runs on, for it

to be discoverable by a Smart Message. The tag stores the service description. An

SDS implemented using Smart Messageseliminates the need of having directories in

the ad-hoc network. If a directory exists, it can be exploited but the discovery doesnot

depend on the presenceof a directory.

W eb-based discovery : If no SDS is listed, the GPRS/3G connectivity on the phone

is used to contact a web service that can locate the desired service. The services

would have themselvesregisteredon the web server as a way of advertising themselves

and would periodically update their information on the web server. This web service

would serve as a directory that lists the location of all the registered servicesaround

a particular location. A simple interval tree representation for storing location and

servicesis used.

Since downloading data from the internet is not free of charge, directory lookup

is the last step in the protocol. The personal information and preferencesof the user
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are stored in the Cacheon the smart phone. The web service lists the servicesbased

on user's location, personal information and preferences. Figure 2.1 summarizesthe

discovery phase.

2.1.2 SDIPP In teraction Proto col

In a ubiquitous computing environment, the interaction of the client with a service

is assumedto be spontaneous, which implies that the protocol for interacting with

the service would have to be learnt on the 
y . The interaction protocol in SDIPP

is inspired by the idea of downloading the client-side code for the service on-the-
y

as used in Jini [81]. Every service registers itself with a web server, which assignsit

a unique id and stores the interface that can be downloaded for interacting with the

service. Figure 2.2 givesa pictorial view of the interaction protocol. The protocol can

be summarizedas follows:

� The smart phone lists the servicesdiscovered during discovery phase. A request

is sent to the desired serviceto sendback its unique id over the Bluetooth con-

nection.

� The serviceresponds with its id.

� The id along with the personalinformation of the userstored on the smart phone

is sent over to a trusted web server over the GPRS/3G connection. The personal

information of the userwould beusedfor authenticating her if the servicerequires

that. A weaker form of authentication would be using the IMEI number of the

phone, which is a 15-digit unique code that is usedto identify a GSM phone.

� After an optional authentication, the web server respondswith the code and data

that will be used for interacting with the service. The code is a Java program

that contains the protocol and interface for interacting with the service.

� Sincethe code is obtained from a trusted server, it is assumedto be safecode and

is dispatched for execution on the phone. All further communication betweenthe

phone and the servicetakesplace as a result of executing the downloaded code.
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Figure 2.2: SDIPP Interaction Protocol

The web server(s) for storing the downloadableinterfacefor the servicesmay or may

not be di�eren t from the web server(s) that act as service directories. Downloading

of code from the internet is implemented using OTA (Over-The-Air) provisioning [9].

OTA is a method of distributing newsoftwareupdatesto mobile phonesover the cellular

network.

2.1.3 SDIPP Paymen t Proto col

The payment protocol is basedon the electronic cash representation proposedby the

Millicent protocol [35]. There are a number of existing and proposed protocols for

electronic commercesuch as DigiCash [5], CyberCash[4], First Virtual [6], NetBill [21]

and Millicent [35]. None of these protocols has taken o� due to lack of supporting

infrastructure to implement them in real life.

Digital cashis normally issuedby a central trusted entit y (lik ea bank). The integrity

of digital cashis guaranteed by the digital signature of the issuer,so that counterfeiting

digital cashis extremely hard. However, it is trivial to duplicate the bit pattern of the

digital cashto produce and spend identical (and equally authentic) cash.

Millicent proposesthe idea of using accounts basedon scrip and brokersto sell scrip.

A pieceof scrip represents an account the user has establishedwith a vendor. At any

given time, a vendor has outstanding scrip (open accounts) with the recently active

users. The balanceof the account is kept as the value of the scrip. When the customer

makesa purchasewith scrip, the cost of the purchaseis deductedfrom the scrip's value
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Figure 2.3: SDIPP Payment Protocol

and new scrip (with the new value/account balance) is returned as change. When the

userhascompleteda seriesof transactions, he can "cash in" the remaining value of the

scrip (closethe account).

Brokers serve as accounting intermediaries between usersand vendors. Customers

enter into long-term relationships with brokers, in much the sameway as they would

enter into an agreement with a bank, credit card company, or Internet serviceprovider.

Brokers buy and sell vendor scrip asa serviceto usersand vendors. Broker scrip serves

as a common currency for customersto usewhen buying vendor scrip, and for vendors

to give as a refund for unspent scrip.

In our model, the broker is a web servicethat the useralready hasan account with.

The vendor is the servicethat the user wishesto use and pay for. However, Millicent

model assumesthat before the customer initiates transaction with the vendor, sheei-

ther already has the vendor scrip or the broker scrip, which can be usedto buy vendor

scrip directly from the vendor. Having service/vendor scrip prior to discovering the

servicewould imply that the user already had someknowledgeabout the service. This

is not acceptable in ubiquitous computing scenarioswhere transactions are primarily

spontaneous. Having broker scrip prior to discovering the service is a reasonableas-

sumption to make, however, in order to be able to use the broker scrip, the service in

question should be able to verify the authenticit y of the broker scrip, which requires

additional infrastructure.
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Dual connectivity on phonesallows the user to bypassboth theseassumptionsbe-

causethe user can be connectedto the broker and the serviceat the sametime.

Figure 2.3 illustrates the payment protocol. It can be described as composedof the

following steps:

� The smart phonerequeststhe servicefor its broker's URL and the bill over Blue-

tooth connection.

� The serviceresponds with its broker's URL and the bill.

� The serviceid, broker's URL and bill amount is sent over to the user'sbroker over

GPRS/3G along with the personal information of the user stored on the phone.

� User'sbroker buysservicescrip from service'sbroker on user'sbehalf. The amount

of scrip bought is greater than or equal to the bill amount.

� User's broker responds to the smart phone with the servicescrip .

� User pays the serviceusing the servicescrip.

Brokersareassumedto be trusted servicesthat haveserviceproviders astheir clients

and other brokers as their peers. Even if the broker tries to cheat, the customer and

the serviceprovider can independently check the scrip and detect broker fraud.

Serviceprovider fraud consistsof not providing servicefor valid scrip or deducting

more amount from the scrip than is valid. If the service provider tries to cheat, the

customer can detect the fraud and complain to the broker, who will take care of it.

If the customer is cheating, then the serviceprovider's only loss is the cost of de-

tecting the bad scrip and denying service. Every transaction requiresthat the customer

knows the secretassociated with the scrip. The protocol never sendsthe secret in the

clear, so there is no risk due to eavesdropping. No piece of scrip can be reused,so a

replay attack will fail. Each request is signed with the secret, so there is no way to

intercept scrip and usethe scrip to make a di�eren t request.

This payment protocol provides a security model that is well suited for pro�t-based

services,where the service and the user need to be authenticated to each other and

anonymit y maintained at the sametime.
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2.1.4 Bo otstrapping

The service registers itself on a web directory (for discovery) and a web broker (for

payment). In addition, the service uploads the interface and data neededto interact

with it on a web serviceafter authentication and certi�cation. For it to be discoverable

by an SDSimplemented using Smart Messages,the servicecreatesa tag containing the

servicedescription.

2.1.5 SDIPP Arc hitecture

The SDIPP architecture consistsof the three protocols described above, which are im-

plemented on top of three building blocks: Bluetooth engine, GPRS Engine and Cache.

Bluetooth Engine is invoked by the protocols to discover or interact with the services

in the proximit y. It is a layer above the Bluetooth stack and provides a convenient

Java API for accessingthe Bluetooth stack. GPRS Engine is invoked to carry out the

communication betweenthe phone and the web servicesover GPRS.

Cache is persistent storage. The personal information of the user along with her

preferencesregarding servicesare stored in the cache. Personal information of the user

may include name, age,address,credit card number etc. Storing personal information

serves two purposes:�rst, it provides a way of identifying the user and authenticating

her if need be; second,personal information along with preferencesand location help

in identifying the best suited servicefor the user during servicediscovery phase.

2.2 Portable Smart Messages

Portable Smart Messagesare used by SDIPP in multi-hop service discovery. In this

section,we describe the designof Portable Smart Messageswhich is an extensionof the

Smart Message(SM)[44] model.

The designof Smart Messages(SMs) has beeninspired by mobile agents. A Smart

Messageis a user-de�ned application whose execution is distributed over a seriesof

nodesusing execution migration. The nodeson which SMs execute,called nodesof in-

terest, are namedby properties and discovereddynamically using application controlled
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Figure 2.4: Portable Smart MessageArchitecture

routing. To move between two nodes of interest, an SM calls explicitly for execution

migration, and routes itself without any underlying routing support. An SM consists

of code bricks(e.g Java class �les), data bricks(e.g Java objects which store data) and

executionstate. SMsare resilient to network failures, asthey carry the code for routing

themselves,and can therefore store-and-forward themselvesopportunistically .

Portable SMs is an extension of the Smart Messagemodel and has been tailored

to suit the requirements of resourceconstrained devices(such as smart phones),which

come with pre-installed Java Virtual Machine (JVM). In the design of Portable SM,

special attention has been paid to portabilit y and lightweightness. In addition to be-

ing lightweight, Portable SMs provide the functionalit y to support service execution,

discovery, and migration in highly volatile mobile ad hoc networks.

2.2.1 Portable SM Arc hitecture

Every participating node has to be equipped with the Portable SM middleware. The

middleware is written completely in Java (using J2ME CDC and CLDC), and can be

ported to the common JVMs. It consists of the following components (as shown in

Figure 2.4):

Tag Space: Tag spaceis name-basedvirtual memory. It is composedof tags, which

are (name, data) pairs. These tags are Java objects that can be created, deleted,

read from, or written into by Portable SMs. Nodes are identi�ed by properties that
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are stored in tags. Also, servicesrunning on these nodes create tags for advertising

themselves. Tagsare, therefore, integral to content-based routing and servicediscovery

over Portable SMs.

In addition to providing storage, tags also provide inter-SM communication and

synchronization. Commonly, a blocked SM is woken up by the interpreter when the

tag is written by another SM. Each time an SM blocks on a tag, its corresponding Java

thread is terminated. Each time an SM is unblocked (and consequently dispatched for

execution), a new Java thread is created for it.

Admission Manager: The admission manager is responsible for receiving and ad-

mitting incoming SMs over di�eren t network interfaces. Our admissionmanagerlistens

on the TCP/IP socket interface (for receiving Portable SMs over 802.11b) as well as

Bluetooth L2CAP interface (for receiving Portable SMs over Bluetooth). While ad-

mitting SMs into the system, the admissionmanagerveri�es the data bricks and state

against certain veri�cation policies.

Co de Cache: Code cache stores frequently usedcode bricks. In order to implement

Code cache, Java's classloaderis exploited. The Java dynamic class loading mecha-

nism is used to load a class representing a code brick. In the process,a new Class

instance of the corresponding class is created. The classloaderwill not unload the

classas long as there is a live referenceto the Class instance. Referencesto the cached

classesare stored such that theseclassesare not unloadedby the classloader.When the

caching policy choosesa classfor eviction, the stored referencefor that classis removed.

Scheduler: The scheduler is responsiblefor dispatching Portable SMs(from the ready

queue) for execution on the JVM. The scheduler is implemented as a Java thread that

extracts an SM from the ready queue in FIFO order, dispatches it for execution as a

Java thread, and goesto sleep. When the SM completesits execution, it wakesup the

scheduler using the Java's thread synchronization mechanism.
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2.2.2 Portabilit y

For implementing migratory applications or services, it is important that they be

portable and transferablewith minimal overhead. The original Smart Messagearchitec-

ture [44] was implemented by modifying Sun's Java Kilobyte virtual machine (KVM).

The whole architecture was implemented inside the VM becauseof the need for VM

support in capturing the execution state and restoring it at destination to resumethe

execution. This implementation, although powerful and e�cien t, is not portable. Since

deviceslike Smart Phonesand Smart Watchescomewith a pre-installed Java VM, (and

most of the time usersdo not want to or cannot modify the system software on their

devices), we designedthe Portable SM middleware to execute on top of unmodi�ed

Java virtual machines.

The main issue to be solved in a pure Java implementation of a migration-based

middleware is performing migration without requiring the VM to capture and restore

the execution state. The execution state is located inside the VM and is not directly

accessibleto the external world. In order to provide migration without modifying

the VM, we designeda mechanism for capturing and restoring the execution state by

incorporating all the necessaryoperations in the SM itself. The heart of our approach

lies in instrumenting the SM bytecode in such a way that the SM can save its state

beforemigration and restore it beforeresumption with a minimal overhead. Using this

mechanism, the state is encoded in the data bricks, and no explicit state information

is shipped. Being resourceand bandwidth constrained, mobile ad hoc networks impose

constraints on the amount of data that can be transferred for reliable communication.

One of the main goalsof Portable SM middleware is to make the migration mechanism

extremely lightweight and e�cien t. Our Java bytecode instrumentation mechanism

increasesthe Java bytecode sizeby only 3% asopposedto previously proposedportable

Java migration mechanisms,which increasethe bytecode sizeby asmuch as400%. The

mechanism is generally applicable to any systembasedon execution migration of Java

programs

In the following, we describe the migration mechanism, which is generallyapplicable



27

to any systembasedon execution migration for Java programs. To migrate a Portable

SM, its code bricks, data bricks, and execution control state have to be migrated.

The code bricks are Java class �les, and data bricks are Java objects. Java re
ection

mechanism is usedfor loading the classesdynamically at the destination node. The Java

serialization mechanismis usedto marshal/unmarshal the data bricks acrossmigrations.

SincePortable SMs do not uselocal variables acrossmigrations (i.e., the programmers

have to include any data that they need acrossmigrations in the data bricks), object

deserialization works �ne to restore the valuesof all objects and variables.

The main problem that needsto be solved is how to capture and restore the execu-

tion control state (i.e., located inside the VM), which consistsof the instruction pointer

and the method call stack. Our solution is to instrument the Portable SM bytecode in

such a way that SMs can capture and restore their own runtime stack beforeresuming

their normal execution at destination. The main idea is to label the di�eren t code

sectionsand usea virtual instruction pointer to keeptrack of which code sectionshave

already executed. At the remote site, the program is executedfrom the beginning and

the code sections that have already executedare skipped, thereby reconstructing the

call stack.

There are numerous reasons for choosing bytecode transformation [73, 79] over

source code transformation [33]. First, source code transformation does not provide

�ne-grained control as provided by a bytecode transformation (e.g., the lack of goto

statement in Java, the di�cult y of instrumenting compound statements). Second,in-

strumenting a loop in sourcecode requires the loop to be unfolded in order to preserve

correct execution semantics. Third, instrumenting the source code causesthe corre-

sponding bytecode to blow up, and therefore, incurs heavy overheads.

De�nitions

We usethe term critic al method to refer to any method that can directly or indirectly

invoke sys migrate or blockSM. Theseare the only two methods that can lead to migra-

tion and hencecapturing and restoring of the execution control state. Therefore, only

critical methods needto be instrumented. Sincea migration (or block) happensat the
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end of a method call chain, the instrumenter has to detect all the methods from which

sys migrate (or blockSM) is statically reachable in order to recognizecritical methods.

To simplify the exposition throughout this section, we will refer only to migration.

The bytecode instrumenter adds an integer array ip[length] to every class, where

length is the number of methods in that class. An element ip[i ] is used as a pseudo

instruction pointer for the ith method. The code of a critical method is divided into

code regions separated by critical method invocations. A critical method invocation

marks the end of a code region and the beginning of another new code region.

Approac h

The value of ip[i ] is incremented only before a critical method invocation, and hence,

servesas a pointer to the boundariesbetweencode regions. At the time of resumption,

the value of ip[i ] also serves as a pointer to the last statement executedinside the ith

method of the class.

The last statement executedinside a critical method beforea migration is always a

critical method invocation (i.e., either directly a sys migrate call or a chain of method

invocations that ends with a sys migrate). This is the reason why incrementing the

value of ip[i ] only beforecritic al method invocations is su�cien t. The value of ip[i ] can

be used during resumption to locate the last method invocation made from method i

before migration. Since every object has a unique ip associated with it, ip is carried

over as a part of data bricks and restored during deserialization.

During resumption, each SM starts its execution from the beginning of the run()

method of the main class(i.e., Portable SMsexecuteasJava threads). The instrumenter

introducesa switch statement at the beginning of every critical method to redirect the

instruction pointer, basedon the value of ip[i ], to the last statement executedbefore

migration. Hence, the code already executed is skipped. For every method other

than the one that directly invoked sys migr ate, this will result in an invocation of the

method that was adjacent to this method in the runtime stack before migration. As

a consequence,the runtime stack is recreated. The ip[i ] of the method that directly

invoked sys migr ate serves as a pointer to the statement immediately following the



29

class A{
void <init>{

...
}

void Method1(){
int j = 0;
int i = 0;
System.out.println("he llo" );
...
Method2();
...
Method3();
...
Method4();
...
Migration.sys_migrate( );
...
TagSpace.blockSM();
...

}
}

Figure 2.5: Portable SM Pseudo-code before Instrumentation

sys migr ate call.

An SM is said to be in resumption mode when it is recreating the runtime stack. To

di�eren tiate betweenresumption mode and normal execution, the instrumenter adds a

global 
ag: r esumption. This 
ag is important for preserving the correct execution

semantics. Its purposeis to activate or deactivate the switch statement intro duced by

the instrumenter at the beginning of each critical method depending on whether the

SM is undergoing normal execution or is in resumption mode. If the SM is resuming,

it is necessaryto execute the switch statement in order to skip the already executed

code. If the SM is undergoing normal execution, it is necessaryto ignore the value of

ip[i ] to ensurethat a method invocation is not in
uenced by this value (i.e., ip[i ] might

be non-zero due to an earlier invocation of the samemethod). The r esumption 
ag

of the SM is set by the system before the SM is migrated and reset by the SM itself

oncethe SM has reconstructed the method call stack, at which point normal execution

of the SM begins. To achieve this, the r esumption 
ag is reset after every statement

containing a call to sys migr ate.
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class A{
public int[] ip;
void <init>{

ip[] = new int[5];
...

}
void Method1(){

int j = 0;
int i = 0;
if(SM.resumption == true){

switch(ip[1]){
case 0: goto label 0;
case 1: goto label 1;
case 2: goto label 2;
case 3: goto label 3;
case 4: goto label 4;

}
}else{

ip[1] = 0;
}
label 0 : System.out.println("Hel lo" );

...
ip[1]++;

label 1 : Method2();
...
Method3();
...
ip[1]++;

label 2: Method4();
...
ip[1]++;
Migration.sys_migrate() ;

label 3: SM.resumption = false;
...
ip[1]++;
TagSpace.blockSM();

label 4: SM.resumption = false;
...

}
}

Figure 2.6: Portable SM Pseudo-code after Instrumentation
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class X{
   Y y;
   void run(){

....
y = new Y();
y.Method1();
....

}
....

 }

class Y{
   Z z;
   void Method1(){
       ....
       z = new Z();
       z.Method2();
       ....
   }
  ....
}

class Z{
    void Method2(){
        ....
        Migration.sys_migrate();
        ....
    }
    ....
}

ip ip

ip

class X{
....

   void run(){
switch(ip)

 }
}

....
y.Method1();
....

class Y{
....

   void Method1(){
switch(ip)

  ....
       z.Method2();

....
}

 }

class Z{
....

    void Method2(){
switch(ip)

        Migration.sys_migrate();
  ....

 }
}

  ....

Migration Snapshot

Resumption

Figure 2.7: Example of Resuming SM Execution after Migration

Example

Fig. 2.5 and 2.6 illustrate the transformation done by the bytecode instrumenter. Al-

though the transformation is done on the bytecode, for the sake of simplicit y, we show

a higher level transformation on the corresponding Java pseudo-code. In the example,

classA has four methods, excluding the constructor. Let us assumethat M ethod1,

M ethod2, and M ethod4 are critical methods (i.e., they can directly or indirectly invoke

sys migr ate or blockSM ), while M ethod3 is not a critical method. We present the

bytecode instrumentation only for M ethod1, but similar transformations take placeon

the other critical methods (M ethod2 and M ethod4 in this case)as well. As M ethod3

according to our assumption is not a critical method, it is not instrumented.

SinceclassA has �v e methods including the constructor, ip is declaredas an array

of length �v e. We initialize this array in the < init > method which is internal to the

bytecode and is invoked every time a new object of the class is created. Given that

M ethod1 hasfour invocations to critical methods (two indirect, and two direct), its code

is divided into �v e code regions labeled from 0 to 4. The value of ip[1] is incremented

before every invocation to a critical method. For instance, ip[1] is incremented before

an invocation to M ethod2, but not before an invocation to M ethod3 which is not a

critical method.
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Table 2.1: Performance Evaluation of SDIPP

Operation
Average
Time of
Completion

Bluetooth ServiceDiscovery 22.5 sec
Ad-hoc ServiceDiscovery 2 sec� No. of Hops
Web directory lookup 2.5 sec
Interaction Protocol(Lower Bound) 3 sec
Payment Protocol 6 sec

SupposeM ethod1 had called sys migr ate beforemigration, the value of ip[1] would

be3. When the SM resumesexecutionat the destination node and enters M ethod1, the

instruction pointer would beredirected to label 3 by virtue of the switch statement; from

this point on, normal execution of the SM begins. If on the other hand M ethod4 had

called sys migr ate, then the value of ip[1] would be 2. When the SM enters M ethod1

after resuming at the destination node, the instruction pointer would be redirected to

label 2 which contains a call to M ethod4, thereby skipping the already executedcode

in M ethod1 and recreating the runtime stack.

This examplealso shows how the r esumption 
ag is used. If the 
ag is set to false,

the execution of the methods starts from the beginning. Otherwise, it starts with the

code region pointed to by ip[1]. As soon as the SM recreatesthe stack, the r esumption


ag is resetby the SM itself. This ensuresthat any future invocation to M ethod1 or any

other critical method will not be a�ected by the value of ip. Note that the r esumption


ag is local to an SM, but global to all the classesthat constitute that SM.

Fig. 2.7 brie
y demonstratesthe working of our instrumentation scheme. The upper

part of the �gure gives a pictorial view of ip in three critical methods at the time of

migration. The arrows in the lower part of the �gure show the control 
o w of the SM

from the time of execution resumption at the destination until the method stack is

recreated.
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2.3 Implemen tation and Evaluation

The SDIPP protocol wasimplemented and tested on Sony EricssonP900smart phones.

MIDP and JSR-82 (Java Bluetooth API) were used to implement the architecture.

Table 2.1 shows the time of completion for the di�eren t phasesof the SDIPP protocol.

The time of completion of the Interaction Protocol depends on the size of the code

downloaded from the Internet. The lower bound is determined by the size of the jad

�le of the corresponding code which is typically 250 Bytes. The time of completion

of the ad-hoc servicediscovery over Smart Messagesdependson the number of nodes

(hops) involved.

Device and servicediscovery together on an averagetakes around 22.5 secondsto

complete on P900 phones. We implemented and tested a few applications on top of

SDIPP. For details refer to [68].

Portable SM architecture was ported and tested on HP iPAQs and Sony Ericsson

P800/P900 phones. Personal Java and C++ (connected through JNI) were used to

port SMs on phones. Table 2.2 comparesthe cost of Portable SM execution (including

migration) on Sony Ericsson phones with that on HP iPAQs. The results indicate

that, for establishing a Bluetooth connection, it takes on an average a constant of 1

second,and the round-trip time varies from 300 ms to 1600ms (excluding the cost of

establishinga Bluetooth connection) asdata brick sizeis varied from 1KB to 16KB. For

all practical purposes,this is good performance. The performanceon iPAQs is much

better compared to that on Sony Ericsson phones, which is expected becauseiPAQs

have more computation power than smart phones and 802.11b o�ers a much higher

bandwidth than Bluetooth.

2.3.1 Case Study

In this section, we brie
y describe an application that was developed on top of the

SDIPP protocol, for better understanding of how the protocol works. The application

allows a user to open a Bluetooth-enabled door using their smart phone.
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Table 2.2: E�e ct of Data Brick Size on Single-HopPortable SM Round-Trip Time

Round-Trip Time(ms)Size(Bytes)
HP iPAQ Sony Ericsson P800/P900

1044 150 1450
2088 177 1600
4056 196 1790
8010 234 2120
16010 301 2630

The Bluetooth-device attached to the door runs a service that can be used to au-

thenticate the user and receive command for opening the door. The user's phone is

assumedto be equipped with the SDIPP protocol. In the �rst phase, the servicesin

the vicinit y are discovered using the discovery protocol. At the end of the discovery

phase,the room numbers are listed on the phone. The user selectsthe room he wants

to enter. This starts the secondphase,in which the interface for interacting with the

service and the relevant data (which in this caseis the digital key) are downloaded

from a web server over 3G over an encrypted channel. During this phase,the personal

information of the user is sent to the web server. The web server responds with the

interface and key after authenticating the user basedon the personalinformation. The

downloaded interface is then automatically dispatched for execution, which allows the

phone to interact with the door service. During this phase, the key is communicated

to the door serviceover Bluetooth. The door serviceauthenticates the key and unlocks

the door, allowing the user to enter.

Wedemonstratedthis application on the doorsof the Computer ScienceDepartment

at Rutgers University. We emulated the Bluetooth enableddoor device using a smart

phone which runs the door service. The user's phone only interacts with the door

serviceand the web server. The user has to be registered with the web server which

maintains an accesscontrol list and key database for every digital door. The door

servicecommunicates with a backend computer that controls the doors. We built our

own control circuit driven by the backend computer's serial port that controls the power

supply to the door lock. On receiving a signal from the door device, the computer sets

the Data Terminal Ready Bit to 1 which switches on a 24V power supply to the door
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lock thereby opening it. Excluding discovery, the whole proceduretakesaround 5.5 sec

to complete.

2.3.2 Blueto oth Inquiry Clash

During the processof implementing SDIPP, we found that Bluetooth discovery can be

quite time consuming when multiple devicesare simultaneously in the inquiry mode.

We devisedan application level solution to minimize Bluetooth discovery time. In this

section, we describe the solution.

When a Bluetooth device is in the inquiry mode, it continuously transmits inquiry

packets and hops frequencies3200 times per second. A device that allows itself to be

discovered, regularly enters the inquiry scanstate to respond to inquiry messages,hop-

ping frequenciesonce every 1.28 seconds. In order to discover all devices, the device

must spend at least 10.24 secondsin the inquiry mode [17] [14]. Once discovery has

completed, the device behaves like other devices,entering the inquiry scan state peri-

odically. When device discovery is followed by servicediscovery the minimum time to

be spent in the inquiry mode is even larger.

On an averagea P900 phone takes22.5 secondsto discover all devicesand services.

Inquiry is a processthat inside most basebandstakesup all the radio bandwidth. This

means that a phone, when in the inquiry mode, cannot use the radio for anything

elseexcept actions like local friendly name retrieval or local parameter retrieval, which

implies that the serviceson the phonebecomeindiscoverablewhile it is in the discovery

mode.

We can envision applications being deployed in the future where Bluetooth devices

are continuously trying to discover other Bluetooth devices/servicesaround them. For

example, in the previously described casestudy, the door devicescould poll instead

of the phones. Another example is that of the WAP-push based advertising system

described in [17].

This problem is similar in nature to that of nodes connectedon an ethernet, each

trying to send data periodically, but unlike ethernet which is a static system, this is

more dynamic in nature as new devicesare encountered and old onesdisappear due to
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Figure 2.8: Policy for Timeout For Minimizing Bluetooth Inquiry Clash

Table 2.3: Comparison of Random With Our Policy for Minimizing Bluetooth Inquiry
Clash

Discovery Completion Time
Number of Phones

Random Policy

3 10 min 5 min
4 18 min 12 min

mobilit y. The solution to this problem (at the application layer) lies in choosing the

optimal timeout value t betweentwo consecutive polls. A very small t would result in

large number of clasheswhile a very large t would result in ine�ciency .

If the timeout t is constant, two phones running the sameapplication and hence

polling after every t secondswill never be able to discover each other. A better choice

would be to chooset randomly between a certain interval [0; r ]. We call this strategy

Random. Let c denote the time it takes for discovery to complete, during which time

the serviceson the device becomeindiscoverable. Every device is discoverable with

probabilit y 1 � c=r.

Let X i be a random variable denoting the time instant when device i started dis-

covery, 0 � X i � r . The probabilit y p of two devicesi and j being able to discover



37

each other in the time interval [0; r ] is given by

P(j X i � X j j> c) (2.1)

which comesto (1 � c=r)2. Let Yij (i 6= j; Yij = Yj i ) denote the number of attempts

neededfor i and j to discover each other. Yij follows a geometric probabilit y distri-

bution. Let Y be a random variable denoting the number of attempts after which n

deviceswould have all discovered each other.

Y =
X

i; j >i

Yij (2.2)

and therefore follows a negative binomial distribution. Expectedvalue of Y is given by

E(Y ) =

� n
2

�

p
(2.3)

where p is P(j X i � X j j> c) = (1 � c=r)2

Let T be the random variable that denotes the time after which n deviceswould

have all discovered each other.

T = r Y (2.4)

E(T) = r E(Y ) =
r
� n

2

�

p
(2.5)

In our casec is 22.5 seconds.We choser to be 2c which is 45 seconds,for best results.

Substituting the values,we obtain the expected time for n = 3 devicesto be 9 minutes

and for n = 4, it is 18 minutes. This matched very well with the experiments. However,

this is far away from the ideal, which for 3 devicesis 3c which is 67.5seconds(1 minute

7.5 seconds)and for 4 devices,90 seconds(1 minute 30 seconds).However, the ideal is

achievable only with an oracle aware of all devices,that instructs the deviceswhen to

start discovery.

After careful analysis and experimentation, we came up with a policy for varying

t dynamically that seemsto do much better than Random. The policy was motivated

by the backo� algorithms usedto minimize clashesin an ethernet. In addition, it also

takes into account the dynamic nature of the problem by keeping track of events that

happened during the last discovery attempt. The user may suddenly enter a region

where there are many new servicesavailable in which casehe should poll more often,
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however, if there are no new servicesfound or if a clash happens, then the value of t

should be increased.Figure 2.8 shows the policy. For best results, original(initial) value

of timeout t waschosento be r (45 seconds)and k which is a constant, waschosento be

15 seconds.Table 4.1 shows how this policy compareswith Random. We believe there

is room for improvement. Better results could be obtained by using machine learning

techniques to learn the policy for varying t.

2.4 Discussion

SDIPP assumesthat servicesare SDIPP-aware. This is a limitation of our approach,

which is common with other servicediscovery protocols. Making servicesoblivious to

the discovery protocol is a challenging problem. This can be alleviated to someextent

with the useof ontologies, however, the solution is not clear.

Bluetooth hasits own limitations, someof which have beenpointed out in this chap-

ter, such as long discovery time. SDIPP builds on top of Bluetooth and the limitations

of Bluetooth, therefore, a�ect SDIPP's performance.

It is important to build lightweight servicediscovery protocols that can be widely

used. A widely used service discovery protocol enableseasy deployment of services.

Sincemobile phonesare ubiquitous, it is wise to build servicediscovery protocols that

are phone-centric.

2.5 Summary

In this section, we described the design and implementation of the ServiceDiscovery,

Interaction and Payment Protocol (SDIPP). We also presented a casestudy and a

solution for the Bluetooth Inquiry Clash problem. The evaluation results indicate

satisfactory performance. The designof Portable Smart Messages(which aid in service

discovery and execution) was also presented. SDIPP relies on user location for web-

basedservicediscovery. Location can be easily determined outdoors with the help of

GPS, which usesthe existing satellite infrastructure. There is no such globally accepted

solution for determining user location indoors. The next chapter describes how user
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location can be determined indoors without extra infrastructure to be installed in the

environment.
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Chapter 3

Determining User Lo cation Indo ors

In order to enablelocation-aware personalcomputing, continuous location updatesare

neededboth outdoors and indoors (as described in , SDIPP also requires user loca-

tion for web-basedservicediscovery). Global Positioning System (GPS) is a globally

acceptedsolution for determining user's location outdoors. It usesthe existing satel-

lite infrastructure for determining user location. The user is required to carry a GPS

receiver, which calculates its position by measuringand triangulating the distance be-

tween itself and three or more GPS satellites. No such globally acceptedsolution for

indoor localization exists. This is due to the lack of a uniform infrastructure for in-

door localization, unlike GPS, which utilizes the existing satellite network. Each of the

previously proposedsolutions for indoor localization relies on someinfrastructure for

sensinglocation, as shown in Table 1.2. This makesdeployment hard and costly.

A practical solution for indoor localization should be infrastructureless, preciseand

robust. As hasbeensuggestedbefore[48], onefeasibleway to accomplishthis is to create

a fusion system that combines information from an array of body-worn sensors,each

of which senseslocation information using existing infrastructure. While individual

sensorsmay not be precise and may only work under certain conditions, the fusion

system as a whole should be quite robust. In this chapter, we demonstrate the useof

two sensorsfor indoor localization: phone cameraand light sensor.We show that each

of them is capableof sensinglocation with room-level precision.

3.1 Lo calization Approac h

In this section we describe the main ideasbehind the two localization solutions.
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3.1.1 Lo cation Determination with Camera Phone

In camera-phonebased localization, the camera-phoneis assumedto be worn by the

user as a pendant(Figure 3.1). The camera captures images periodically and sends

them to a web server over 3G/GPRS. The web server has a databaseof imageswith

their corresponding location. Upon receivingan image, the web server comparesit with

stored images,and basedon the match, estimatesuser's location. This is accomplished

by using o�-the-shelf image matching algorithms and tailoring them for this purpose.

Imagescorrespond to "corners". Figure 3.3 shows two low-resolution imageswith dif-

ferent locations corresponding to the samecorner. First image was taken with camera

in the south-east quadrant of the room. Secondimage was taken with camera in the

north-east quadrant of the room (as shown in Figure 3.2). The localization accuracyis

further improved by taking user tra jectory into account.

This solution doesnot rely on any external infrastructure. Neither customhardware,

nor wirelessaccesspoints are required. Physical objects do not have to be "tagged"

and usersdo not have to carry any special device. The only cost involved is that of

building an imagedatabase,which is common with other localization solutions [82, 39,

22, 60, 48, 75, 27, 56]. User orientation is also determined along with location.

3.1.2 Lo cation Determination with Ligh t Sensor

In light sensorbasedlocalization, the light sensoris assumedto be worn by the user

either as a pendant or top of a hat (or shoulder). Light is the term used for electro-

magnetic radiation of frequenciesin the band 4 � 1014Hz to 8 � 1014Hz. Luminous


ux (F) is the measureof e�ectiv enessof light in producing visual sensation and is

directly proportional to the brightnessof the light source. The luminous intensity (I)

of a point-source is a measureof the luminous 
ux (F) it producesper unit solid angle

(
), and is de�ned as the ratio dF=d
. Finally, il lumination (E) is a measureof the

luminous 
ux (F) falling per unit area(A) of a surface(e.g a light sensor)and is de�ned

as the ratio dF=dA. Illumination is measuredin lux, and is related to intensity I by the

expression:E = I cos'=r 2, where r is the distance of the surfacefrom the light-source
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Figure 3.1: Left: Phone as Pendant, Right: Snapshotof Client

and ' is the angle the normal to the surfacemakeswith the incident radiation. While

intensity is a property of the light source,illumination dependson the distance of the

surfacefrom the light sourceand its orientation.

The light sensor measuresillumination, which is intuitiv ely the amount of light

energy incident per unit area of the light sensor. Illumination is measuredin lux and

is directly proportional to the intensity of the light source. The key insight is that the

distribution of light intensity inside a room is unique under static lighting conditions,

which can be usedto �ngerprin t a room. This solution also doesnot require any extra

infrastructure to be installed in the environment. Existing light sourcesare used for

localization. In addition, it only takes around a minute to collect training data for a

room, which is very e�cien t.

3.2 Data Collection

Both camera-phoneand light sensorrequire data to be collected for every room that is

used to train the localization algorithms. In the caseof camera-phone,it is necessary

to build a database of images for the di�eren t rooms in the building. In order to

minimize the overheadof data collection, we usea Java client that runs on the phone

and sendsimagesto the web server, as the databasecreator walks around. The web

server extracts features from the received imageson the 
y and stores the features in

a database. The images/features in the databaseare manually tagged with location

afterwards. The processof tagging imageswith location can be partially automated by
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Figure 3.2: Room Layout

Figure 3.3: Two Low-resolution Imagesof the SameCorner

using a speech recognition interface on the phone,so that the databasecreator can tag

imagesby announcing location while pictures are taken.

During image databasecreation, multiple imagesof the samecorner are taken to

accommodate for di�eren t heights and angles. On an averageten imagesper corner are

stored. The successof the system dependson the amount of e�ort put into database

creation. More images per corner increasesthe chance of success. The number of

imagesin the databaseis alsodetermined by the desiredfrequencyof location updates.

High update frequency requires high coverage, which implies a denseimage database

to accommodate for small changesin the location of the user.
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Figure 3.4: Left: Light Sensoron a Hat. Right: Light Sensoras a Pendant

Figure 3.5: Apparatus Used for Data Collection for Light-based Localization

In the caseof light sensor, it is necessaryto build a database of light intensity

readings for the di�eren t rooms in the building. For that, the databasecreator walks

around in every room at slow constant speedwearing the light sensor.The light sensor

is connectedto a light meter (Figure 3.5), which recordsthe readingsof the light sensor

in lux. The light meter is in turn connectedto a laptop, which logs the data. Using

the laptop is optional; the light meter itself is capableof logging the data. The probe-

frequency can be varied{ we chose0.5 secondfor our experiments. The training data

is processedto obtain �ngerprin ts for every room.

3.3 Lo calization Algorithms

In this section, we describe the algorithms usedfor determining location using each of

the two sensors.
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3.3.1 Lo cation Determination with Camera-phone

When the web server receives a query image, it comparesit with the imagesstored in

the database. Every imagethat matcheswith the query imageis assigneda weight that

re
ects the degreeof similarit y betweenthe two images. By image comparison,we im-

ply feature comparison. Three o�-the-shelf algorithms are used for image comparison:

Color Histograms [76, 54, 80], Wavelet Decomposition [42] and Shape Matching [45].

Color Histogram: A color histogram of an image is a three dimensional distribution

that re
ects the probabilit y of existenceof certain color in the image. For example,

if the image is represented in the RGB color space,then each pixel has three values

(r,g,b): red value, greenvalue and blue value. In this case,to build the color histogram

of an image, each of the axes in the RGB color spaceis divided into certain number

of bins (this operation called quantization). For example if the red values is quantized

into k bins and the green into l bins and the blue into m bins, this gives us a total of

k � l � m bins. Each pixel in the image is mapped into its corresponding bin. The

number of pixels that are mapped into each bin are counted and that give us the color

histogram of the image. The color histogram can be represented as a N-dimension

vector where N= k � l � m.

In our systemwe implemented two kind of color histograms: RGB color histogram

and HSV color histogram. The RGB color histogram is built directly from the images

while for the HSV color histogram, each pixel has to be transformed from RGB into

HSV color histogram �rst. The RGB color spaceis not perceptually uniform. Also RGB

histograms su�er from sensitivity to lighting conditions, i.e., the sameimage may have

di�eren t color histogram under di�eren t lighting conditions. The HSV color histogram

has the advantage of separating the color information from the light information that

make it possible to have more bins for the colors and fewer bins for the lightness

and saturation information. That makes HSV histograms more robust under di�eren t

lightening conditions. We use HSV histograms in our system. There are numerous

metrics for measuring histogram similarit y. We use the L1 metric, also known as the
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city block distance:

D (I ; J ) =
NX

i =1

j I i � J i j

where D represents the distance (i.e dissimilarit y) betweentwo imagesI and J.

Shap e Matc hing: The basic idea behind shape matching is to detect the edgesin the

imagesand to build an edgemap representing the location of edgesin the image. The

similarit y is then measuredusing correlation betweenwindows in both images.

In our implementation, we used Sobel operator to detect the edgesin the image.

The imageis then divided into M � M blocks. M � M edgemap (2 dimensionarray) is

constructed by setting edgemap entry to 1 if its corresponding block contains certain

percentageof edgesand 0 otherwise. The similarit y betweentwo edgemapsis performed

by correlating each window from one image with corresponding set of windows in the

other imageand calculating edgematching score. That is, for each window centered at

location (i; j ) in the query imageedgemap, a set of windows centered at the neighbors

of (i; j ) is consideredin the databaseimage edgemap and for each window from the

query edgemap and each window in the databaseedgemap, a scoreis calculated by

counting the edge-edgematching. The overall scorefunction betweena query edgemap

A and an edgemap B stored in the databaseis S(A,B):

S(A; B ) =
i = MX

i =1

j = MX

j =1

F (A ij ; B )

where

F (A ij ; B ) =
u= i+ K =2X

u= i � K =2

v= j + K =2X

v= j � K =2

s(A ij ; Buv )

where K is the sizeof the neighborhood tested around pixel (i; j ) of the edgemap and

the function s(A ij ; Buv ) calculate the scoreof matching a window of sizew� w centered

at pixel (i; j ) in A with a window in B centered at (u; v).

W avelet Decomp osition: This technique is an implementation of the approach used

for content-based image query basedon wavelet decomposition. This technique per-

forms wavelet decomposition of each of the color channels (red, green, blue) of the
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image based on Harr basesto represent the image with some coe�cien ts. Then the

coe�cien ts with largest magnitude are used and the rest are truncated. The coe�-

cients are then quantized to +1 or -1 values in order to speed the search and reduce

the storage. The similarit y of a query image with an image from the databaseis based

on the weighted distancebetweenthe coe�cien ts representing the query imageand the

coe�cien t representing each image in the database. No dimension reduction is used in

this technique, instead inverted �le is used to store for each coe�cien t which images

have positive or negative values in each color channel.

Each algorithm described above assignsa weight to the image. The total weight

of an image is calculated as a linear combination of the weights assignedby each al-

gorithm. In the current implementation of the system, color histograms is assigneda

weight of 1 and the other two algorithms are assigneda weight of 0. As a result, only

color histograms is usedfor comparison. Oncethe weight of the imagesin the database

with respect to the query image are known, the following methods can be used for

location determination:

Naiv e Approac h: In this approach, the imagesin the databaseare organizedin a 
at

manner. The location of the user is the location of the image that matches the query

image with maximum weight. In other words, the location of the user is the one that

maximizes the probabilit y of seeingthe query image.

Hierarc hical Approac h: In this approach, the imagesin the databaseare organized

hierarchically. The imagescorresponding to a 
o or are grouped together, the images

corresponding to a room are grouped together and so on. When the systemdetermines

that the userhasentered a particular room, subsequent searchesare performedonly on

the imagesof that room, until the systemdiscovers that the user has exited the room.

There are two advantages of this approach: (1) the search gets localized and hence

responsetime decreases,and (2) the probabilit y of error decreases,becausethe system

has fewer imagesto confusethe query image with. The disadvantage of this approach

is that if the systemincorrectly determinesthe room the user is in, subsequent searches
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would get a�ected and produce wrong results.

History-based Approac h: In this approach, the web server keepstrack of the tra-

jectory of the user. Based on the past locations of the user, a better estimate of the

current location can be derived. In other words, the location of the user is determined

not from a singlequery image,but multiple query imagesreceived over a certain period

of time. When the server receivesa query image, it looks at the last n-1 query images.

The current location of the user is the one that maximizesthe probabilit y of seeing the

n query imagesin the shortest period of time.

To implement this, a simple shortest-path/nearest-neighbours approach is used.

Upon receiving the nth query image, the web server carries out a search (image com-

parison) basedon the last n query images. Let k i denote the set of top 10 imagesthat

match with the ith query image, and let location(k j
i ) denote the location of the jth

image in that set. The weighted euclideandistance betweenthe jth imageof set k i and

the mth image of set ki +1 is given by :

dj;m
i = w � jlocation(k j

i ) � location(km
i+1 )j.

where w is inversely proportional to the weight of image k j
i .

Path is the set of images(one corresponding to each query image) such that the

sum of the weighted euclideandistancesbetweenthese imagesis the minimum among

all possible combinations. In other words, these images de�ne the shortest possible

path (scaledby the weight of images) that the user could have traversed,and also the

most likely.

Path = f8 n
i=1 k j

i jD j;k
i = dj;k

i + D �
i +1 ; D �

i = min j;k D j;k
i g

The location of the image in set kn that belongsto the set Path is returned as the

current location of the user:
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curr ent location = location(kn \ Path).

We use the sliding-window approach for keeping track of the history. The window

of n images to be consideredfor calculating the shortest-path slides by 1 with every

new query image. The intuition behind using the shortest-path/nearest-neighbours

approach is the following: assumingthat the user doesnot abruptly increaseher walk-

ing/running speedabove a certain limit, the current location of the user should not be

too far away from her past locations. We useweighted distance in order to give higher

priorit y to images with higher weight (i.e images that match better with the query

image). This is the reasonfor using a multiplicand w, which is inversely proportional

to the weight of the image. In e�ect, instead of estimating the location of the user

basedsolely on the similarit y with the query image (as in the Naive and Hierarchical

approaches), the location is estimated by �rst estimating the most likely path that the

user could have traversed. The most likely path is the one that maximizes the proba-

bilit y of "seeing" the last n query images. Every time a new query image is received,

the top 10 matchescorresponding to each of the last n query imagesare used, instead

of directly using the last n estimated locations. This is done in order to account for

possibleerror in the estimation of past locations.

Figure 3.6shows the variouscomponents of the system. Client-side components were

implemented in Java usingMMAPI [2] which is supported on someSymbian OSphones.

Nokia 6620mobile phoneswere usedfor experiments. All server side components were

implemented in C++ for performancereasons.

3.3.2 Lo cation Determination with Ligh t Sensor

The amount of light energy incident on a light sensordependson the intensity of the

light sourcesin the room as well as re
ection from walls and furniture inside the room.

While light illumination at a particular location inside a room may be the sameas that

at another location in a di�eren t room, the distribution of light illumination values in

roomsare quite distinct. The problem of identifying which room the user is in basedon

a set of light illumination values,can be formulated asa classi�cation problem for which
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Figure 3.6: SystemArchitecture for Camera-phoneBased Localization

�ngerprin ts of rooms need to be created. In what follows, we describe two algorithms

for �ngerprin ting and identifying rooms.

Bayesian �ngerprin ting: In Bayesian�ngerprin ting, the light illumination valuesof

a room collectedduring the training phaseare discretisedinto a number of intervals. A

histogram is then obtained by counting the number of points that lie in each interval.

Each point corresponds to the value of light illumination at a certain location in the

room. Therefore, the height of an interval is directly proportional to the number of

locations in the room with light illumination value in that interval. In order to create

such a histogram, the data collector must spend equal amount of time at every location

in the room during the data collection phase.Figure 3.7shows the Bayesian�ngerprin ts

(or histograms) for four rooms. It is evident from the �gure that the �ngerprin ts are

quite distinct. This algorithm does not take into account the spatial distribution of

light illumination in the room.

Bayesian lo calization: During the testing phase, when a new set of light illumi-

nation values s is obtained, Bayesian localization �nds the room R that maximizes

the probabilit y that the points in set s have been sampled from room R, denoted by

argmaxR P(Rjs). Applying Bayes rule, we get:

argmaxR P(Rjs) = argmaxR P(sjR), assumingP(R1) = P(R2):: = P(Rn ).

We know that argmaxR P(sjR) = argmaxR � i f P(ai jR)jai 2 sg. Probabilit y of

sampling a point from a room is directly proportional to the height of the histogram
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Figure 3.7: Bayesian Fingerprints (Histograms) for Four Rooms

interval in which the point falls: P(ai jR) = hR (ai )=
P

i hR (ai ), where hR denotesthe

histogram for room R, and hR (ai ) denotesthe height of the interval in which ai falls.

From here we obtain,

argmax
R

P(Rjs) = argmax
R

Y

i

(hR (ai )=
X

i

hR (ai )) (3.1)

Intuitiv ely, the probabilit y that a set of points s has been sampled from room R is

directly proportional to the product of the heights of the histogram intervals in which

the points in s fall.

Range-max �ngerprin ting: In Range-max �ngerprin ting, only the minimum and

maximum values of light illumination obtained for a room during the training phase

are retained. The �ngerprin t of a room is given by the tuple f min; maxg, which denotes

the range of light illumination values in that room. Figure 3.8 shows the Range-max

�ngerprin ts for six rooms.

Range-max lo calization: During the testing phase,when a new set of light illumi-

nation values s is obtained, the Range-max localization algorithm �nds the room R

that minimizes the quantit y abs(max(R) � max(s)) and for which min (R) � min (s) �
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[0,250] [100,400] [350,550] [350,800] [50,150] [100,600]

Figure 3.8: Range-maxFingerprints for Six Rooms

max(s) � max(R). Quantities min (R), max(R) are the minimum and maximum val-

uesof light illumination for room R asobtained from the �ngerprin t. Quantities min (s),

max(s) are the minimum and maximum valuesof light illumination in set s. Intuitiv ely,

this algorithm assumesthat every room has a unique max value, and that the range

and the max value together can be usedto identify a room.

3.4 Evaluation

In this section, we describe the experiments that were carried out to evaluate the two

localization systemsand present the results.

3.4.1 Exp erimen tal Results for Camera-phone Based Lo calization

A partial imagedatabasewascreatedfor the third 
o or of the Computer ScienceDepart-

ment building, to include sixteen rooms,staircase,a bridge and the corridors. Creating

the database is a slightly tedious process. It takes around an hour to construct the

databasefor a room, which includesthe time for databaseconstruction, pruning aswell

as annotation of images. The databasewas constructed over multiple days. Database

construction aswell asexperiments werecarried out during the day on weekends. In all,

the databasecontains around 300 locations (i.e corners). The goal of the experiments

was to test the feasibility of the approach. We sought the answers to the following two

questions: (1) How successfulis our approach in achieving room-level accuracy?,and

(2) How successfulis our approach in estimating the orientation and location of the

user anywhere in the building?

Exp erimen tal Metho dology .

Three main experiments were conducted. The experiments were carried out on two

userswith �v e trials per user. In the �rst experiment, the user would wear the phone
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Figure 3.9: Low-Resolution Pictures of a Few Rooms Taken from the Door

Figure 3.10: Low-Resolution Query Image Matches with Image 3

as a pendant and enter the room as the camera took a picture. The image database

would compriseof only pictures corresponding to user standing at the door of a room

and facing inside, with ten imagesper door. This experiment wasconductedto �nd the

probabilit y of successfor room-level accuracy. Hierarchical and History-basedapproach

doesnot apply to this scenario. Figure 3.9 shows the pictures of a few rooms that were

experimented with. Figure 3.10 shows an examplequery image that matchesbest with

Image 3 in Figure 3.9. In the secondexperiment, the imagedatabasecomprisedof only

inside-room pictures of all rooms. The experiment wasconductedwith the userwearing

the phoneas a pendant and walking around inside rooms,sendinga query imageevery

four seconds.

Figure 3.11shows inside-room pictures of a few rooms. Figure 3.12shows exampleof

a query imagethat matchesbest with Image 4 in Figure 3.11. Most of the roomsin the

Computer Sciencebuilding are around 4mx7m. The system reports user's location to

quarter-room level accuracy (North-East, North-West, South-East, South-West), and

one of the four orientations (facing North, facing South, facing East, facing West).

The databaseconsistsof ten imagesper corner to account for varying user heights and

angles,and sixteencornersper room (four cornersper quarter corresponding to the four
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Figure 3.11: Low-Resolution Pictures of Di�er ent Corners

Figure 3.12: Query Image Matches with Image 4

orientations). The third experiment was conducted with the completedatabase,as the

user walked around on the 3rd 
o or. This includes corridors, staircaseand the bridge

in addition to rooms. We call this corner-level accuracy. During the experiments, the

userswould either stand stationary when the image was being clicked, or walk at very

low speeds, in order to cover all the corners. This was necessarybecauseof GPRS

latency.

Exp erimen tal Results.

Table 3.1 shows the results for the three experiments. The results correspond to the

ten trials. From the results, it can be concluded that for applications that require

only room-level accuracy, the Naive approach would su�ce. Corner-level accuracy

corresponds to the most general case: the user walking inside rooms, across rooms

and inside corridors. History-based approach clearly shows improved performancefor

this case. Hierarchical approach performs well most of the time, but completely fails

sometimesand is, therefore, not reliable.

We found that the Color Histogramsalgorithm worked very well ascomparedto the

other two, and was chosenas the primary method of image comparison in our system.

We noticed that while most of the imagesresulted in accurate location, someof them
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Table 3.1: SuccessProbability for the Three Localization Experiments (Using Camera-
phone)

Approaches Naive Hierarchical
History-
Based

Room-level accuracy 93% N/A N/A
Quarter-ro om-level accuracy 83% 96% 94%
Corner-level accuracy 50% Non-deterministic 80%

Table 3.2: Energy Consumption and ResponseTime for Sendingan Image and Receiv-
ing Location Update

Image Size Avg. ResponseTime Avg. Energy Consumption

5KB Image 720 msec 630mJ
128KB Image 4100 msec 3600mJ

were hard to recognizeand were often confusedwith other similar images, bringing

down the overall successrate. Even when a query image was incorrectly matched, the

correct one was often among the top three matches, suggestingthat if the approach

werecombined with another low-cost localization mechanism, extremely high accuracies

could be achieved.

We worked with low-resolution JPEG imagesof size5 KB. Experiments with high-

resolution images(128 KB in size) resulted in approximately the samesuccessrate as

low-resolution images. By working with low-resolution images,we could save substan-

tially on energy as well as responsetime. Table 3.2 shows the averageresponsetime

(i.e latency) for experiments, as well as the averageenergy consumption on the phone

for sendinga query image and receiving one location update.

An experiment was carried out to study the e�ect of changesin the environment,

namely: (1) movement of furniture, (2) presenceof human beings and (3) varying

lighting conditions. This experiment was conducted for one room. We found that

slight movement of furniture, such as chairs, computers, objects on tables and shelves

did not a�ect the accuracyof results. The accuracyof results su�ered when there was

a signi�cant change,such as removal of a desktop monitor from a desk. The accuracy

fell drastically when lighting conditions were varied. When the lights in the room

were dimmed, the successprobabilit y fell to lessthan 20%. Much to our surprise, the
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Figure 3.13: Left: Image in the Database;Center: Image With a Person; Right: Person
Wearing a Brown Jacket

presenceof human beingsin the pictures did not a�ect the accuracysigni�cantly. Out

of the sixteencornersin the room, only six su�ered from the presenceof a human being.

Three of these were recognizedwith a successrate of only 10%, two were recognized

with a successrate of 50%, and one was recognizedwith 90% successrate. For the last

one, the successrate fell to 70% when the person in the picture wore a brown jacket.

(Figure 3.13 shows the three pictures: the original picture, picture with a personin it,

picture with a personwearing a brown jacket.)

It is not completely clear why some images are recognizedmore accurately than

others in the presenceof a human being, but we conjecture that it is becauseof the

fact that someimageshave more distinguishing objects in them ascomparedto others.

When an imageis recognizedwith low accuracydue to presenceof a person,it is almost

always confusedwith an image of the samecorner but taken from a distance. Some

of these observations can be attributed to our primary method of image comparison,

which usesColor Histograms. Color histogram of an image is produced by discretising

the colors in the image into a number of bins, and counting the number of imagepixels

in each bin. Color histogram of an image varies only slightly with the angle of view

and the movement of objects inside the image.

The computation time on the location server is 100-120msecwhich is a fraction of

the total response time. Response time is dominated by the time taken to send the

image to the server and is therefore subject to the bandwidth delivered by the cellular

data service, which in our caseis GPRS. GPRS delivers a bandwidth of 20-40Kbps,

depending on user speed. With the advancesin the telecommunications technology,
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signi�cantly better bandwidths are expected. For example,3G delivers a bandwidth of

around 400Kbps at pedestrian user speedsand over 2Mbps in �xed locations, which is

much higher than the bandwidth provided by GPRS.

3.4.2 Exp erimen tal Results for Ligh t Sensor Based Lo calization

Light illumination measurements were collected for two o�ce buildings that belong to

the Department of Computer Science. In all, data was collected for 27 rooms and the

corridor (henceforth 28 rooms). Of these, 8 rooms have windows and 20 rooms have

static lighting conditions (i.e no windows).

Exp erimen tal Metho dology .

Two separatedatasets were collected{ one in which the light sensorwas worn on top

of a hat (as shown in Figure 3.4(left)) and the other in which the light sensorwas

worn as a pendant (as shown in Figure 3.4(right)). When the light sensoris worn as a

pendant, lower accuracycan be expectedbecausethe user'sbody obstructs and a�ects

the amount of light energy incident on the light sensor. For either experiment, it only

takes a minute to collect data for a room, and a total of half-an-hour to collect data

for all the rooms. For roomswithout windows, multiple such datasetswereconstructed

over a time-period of oneweek. Thesedatasetsweremixed; somewereusedfor training,

and the others were usedfor testing. For rooms with windows, data was collected in a

similar fashion but at three di�eren t times of the day (for seven days) and over a time

period of three weeks,and mixed the data by hour of the day. The reasonfor collecting

data at di�eren t times of the day and over several days was to observe the e�ect of

diurnal cycle and weather changeson the accuracyof the approach.

For collecting testing data, the userwalks through the roomsand corridors at normal

walking speed, stopping at certain locations periodically to imitate real-life mobilit y.

The data is then pre-processedusing two data �lters. The �rst �lter fragments the

dataset into smaller pieces,where each piece contains the data of a room. For this,

the �lter looks for jumps in the light intensity readings,which correspond to the user

exiting/en tering a room. The second�lter discardscontiguous repeatedreadings,which

correspond to the user standing at a location.
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Figure 3.14: Rooms Without Windows. Light Sensor Worn atop a Hat (top) and as
Pendant (bottom)

The goal of the experiments was to validate the following hypothesis: it is possible

to probabilistically determine which room the user is in if they are wearing a light sen-

sor. For validating this hypothesis, two �ngerprin ting/lo calization techniques, namely

Bayesian and Range-max,were evaluated on two di�eren t datasets: one in which the

light sensoris worn on top of a hat, and the other in which the light sensoris worn

as a pendant. The scalability of thesetechniques is also tested by varying the number

of rooms from 2 to 20 (for rooms with no windows), and from 2 to 8 (for rooms with

windows). The abilit y to tell between 20 rooms or less can be su�cien t for several

applications if we assumethat indoor localization solutions would typically work in a

hierarchical fashion, i.e identify the building, identify the 
o or, identify the room.



59

Training and testing datasets were collected and stored separately. Training data

was processedto obtain �ngerprin ts for rooms using Bayesian and Range-max �nger-

printing algorithms. Testing data waspre-processedto separateout light measurements

for di�eren t rooms, and eliminate contiguous repeated readings. The testing data cor-

responding to a particular room wasthen fed into the two localization algorithms. Both

the algorithms pick a contiguous set of points s starting at a random position in the

dataset, which is then matched against the �ngerprin ts asdescribed in Section3.3. This

is repeated for all the rooms 100 times.

Localization accuracywould depend on jsj, which represents number of light illumi-

nation readingsneededto localizethe user. If the time interval betweentwo consecutive

light illumination readingsis t, then the localization latency is given by tjsj. In our case,

t = 0.5 second.Higher the value of jsj, higher the localization latency.

Results for ro oms without windo ws.

Figure 3.14 shows the localization accuracy of the two algorithms as a function of the

number of rooms. The graph on the top shows the performanceof the algorithms when

the light sensoris worn on top of a hat, with jsj = 10 and jsj = 8 for Bayesian and

Range-maxrespectively. The averageaccuracy of Bayesian for 20 rooms is 91.2%and

that of Range-maxis 71.6%. The bottom graph shows the localization accuracyof the

two algorithms when the light sensoris worn asa pendant, with jsj = 10 and jsj = 6 for

Bayesianand Range-maxrespectively. The averageaccuracyof Bayesian for 20 rooms

is 80.3% and that of Range-maxis 68.1%. Any sensiblelocalization algorithm should

do better than Random, which determinesuser's location by randomly picking a room.

Figure 3.15 shows the localization accuracy of the two algorithms for 20 rooms, as

a function of jsj. The graph on the top corresponds to the casewhen the light sensoris

worn on top of a hat. Bayesianattains peak accuracywhen jsj = 10, while Range-max

attains peak accuracy when jsj = 8. The bottom graph corresponds to the casewhen

the light sensoris worn as a pendant. Bayesianattains peak accuracywhen jsj = 10 in

this case,while Range-maxattains peak accuracywhen jsj = 6. As mentioned before,

lower value of jsj implies lower localization latency.

The localization accuracyis lower whenthe light sensoris worn asa pendant because
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Figure 3.15: Rooms Without Windows. Light Sensor Worn atop a Hat (top) and as
Pendant (bottom).

the user'sbody a�ects the amount of light energyincident on the light sensor.Bayesian

consistently outperformsRange-max. However, Range-maxrequiresa lower value of jsj

(hencelower localization latency) to reach its peak localization accuracy. Also, Range-

max is independent of the amount of time the userspendsat a particular location. For

Bayesian, �ltering needsto be carried out.

Results for ro oms with windo ws.

The experiments were carried out in 8 symmetric rooms with large windows. Data

was collected at three �xed times of a day (morning, noon and afternoon) for seven

days over a time period of three weeks.The datasetswere mixed and tested in several

di�eren t ways to understand the e�ect of sunlight, diurnal cycle and weather changes
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Figure 3.16: Rooms With Windows. Light SensorWorn atop a Hat

on the accuracy of the approach. In this dissertation, we report the results obtained

with Bayesian while wearing the light sensoron a hat. In one experiment, the data

for a particular hour of a day was tested against the data for a di�eren t hour of the

day for the same day. The accuracy was found to be between 35-42% for 8 rooms.

In another experiment, the training data of all the days was mixed together and was

tested against a separatedataset corresponding to oneparticular day. The accuracyfor

8 rooms was found to be between40-45%. In a third experiment, data for a particular

hour for a certain day was tested against the data for the samehour for another day.

The accuracywas found to be between55-60%. Finally, the data for a particular hour

for di�eren t days wasmixed together and tested against a separatedataset for the same

hour of a di�eren t day. This yielded the best accuracy, ranging between68-73%for 8



62

rooms. Figure 3.16 shows the detailed results corresponding to this case.

From theseresults, we can concludethat bestaccuracyis achieved by including time

information in the query and conditioning on the hour of the day. We can alsoconclude

that the e�ect of weather can be partially neutralized by mixing the training data of

several days together (conditioned on the hour). However, di�eren t setsof �ngerprin ts

would have to beconstructed for di�eren t seasons.We noticed that even whena room is

misclassi�ed, it is almost always the secondor third best candidate suggestingthat the

accuracycan be further improved if this approach is combined with another approach.

3.5 Discussion

The two localization solutions described in this chapter have their own limitations. The

camera-phone-basedlocalization schemeis not resilient to changesin the environment

such asmovement of furniture, and fails when the line of slight is blocked. Light-sensor

based localization works moderately well in the presenceof sunlight. As such, this

approach is applicable at night or to buildings with signi�cant number of window-less

rooms, such as museumsor girthy o�ce buildings where only peripheral rooms have

direct exposureto sunlight.

We believe that a practical solution for localization would be a fusion system that

incorporates an array of sensors(such as camera, light sensor,GPS, WiFi interface,

accelerometeretc), derives location information from each of the sensorsand fuses

them together to obtain accurate results. Although each of the sensorscould fail under

certain conditions (for example the light sensormay not work very well when there is

interferencefrom sunlight), the fusion systemas a whole should be quite robust.

3.6 Summary

In this chapter, we presented two solutions for indoor localization: camera-phonebased

and light-sensor based. These solutions do not require any extra infrastructure to be

installed in the environment.

The camera-phonebasedsystem was able to attain room-level accuracywith more
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than 90% successprobabilit y and corner-level accuracy with more than 80% success

probabilit y, using a history-based location determination approach. The latency of

receiving location updatesover a GPRS connectionis around a second,which would be

even lower for a 3G connection. The image comparison algorithms remain una�ected

if resolution of the images in the databaseis the sameas the resolution of the query

image. By using low resolution images, it was possibleto reduceenergy consumption

and responsetime signi�cantly.

Light-sensorbasedlocalization achieves up to 90% successprobabilit y under static

lighting conditions, but works moderately well in the presenceof sunlight. Construction

of Bayesian�ngerprin ts is fast and convenient. It takesaround a minute to �ngerprin t

a room.

Both the localization solutions presented in this chapter are infrastructureless and

can be combined together to attain higher accuracies. For example, the knowledgeof

which room the user is in can signi�cantly prune down the search spacefor camera-

phone-basedlocalization scheme. The light sensorcould either be embedded in the

phone or iPod of the user or worn separatelyas a clip.

Camera-phonebasedlocalization is a power hungry systemthat can drain the phone

battery. With multiple such processesrunning on the phone, it becomesnecessaryto

managethe limited battery lifetime. In the next chapter, we describe how the limited

battery lifetime of mobile devicescan be managedacrossdi�eren t applications.
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Chapter 4

Lo cation-a ware Battery Managemen t

Location-aware personalcomputing is centered around the idea of running client fron-

tends and applications on resource-constrainedpersonal devices (e.g smart phone),

many of which would run asbackground tasks including daemonsfor determining user's

location, daemonsfor listening to incoming network requests,daemonsfor warming the

phone cache etc. These processeswould compete for the limited resourceson these

devices. The most crucial resource,which determinesthe availabilit y of a personalde-

vice, is battery lifetime. We study the caseof smart phone, which in this dissertation,

represents the intelligent personal device. We show that location information can be

usedto managebattery lifetime intelligently.

On smart phones,the interfacesthat inform the user of the battery levels (such as

ACPI [1]) have not kept up with the evolution of the capabilities of these devices. A

simple \battery remaining" or even \time remaining" doesnot enablethe user to make

the right decisionsas to the spend of the energybudget and the request for recharging.

Prior research on dealing with the limited battery lifetime problem has focusedon

optimizing energyat di�eren t levelsof the stack, starting with hardware all the way up

to the application layer. The most commonly usedenergy optimization mechanism is

hibernation, in which the CPU or other hardware units of a systemare put in low-power

mode when not being actively used. This is commonly done by the operating system.

Dynamic voltage scheduling is another commonly usedoptimization technique in which

a compiler-directed algorithm identi�es program regionswhere the CPU can be slowed

down with negligible performanceloss [46, 40]. Two e�ectiv e application-level energy

optimizations have beenproposed: cyberforaging [23] and application adaptation [32,

20]. In cyberforaging,computation is o�-loaded from the battery poweredmobile device
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to a wall-powered server whenever pro�table. In application adaptation, the �delit y of

an application is lowered whenever low battery levels are detected. While a lot of

work hasbeendoneon optimizing energy, there hasbeenlimited research on managing

battery lifetime acrossapplications and treating energyasa �rst-class operating system

resource.To the best of our knowledge,ECOSystem[86] is the only pieceof work that

takes this approach. ECOSystem is a framework for sharing battery lifetime as a

resourceacrosscompeting applications.

The primary purposeof the mobile phone is telephony (i.e making and receiving

calls and exchanging text messages).Other applications are secondary. Hence, there

is a notion of priority among applications, which should be imposedon the manner in

which applications consumelimited battery power. A low priorit y application (such

as a background task) should not be allowed to compromisethe availabilit y of a high

priorit y application (such as telephony).

The key observation is that the knowledgeof when the user will recharge the phone

next is crucial to managing battery lifetime on phones. This is becausethe knowledge

of when the next recharge will happen determines the total battery lifetime available

to applications. A user study shows that users typically charge their phonesat �xed

locations [25]. Hence,by predicting the whereabouts of the user, it should be possible

to predict charging opportunities. In this chapter, we describe a location-aware battery

management architecture [66, 63] for smart phones(henceforth CABMAN), basedon

four principles:

� The availabilit y of crucial applications to users should not be compromisedby

non-crucial applications.

� The opportunities for charging should be predicted to allow devicesto determine

if they have scarceor plentiful energy, instead of using absolute battery level as

the guide.

� Location information can be usedto predict charging opportunities.

� User involvement should be minimal.
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Figure 4.1: Battery ManagementSystemArchitecture

4.1 Arc hitecture and Algorithms

The key role of the battery manager is to be able to answer the query: Wil l the phone

battery last until the next charging opportunity is encountered? In order to answer this

query without involving the user, the battery manager should be able to answer the

following three questions(1) when the next opportunit y for recharging will be available

and hence,what is the total battery lifetime available to the user? (2) what fraction of

this battery lifetime will be consumedby critical applications such as telephony? and

(3) what fraction of this battery lifetime can be left for useby non-critical applications?

We identify three subproblems: (1) prediction of the next charging-opportunit y, (2)

prediction of the call-time that might be required by the user in the interim, and (3)

prediction of how long the battery will last if the current set of applications continue to

executeon the device. With this knowledge,the battery managerwill beabledetermine

if the user will run out of battery sooner than they should, and ask them to terminate

one or more applications or look for a charging opportunit y.

In order to solve these three subproblems,we designeda system that can monitor
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usercontext and sensebattery level of the device;a set of algorithms for making predic-

tions and a central component for assimilating the information together and warning the

user appropriately. The system consistsof eight components as shown in (Figure 4.1)

divided into three categories:system-speci�c monitors, predictors, and the viceroy/UI.

System speci�c comp onents: The Processmonitor is responsible for keepingtrack

of the processesrunning on the device and informing the viceroy whenever a new pro-

cessis detected. Battery monitor probes the battery periodically and enquiresabout

remaining charge and voltage level. Context Monitor is responsible for sensingand

storing context information (such as location) on the phone. Call Monitor logs com-

munication (incoming/outgoing calls, incoming/outgoing SMSs).

4.1.1 Charging Opp ortunit y Predictor

The crux of the system is that a phone should determine if a charging opportunit y is

near enough for the battery to \last" until then (by which we mean maintaining the

abilit y to executethe crucial application). If this is true, then the system should not

inconveniencethe user with unnecessarywarnings or actions such as going into low-

power modeswith reducedfunctionalit y. If this is false, then even if the phone battery

is relatively full, the system should warn the user that they risk a dead battery.

The charging opportunit y predictor predicts the future whereabouts of the user

from the location trace stored on the phone. Certain locations are marked as charging

opportunities (based on the charge trace stored on the phone). The prediction of

when marked locations will be reached is accomplishedby pattern-matching the current

pattern of location movements against the set of location traces stored on the phone.

Intuitiv ely, the algorithm proceedsas follows. If the current location samplesare,

say, AB C, then a search is made through the history of all traces that contain the

sequenceAB C (say DEAB CF G), and for each of the resulting traces, the time is

determined betweenthe time of entry of the current location and the time of entry of

the next charging-capablelocation. These times are then averagedto get an estimate

of time-until-charging-opportunity .

Formally, let a location trace tr be denoted as a sequenceof tuples: (l,t,c) , where l
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denoteslocation, t denotesthe time when the user entered that location and c is either

1 or 0 depending on whether or not the user can charge the phone at that location.

Let the j th location trace tr j be denoted by (l j ; t j ; cj ), let the i th tuple in this trace be

denotedby (l j
i ; t j

i ; cj
i ), and let the last tuple in this trace be denotedby (l j

last ; t j
last ; cj

last ).

For a given location trace (l j ; t j ; cj ), let t j
char ge denote the time when the user enters

the next charging-location. A location trace tr j is said to be contained in another

location trace tr k if 9i (l j
0 = lki ; l j1 = lki+1 ; ::; l jlast = lki+ last ). Given a location trace

(l today ; t today ; ctoday ), the time interval before the next charging opportunit y becomes

available is estimated as (
P

j (t
j
char ge � t j

k))=N j(contained(today; j ); l j
k = l today

last ), where

contained(today; j ) implies that tr today is contained in tr j , and N is the total number

of traces for which contained(today; j ) is true.

4.1.2 Call Time Predictor

Telephony is regardedasthe \crucial application" for mobile phonesin that usersalways

want to be able to use this application (e.g. for emergencycalls or rendezvous with

friends). The \non-crucial applications" should not be allowed to drain the battery to

the stagewhere the user is deprived of telephony service.

To protect the availabilit y of telephony, we need to predict the call time needsof

the user. There are three options in order to achieve this. A simple method would be

to ask the user could set a minimum call time level which they always like to maintain.

However, this is not dynamic, so a user must continually ensurethis setting is up-to-

date. A more complex but dynamic method, which does not require user input, is to

usepast calling behaviour to �nd the averagenumber of minutes of call time that the

user needsduring each hour of the day, and to use this to get an upper bound on the

total call time required within a given time interval. This can be enhancedby viewing

weekdays and weekend days separately, since call behaviour is likely to di�er in that

time.

Formally, let a call-trace calltr be denoted as a sequenceof tuples: (h,t) where h

denotes the hour of the day and t denotes the call-time used in that hour. Let the

j th call-trace call tr j be denoted by (hj ; t j ), let the i th tuple in this trace be denoted
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by (hj
i ; t j

i ). The call-time to be used in a given hour hk is estimated as (
P

j t j
k)=N ,

where call tr j is a past call-trace, and N is the total number of past call-traces selected

(e.g over the last three months). This algorithm is tested in the evaluation section and

shown to work well.

The third option is to usea hybrid of the two listed above to achieve a conservative

prediction. For instance, we could use the policy \k eep twice my average call time

available, and a minimum of 10 minutes for emergenciesin addition to the predicted

call time". The correct choice of policy dependson user preference,such as the user's

perceived annoyance at being unable to make a call versustheir perceived annoyance

at having to charge their phone more often (which is the tradeo� being contemplated).

4.1.3 Battery Lifetime Predictor

Battery management software and hardware have developed recently and may provide

accurate estimates of the charge level left in the battery. However, this by itself is

insu�cien t to predict lifetime accurately, since applications may vary their battery

demandsover time. Also, batteries have di�eren t chemistries with di�eren t reactions

to typesof load (constant, spiky, etc) and they age. In this chapter, weproposea battery

lifetime metric that is independent of battery ageand takes into account applications'

battery usage.

One obvious and often usedmethod of predicting battery lifetime is to monitor the

rate of drain of the battery and extrapolate this linearly to exhaustion. However, due

to the factors mentioned above, this is not reliable. To illustrate this, we examine the

battery discharge curves of a number of devices in idle mode (i.e. not running any

applications, but with no power-down power management software active). We call

this diagram the base curve. Figures 4.2 and 4.3 show basecurves for a new laptop,

an old laptop and an HP iPAQ. Since people do not replace old batteries, either by

choice or due to a�ordabilit y, we found it important to include an old battery in the

experimental setup.

As we can see, while the base curve of new laptop looks linear, that of an old

laptop is highly non-linear (consistently so over many iterations). At the sametime,
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Figure 4.2: Base Curve for a New HP Laptop (top) and Old Dell Laptop (bottom)

the base-curve of the PDA (which reported just the voltage level) was also non-linear

and spiky.

The approach we took is to compare the actual discharge when applications are

running against the measuredbase curves in order to predict for battery life. This

requires a one-time o�ine measurement of the basecurve, which a device can do for

itself during a period where the userdoesnot needit (similar to battery reconditioning

that users perform today). This can be repeated periodically (e.g. on the order of

months) to make sure that the changing performanceof the battery over its lifetime is

compensatedfor. The algorithm proceedsas follows: with a given set of applications
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Figure 4.3: Base Curve for an HP iPAQ

running, we measure the discharge speedup factor over a particular drop in battery

energy (or voltage). This is calculated by comparing the time it would take for the

battery to reduce by that amount during idle (from the base curve), divided by the

actual time that it took for the battery to drop by that amount. In other words, with

applications running, we measurethe battery capacity c1 and c2 at two time instances

t1 and t2 respectively; we �nd time instances t3 and t4 that correspond to battery

capacities c1 and c2 on the basecurve. The discharge speedup factor is calculated as

(t4 � t3)=(t2 � t1).

We then divide the remaining lifetime of the battery if the device were idle (from

the basecurve) by the dischargespeedupfactor, to obtain the predicted remaining time

for the battery. As we shall seein the evaluation section, this has proven to be a very

accurate measureof battery lifetime remaining.

4.1.4 Vicero y and User In terface

The viceroy is CABMAN's central component. It usesinput from the predictors and

directly from the processmonitor, in order to decidewhen action must be taken using

someform of user interface (UI). The main job of the viceroy is to continually monitor

whether the battery lifetime prediction combined with the battery requirement of the
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estimated call time requirement from the call time predictor, meansthat the battery

will expire before or after the next charging opportunit y. If the energy level is not

su�cien t to last until the next charging opportunit y, then the viceroy must usethe UI

(audible or visual signals) to notify the user. Formally speaking, the user should be

warned if t > r � f (m), where t is an estimate of the time interval before the next

charging opportunit y surfaces,r is an estimate of the remaining battery lifetime, m is

an estimate of the required call-time and f (m) is the map from call time to battery

lifetime.

When warned, the user may be able to take care of the situation by (i) killing some

battery-hungry applications (up to and including powering down the deviceasa whole),

(ii) changetheir behaviour soas to make lesspower demandsof the device,(iii) plan to

charge the device according to the time-scale that the viceroy predicts the device will

last, or (iv) accept and understand that they may lose the abilit y to make calls (or, in

general,executecritical applications).

When the user is at a place with a charging opportunit y (as may often be the case,

e.g. for users with a home charge and o�ce charger), the viceroy's job is to decide

whether to usethe UI to ask the user to charge the device,or whether the battery level

is su�cien t to reach the next charging opportunit y.

4.2 Exp erimen tal Results for the Battery Managemen t Arc hitecture

We have implemented a battery management prototype for Linux and Symbian OS.

The purpose of this prototype was to carry out a feasibility study. The abilit y to

make predictions with acceptableerrors is a key indicator of the real-life performance

of the battery manager. Therefore, for evaluating the system, we evaluate the three

prediction algorithms used: charging opportunit y predictor, call-time predictor and

battery-lifetime predictor.

Charging Opp ortunit y Predictor

Charging opportunit y predictor predicts when the next opportunit y for charging the

phone will be encountered. To evaluate the performanceof the charging opportunit y
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Figure 4.4: Charging Opportunity Prediction Error for Various SampleSizesand His-
tory Sizes

predictor and call time predictor, we useda large trace of measurements of real users

captured in MIT's Reality Mining project [3], which in turn usedcontext logging func-

tionalit y from the University of Helsinki. This excellent data set was gathered by

deploying Nokia 6600phonesto more than 80 subjects for around nine months.

We present the percentage prediction error averagedover the traces of all subjects,

varying our algorithm's parameters of samplesize and history size, in Figure 4.4. As

we expect, an increasing sample size generally increasesaccuracy (the curve is lower)

and reliabilit y (the curve wavers less),as more closely-�tting historical data is used in

prediction, with a samplesizeof 1 being only the current location used,and a sample

sizeof 15 being the previous 15 locations. The e�ect of increasingsamplesizeappears

to bottom out at around 10. From a tested range of 1{60 days, history sizeappearsto

be optimal at 40 days; intuitiv ely more history provides a longer averaging period, but

longer-term changesin user behaviour (e.g. the change of home or workplace) mean

that useof too much history has a negative e�ect.

Using the parameters of 10 samplesand a 40 day history, the average prediction

error across the 80 user, 9 month trace is 16%, which corresponded to an absolute

error of 12 minutes on average. This indicates that the charging opportunit y prediction
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Figure 4.5: Absolute Call Time Prediction Error for Weekdays(top) and Weekends
(bottom)

algorithm is highly likely to give useful results in practice.

We also evaluated the algorithm by conditioning it on the day type (weekend or

weekday), that is, if the current location trace is that of a weekday then it is compared

against the past location traces of only weekdays. We did not notice any signi�cant

di�erence in performance.

Call Time Predictor

Call time predictor predicts how much call-time will be required by the user in a given

window of time. The Reality Mining traces are also used to evaluate the call time
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Figure 4.6: Cumulative distribution function of the Length of Phone Calls (top) and
the Number of Calls Made During Each Hour (bottom)

predictor. Using the call logs of these traces, we can executethe prediction algorithm

described previously, where the number of minutes of call time used in a given hour

of the day is predicted by the averagenumber of minutes used in previous days. The

averageprediction error of this algorithm is shown in Figure 4.5. We can seethat, as

onemight expect, it is easierto predict call time requirements for the middle of the day

than it is for evenings(where userstypically make many calls), and easierfor weekdays

than weekends. However, even in the worst casethe averageprediction error is under

a minute out of the hour.
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The low prediction errors seemsuspiciously good, until one examines the actual

calling pattern of users,asshown in Figure 4.6. Thesecumulativ e distribution functions

(CDFs) show that the typical call is short (71% calls are lessthan a minute, 90% calls

are less than 5 minutes), and in a typical hour very few calls are made (75% with 2

calls or fewer), although both of these curves have a \long tail", which account for

the occasional long call. While we obviously cannot account for the latter case(how

can we predict an incoming call from an occasionally-in-contact friend when humans

cannot?), the typeof functionalit y we are looking to preserve in CABMAN is the crucial

application of telephony for rendezvous or emergencies.The user does have a choice

to specify the additional amount of call time they would like to reserve over and above

the predicted call time.

Therefore, the short calls forming the majorit y of usage are those that interest

us, and the algorithm presented is shown to provide a feasible way of dynamically

estimating the call requirements of the users in this large trace. Particularly when

combined with user-speci�ed minimum thresholds for call-time-remaining (as discussed

previously), we believe that the systemcan make useful estimatesfor userneedsfor the

crucial application of telephony.

Battery-lifetime Predictor

In order to evaluate the performanceof the battery-lifetime predictor, we experimented

with three di�eren t machines: an HP laptop with a new battery, a Dell laptop with

a very old battery and a regular HP iPAQ PDA. First, the base curves for all the

three machines were obtained, as shown in Figures 4.2 and 4.3. Next, we obtained the

actual discharge curvesfor a set of applications (web, music and video) and all combi-

nations of theseapplications running together (7 combinations) on all three machines.

We simultaneously ran the prediction algorithm for battery lifetime (using a 2 minute

observation window to obtain a prediction), and monitored the device's own battery

lifetime prediction via the ACPI interface. Advanced Con�guration and Power Inter-

face(ACPI) de�nes commoninterfacesfor devicecon�guration and power management

on Linux-basedsystems.

As previously described, the prediction algorithm essentially calculatesthe discharge



77

0 50 100 150 200 250
0

10

20

30

40

50

60

70

80

90

Time (minutes)

R
em

ai
ni

ng
 b

at
te

ry
 c

ha
rg

e 
le

ve
l(%

)

Base Curve
Actual discharge curve (mpeg + wget)
Derived discharge curve (mpeg + wget)

0 10 20 30 40 50 60 70 80 90
0

10

20

30

40

50

60

70

80

90

100

Time (minutes)

R
em

ai
ni

ng
 b

at
te

ry
 c

ha
rg

e 
le

ve
l(%

)

Base Curve
Actual discharge curve (mpeg + apache)
Derived discharge curve (mpeg + apache)

Figure 4.7: Base Curve Together With Discharge Curves (actual and derived) for the
New HP laptop (top) and Old Dell laptop (bottom)

speedup factor basedon observation of the running set of applications, and usesit to

predict the remaining battery lifetime. In the process,the algorithm implicitly derives

a predicted discharge curve for the given set of applications, which is useful in order to

illustrate the performanceof the algorithm.

Figures 4.7 and 4.8 show the basecurve for the three devicestogether with the

actual and derived discharge curves for a web application and movie player executing

together. In all cases,the actual discharge curve and the derived discharge curve track

each other closely, showing that the algorithm performs well. In the caseof iPAQ,
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Table 4.1: Comparing Accuracy of Our Battery Lifetime Prediction Algorithm with
ACPI's

AveragePrediction ErrorMachine
Our algorithm ACPI

New HP laptop 1.2% 23.5%
Old Dell laptop 6.1% 120.2%
HP iPAQ 3% 52.2%

the discharge curve is a measureof the instantaneous voltage level as opposedto the

battery charge level as in the caseof laptops. The iPAQ fails when the voltage level

falls below a certain threshold.

Table 4.1 summarizesthe performanceof the battery prediction algorithm against

the devices' own battery lifetime predictors (obtained via ACPI), acrossexperiments

using all 7 combinations of applications. Our algorithm clearly wins, with average

errors of 1%, 3% and 6%, while ACPI's estimates are (on average) over 100%o� (i.e.

predicting more than double the actual lifetime) in the caseof an older battery with a

non-linear discharge curve. In absolute terms, we are able to predict battery lifetime

with an average accuracy between 4 minutes for the new laptop and 12 minutes for

the iPAQ. This experiment shows that our battery prediction algorithm is capable of
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providing accurate enoughinformation to support the feasibility of CABMAN.

4.3 Discussion

Charging-opportunit y predictor and call-time predictor perform reasonablywell for an

averageuser whose life entropy is not very high. For userswith a very high entropy

lifestyle, the prediction algorithms described in this chapter may not work very well.

Additional context information will be neededto improve the accuracy of these pre-

diction algorithms for such users. This may include calendar information, information

about the travel plans of the user, context information of the contacts of the user, etc.

Obtaining and using this additional context information can be challenging in itself.

Many userscharge their phonesin their cars while driving. For such users,it is not

always possibleto associate charging with location. The charging-opportunit y predictor

should then associate charging with the user's presencein the car, and should predict

when the user will be in the car next. This would also require additional context

information to be logged.

4.4 Summary

In this chapter, we described a system and a set of algorithms for managing limited

battery lifetime on smart phones. The main idea is to log user's information on the

phone (such as location, call-time usage,etc) and useit to predict future whereabouts

of the user and in turn use this information to decide what fraction of the battery

should be reserved for crucial applications. Experimental results demonstrate feasibil-

it y of this approach. The knowledge of user's future whereabouts can enable several

non-conventional applications including mobile data pre-fetching and route planning in

addition to battery management.

In the next chapter, I present a solution for preserving the location-privacy of the

user against untrusted services.
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Chapter 5

Information Flo w Con trol for Lo cation Priv acy

Location-aware personalcomputing requiresuser location to be sharedwith untrusted

third parties, such as web services. Releasinglocation information without breaching

userprivacy is a hard problem. Unlessthe usersare secureabout their location privacy,

they would be reluctant to uselocation-aware applications. This hurdle would have to

be overcome if location-aware computing is to be globally accepted. This problem

has been studied in the past and solutions proposed [31, 43, 36]. The state-of-the-

art solution applies the idea of k-anonymit y [77, 36] to location information using data

perturbation techniques. In this solution, location information is perturb edby reducing

the spatiotemporal resolution until the data met the k-anonymit y [77, 36] constraint.

This is a very generally applicable technique. However, it may lead to inferior quality

of service if the accuracy of location information does not match the requirements of

the service.

In this chapter, we describe a service-speci�c location privacy approach, centered

on an information 
o w control analysis. Consider a scenariowhere a trusted location

server maintains mobile subjects' position information. Location information consists

of identit y of the subject, its location, and the timestamp when the subject waspresent

at that location. When an LBS provider needslocation information, it can request to

install an aggregation module on the trusted server. The module can accesslocation

records on the server and communicate aggregateresults (e.g., distance between two

cars, density of vehicles in region, or mean velocity of vehicles on road segment) to

the LBS provider. This eliminates the need to reveal raw location information to the

LBS as the desired result is computed on the trusted server itself using exact location

information.
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In order to preserve privacy, the trusted server needsto ensurethat the data sent

to the LBS is indeed aggregatedand location-safe. That is, the LBS provider must

be unable to deducethe location of any mobile subject from the received information.

Sincean aggregationmodule, due to malice or incompetence,may covertly leak infor-

mation, this requires a detailed analysis of the aggregationmodule. This analysis can

be performed either by the operator of the trusted location server or another trusted

third party (lik e VeriSign) that guarantees correct behavior of the module. To enable

the analysisand certi�cation of a large number of di�eren t aggregationfunctions, there

is a needfor tools to assist in verifying code for location-safety. In this context, we de-

scribe a system basedon an information 
o w analysis tailored to aggregationmodules

for time-seriesinformation such as location traces.

5.1 Information Flo w Con trol

Information-
o w policiesare end-to-endsecurity policiesthat provide more precisecon-

trol of information propagation than accesscontrol models. A large body of work exists

in this �eld, most of which is purely theoretical in nature. Here,we summarizethe most

noteworthy piecesof work in this area that have led to the evolution of this �eld. The

lattice model for multilev el security systemswas �rst proposedby Denning et al [29].

In this model, objects are assigneddi�eren t security levels, where objects can be �les,

segments or program variables depending on the level of the detail. The security levels

are organizedas a lattice. Information is allowed to 
o w only from low security levels

to high security levels. This has beenthe universally acceptedmodel for representing

multilev el security systemsever since. A special caseis when there are only two security

levels: public and private.

State of the art in information-
o w control is Non-interference [26, 59], which was

introduced by Goguen and Meseguer in their seminal paper [59]. Intuitiv ely, non-

interference requires that high-security information does not a�ect the low-security

observable behavior of the system. In other words, private data does not in
uence
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public data. Non-interference is fairly easy to enforce using language-basedtech-

niques [30, 51, 85, 52]. In particular, static program analysis has demonstrated ad-

vantagesof little run-time overhead, the capabilities of managing implicit information


o ws, and provable guarantees. Jif [85, 52] is a popular static analyzer that enforces

non-interferenceon annotated Java programs for multilev el security systems. Central

to this implementation is the notion of a principal, which is an entit y (e.g user,process,

party) that can have con�dentialit y concern with respect to data. Principals can ex-

pressownership on data (i.e program variables) via security labels, which are analogous

to security levels in multilev el security systems.Thesesecurity labels are usedto track


o w of information betweenprogram variables. Illegal information 
o ws are prohibited

using type analysis.

Non-interference,however, is a very strict requirement for most systemswhere pri-

vate data often interferes with public data. Its applicabilit y is, therefore, extremely

limited. This was explicitly stated in [71]. Since then, there has beenresearch on re-

laxing non-interference. Giacobazziet al proposedAbstract Noninterference [34], where

they usedabstract interpretations to generalizethe notion of non-interferenceby mak-

ing it parametric to what the attacker can analyze about the information 
o w. Many

downgrading scenarioscan be formally characterized in this framework. Downgrad-

ing/declassi�cation is a term usedfor lowering the security classof an object, e.g from

private to public. This allows sensitive information to be leaked when necessary. How-

ever, this framework is mainly theoretical. To practically apply this theory in building

program analysis tools, we need to designways to expresssecurity policies and mech-

anisms to enforce them. Approximate Non-interference [58] is a model in which the

notion of non-interferenceis approximated in the sensethat it allows for someexactly

quanti�ed leakage of information. This is characterized via a notion of processsim-

ilarit y. In this model, programs leaking more information are consideredlesssecure.

However, comparing the quantit y of information leakage doesnot have direct sensible

meaningsin most situations.

In a recent work [49] Li and Zdancewicproposeda generalizedframework of down-

grading policies. A downgrading policy de�nes how and when the security level of a
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particular sensitive data entit y can bedowngradedto allow leakagewhennecessary. Us-

ing this framework, the user can specify downgrading policieswhich are enforcedusing

a type system. The main contribution of this work is the formalization of a framework

that enablesdowngrading. The real challengeis to de�ne downgrading policiesthat are

applicable to real systems.

5.2 Non-Inference

The problem of verifying location-safety of an aggregation module can be regarded

as an information-
ow control problem. The standard information-
o w control model

called Non-interference [59, 26] requires that any possible variation in private data

must not causea variation in public data. That is, if the value of a public variable q

dependson that of a private variable p then non-interferenceis violated. In e�ect, non-

interferenceisolatesprivate data from public data. In doing so, it guarantees that the

publicly observable behavior of a system/program that doesnot reveal anything about

its private behavior. However, data isolation is an extreme measure,and in many real

applications it is not possible to isolate private data from public data. For example,

in our casethe migratory code computesresults basedon private location information.

These results are transmitted back to the LBS and are public. Sinceprivate variables

a�ect the value of public variables, it is not possibleto enforcenon-interferencein this

case.The question then is: Is it possibleto envisagean information-
o w control model

that doesnot require data isolation and yet preservesprivacy? Under what assumptions

can such a model be realized?

In this chapter, we proposea weaker model of information-
o w control called non-

inference. Non-inference requires that the adversary should not be able to infer the

value of a private variable basedon the valuesof public variable.

Let us denote a program as a function f which takes inputs i 1; i2; ::in and produces

outputs o1; o2::::ok . Let P denote the set of private input variables and Q the set

of public input variables. All output variables are assumedto be public. Function

f satis�es non-inference if and only if : (9i k 2 Pjf f ; o1; o2::::okg ! i k ). Inference is
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denoted by the symbol ! . Informally speaking, a program satis�es non-inferenceif

an adversary cannot infer the exact value of a private input variable from the output

variables and the program code.

The question is: Is it possible to decide if a program satis�es non-inference? It

can be shown that in the most generalcase(when no assumptionsare made about the

program or the capabilities of the adversary), non-inferenceis undecidable. (We provide

a proof in the next section). However, non-inferenceis decidableif we can assumethat

multiple executionsof untrusted code are independent of each other. (We prove this in

the next section.) To understand this better, consider the following code snippet:

int h(int x1, int x2, int i){

int out=0;

if(i == 1){

out = (x1+x2)/2;

output(out);

}else{

out = x1*x2;

output(out);

}

Here x1 and x2 are private variables and i is a public variable. Function h returns

the averageof x1 and x2 if i = 1, otherwise it returns the product of the two variables.

Body of function h and the value of the input variable i are sent by the untrusted

service. From oneexecution of h, the untrusted servicelearns either the product or the

average. It cannot infer the value of x1 or it x2 from out. Now, consider two di�eren t

executionsof h with i=1 and i=2, respectively. The �rst execution returns averageof

x1 and x2, while the secondexecution returns product of x1 and x2. By knowing both

averageand product, the adversary can infer the valuesof both x1 and x2.

Non-inference,therefore, allows information to 
o w from private variables to public

variables, but in order to prohibit the adversary from learning the value of any pri-

vate variable from public variables, it is necessaryto assumethat multiple executions
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are independent. Execution independencerequires that the results obtained from one

execution should not aid the results obtained from another execution of the sameor

di�eren t application. This is usually the casefor location-basedapplications. In this

example, if x1 and x2 are x-coordinates of two moving vehicles,and there is a time gap

betweenthe two executionsof h, then the valuestaken by x1 and x2 would be di�eren t

for the two executions. This makesthe two executionsof h independent of each other.

Non-inferenceis therefore applicable to location-basedmobile applications.

5.3 Pro ofs for the Theoretical Prop erties of Non-Inference

Mo del of Protection Systems: For sake of completeness,we �rst introduce the

protection systemas described in [38], which consistsof the following parts:

� a �nite set of genericrights R

� a �nite set C of commandsof the form:

commandc(X1, X2, X3,...Xk){

if r1 in (Xs1, Xo1) and

r2 in (Xs2, Xo2) and

...

rm in (Xsm, Xom)

then

op1

op2

..

opn

end

where opi is one of the primitiv e operations

enter r into (X s, X o)

delete r from (X s, X o)

create subject X s
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create object X o

destroy subject X s

destroy object X o

Also, r 1; r2; :::rm are generic rights s1; s2; :::sm and o1; o2; :::om are integers.

A con�guration of a protection system is a triple (S;O; P), where S is the set of

subjects, O is the set of objects, S 2 O, and P is an accessmatrix, with a row for every

subject in S and a column for every object in O. P[s;o] is the set of rights that subject

s has over object o. An operation such as enter r into X s, X o) will enter right r in the

accessmatrix at position (xs, xo), wherexs and xo are actual parameterscorresponding

to formals X s and X o. An exampleof subjects and objects would be processesand �les

respectively.

Transition from a con�guration Q = (S;O; P) to another con�guration Q0 = (S0; O0; P0)

under the execution of an operation op, is represented as Q ` op Q0. Reachabilit y of Q0

from Q is represented as Q ` � Q0.

Safet y: Given a protection system,a commandc(X 1; X 2; :::X k ) is said to leak a generic

right r from con�gur ation Q = (S;O; P) if c, when run on Q can enter right r into a

cell of the accessmatrix which previously did not contain r .

An initial con�guration Q0 is said to be unsafefor r (or leaks r) if there is a con�g-

uration Q and a command c such that

(1) Q0 ` � Q and

(2) c leaks r from Q

Q0 is safefor r if Q0 is not unsafefor r .

In [38], Harrison et al prove that it is undecidable whether a given con�gur ation of

a given protection systemis safefor a generic right r. In other words, safety problemis

undecidable. In addition, they prove that the safetyproblemwithout the create primitive

is decidable and complete in polynomial space. It is, however, not clear if a polynomial

time solution is possible.
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Complexit y of Non-inference: We will show that the safetyproblem(as described in

the previoussection) can be reducedto the problem of deciding non-inference.Through

this, we prove that non-inferenceis undecidable. In addition, we reducethe problem of

deciding non-inferencefor single execution of a program to the safety problem without

create primitive . Through this, we prove that non-inferencefor uni-directional infor-

mation 
o w is decidable.

Theorem : Non-inference for an arbitrary program is undecidable.

Pro of: We reducethe safety problem to the problem of deciding non-inference.Given

an initial con�guration Q = (S;O; P), we createa program M with a set of variablesV

such that V = S [ O � f S1; S2g. Input variables Vinput = f vj(S1; v) = r g, where (x; y)

represents the cell in matrix P corresponding to row of x and the column of y. Output

variablesVoutput = f vj(S2; v) = r g. Intuitiv ely, S1 can be looked upon asa subject that

has rights over all input variables and S2 as a subject that has rights over all output

variables. All input variables in set S are labeled private, while those in O are labeled

public. The statements of M are created by converting each row of the accessmatrix

into an assignment statement. The assignment statement corresponding to the row for

subject Si is Si = f�f Sj jPij = r gg � f�f Ok jPik = r gg, where � corresponds to the

concatenation operator.

Program M when executed,will create a dependencymatrix for its variables which

will correspond to the accessmatrix P. To understand this, note that an assignment

statement in M of the form v1 = v2 essentially corresponds to a right r in the cell

(v1; v2) of the matrix P. Thus, rights in P represent data dependenciesin M . If M

violates non-inference,its execution will lead to a con�guration such that by executing

some command c, the adversary can enter a right r into a cell (S2; x), where x is a

private input variable of M . If M satis�es non-inference,then no such command can

be executed. The problem of deciding safety for right r in con�guration Q can be thus

solved by creating a program M from Q and deciding non-inferencefor M .
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Theorem : Non-interference for uni-dir ectional information 
ow is decidable.

Pro of: We reduce the problem of deciding non-inference for single execution of a

program to the safety problem without the create primitiv e. Safety problem without

the create primitiv e has beenshown to be decidable[38].

Given a program M , let V be the set of variablesof M and E the set of expressions

in M . We create a con�guration Q = (S;O; P), such that S = O = V [ E [ I n [ Out

where I n is the placeholder for a subject that has rights over all input variables of M

and Out is the placeholderfor a subject that has rights over all output variables of M .

Program M (in the intermediate representation) can have two typesof statements:

assignment statements or if-then-else statements. Matrix P is created from the state-

ments of M . Assignment statements in M can be of three types: (1) v1 = v2 (2) v = e

(3) e = f (v1; v2; ::vn ), where vi represents a variable, e represents an expressionand

f represents a function that computes the value of an expressione from the variables

occurring in it. P is created from the assignment statements in the following way: for

every statement of the form v1 = v2, right r is entered in the cell corresponding to

the row of v1 and the column of v2. Similarly, for every statement of the form v = e,

right r is entered in the cell corresponding to the row of v and the column of e. For

statement of the form e = f (v1; v2; ::vn ) (e.g e = x + y), right r is entered in the cells

corresponding to the row of e and the columns of v1; v2; ::vn . All diagonal cells of the

matrix have the right r in them. The row corresponding to I n has right r in all the

columns corresponding to the input variables of M . Similarly, the row corresponding

to Out has right r in all the columns corresponding to the output variables of M .

Assignment statements are responsible for explicit information-
o w in a program.

Conditionals lead to implicit information-
o w. For example: if( x = 0) then y = 1 else

y = 2, createsan information-
o w from x to y, since the value of y depends on the

value of x. To accommodate for implicit information-
o w due to conditionals in M ,

P is extended in the following manner: for every control variable (e.g x in the above

example), right r is entered in the cells corresponding to the column of the control
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variable and the rows of all variables/expressionsoccurring on the left-hand-side of the

assignment statements that are enclosedwithin the conditional corresponding to the

control-variable. To understand this better, consider the following code snippet:

if(x = 0) then

v1 = v2

else

v3 = v4

end

Here, x is the control variable. v1 and v3 occur on the left-hand-side of the state-

ments enclosedinside the conditional, and hencetheir value is a�ected by the value of

x. For this example, right r would be entered in the cells (v1; x) and (v3; x) of P.

Con�guration Q = (S;O; P) thus created, captures the possible information-
o w

dependenciesin program M . If somecommandc can be executedon the con�guration

Q such that right r gets entered in a cell (Out; v), where v is a private input variable,

then this translates to an adversary learning the value of v. In that case,M would

violate non-inference. If no such command can be executed, then M would satisfy

non-inference.Non-inferencefor M can therefore be decidedby deciding safety for the

con�guration Q.

The create primitiv e is used for creating new subjects or objects. What does the

absenceof create primitiv e correspond to in the non-inferencedomain? We informally

argue that it corresponds to single execution of a program. For understanding this, it

is necessaryto understand what primitiv e operations and commandsin the protection

systemdomain correspond to in the non-inferencedomain. The command enter r into

(x, y) in the protection system domain essentially corresponds to x = f(y) in the non-

inferencedomain, and represents information 
o w (or data dependency) from y to x.

Similarly, deleter from (x, y) correspondsto x = v, wherev is not a function of y. This

results in destroying the data dependencybetweenx and y.

The primitiv e create subject s or create object o essentially corresponds to creating

temporary bu�er variables in the non-inferencedomain, which an adversary can useto
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Figure 5.1: Framework for Applying Non-Inference

store valuesof output variablescorresponding to an execution of a program. When the

create primitiv e is taken out of the system, it implies that the adversary cannot create

any temporary variables to hold valuesof variables resulting from one execution. This

ensuresthat information that 
o ws out of a program cannot be fed back into it. In other

words, the program cannot be executedagain with modi�ed inputs that depend on the

outputs of the previous execution. Multiple executionsare possible,but they would be

independent. This is what is implied by single execution or uni-directional information


o w. Note that corresponding to commandsthat executeon con�gurations and result

in violation of safety, are programsthat an adversary would run on the output variables

to deducethe value of a private input variable.

Thus, we can reducethe problem of deciding non-inferencefor single execution of a

program to the safety problem without the create primitiv e, which is decidable.

5.4 Mo del

Figure 5.1 shows the bird-eye view of our model. In our model, the location information

of mobile nodes is maintained on a trusted server. An LBS that needsto compute a

result basedon location information sendsa piece of code to the trusted server along

with some data, which is optional. The code executeson the trusted server, reads

location information resident on the server, and the data sent by the LBS. It then

computessomeresults and sendsthem back to the LBS. Without lossof generality, we
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assumethat the mobile code is a singlefunction encapsulatedin a Java class. A program

with multiple functions can be reducedto a single function by inlining function bodies.

We assumethat all input and output variablesare of type byte (8-bit integers) in order

to make sure that exact valuesof two variables cannot be stored in one variable, which

is important for the solution. The function is invoked from the Dispatcher class,which

feedsthe data sent by the LBS and the location information to the function. Before

invoking the function, the Dispatcher classinvokes the StaticAnalyzer that �rst checks

to seeif the function is pre-certi�ed, if not it analyzesthe function and determines if

it satis�es non-inference. If the function satis�es non-inference,it is allowed to execute

and read exact location information from the location database. If it fails to satisfy non-

inference, low-resolution location information is fed into it, as suggestedin [36]. The

Dispatcher also ensuresthat there is a minimal time gap betweentwo code executions

in order to guarantee execution independenceas described in the next subsection.

5.5 Deciding Non-Inference for Lo cation Based Applications Using

Static Analysis

The analyzer usesstatic program analysis to decide non-inference. The analysis con-

sists of two phases. In the �rst phase, global data-
o w analysis is used to construct

information-
o w relations between the variables(V) and expressions(E) of the code T

under examination. From theseinformation-
o w relations, dependencyinformation be-

tween private input variables (P 2 V) and output variables (O 2 V) is derived and

stored in a matrix M.

In the secondphase,the analyzer decidesif the information-
o w relations stored in

the matrix satisfy non-inference.For this, the information-
o w relations are treated as

linear equationsand the theory of solvabilit y of linear equations is applied. This is the

main idea used in deciding non-inference.We provide the details in what follows.
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5.5.1 Information-Flo w Relations

We de�ne three information-
o w relations for capturing data dependencyin a program:

R1 from V to E

R2 from E to V

R3 from, V to V.

R1(v; e) can be interpreted as "the value of variable v on entry to T may be used in

the evaluation of expressione in T". For example, the code S:

if (a > 10) then (m = a + b; n = m � a) elsek = b

contains three expressions: f a > 10; a + b;m � ag. The value of variable a on entry

to this code may be used in evaluating all the three expressions,while the entry value

of b may be used in evaluating only (a + b). The entry value of m will not be used

for evaluating any of the three expressions. For this code, we have: R1(a;a > 10),

R1(a;a + b), R1(a;m � a) and R1(b;a + b).

R2(e;v) canbeinterpreted as"the valueof expressione in T may be used in obtaining

the exit value of variable v". In the previous example, both expressions(a > 10) and

(a+ b) may be usedin obtaining the exit value of m. Similarly, all the three expressions

f a > 10; a + b;m � ag may be used in obtaining the exit value of n. For S, we have

R2(a > 10; m), R2(a + b;m), R2(a > 10; n), R2(a + b;n), R2(m � a;n).

R3(v1; v1) can be in interpreted as "the entry value of variable v1 may be used in

obtaining the exit value of variable v2 in T". R3(v1; v2) implies that either: (i) the entry

value of v1 may be used in obtaining value of someexpressione, which in turn may

be used in obtaining the exit value of v2 in T, or (ii) there is an assignment statement

v2 = v1 that is preserved in T. An assignment statement x = y is said to be preserved

in T, if there exists a path in T that doesnot reassignx. R3 can be expressedin terms

of R1 and R2 as follows:

R3 = R1R2 [ A, where A = f (v1; v2), s.t there is an assignment statement v2 = v1 that

is preserved in Tg.

In exampleS, R1R2 = f (a;m); (a;n); (b;m); (b;n)g, A = f (b;k)g, and
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R3 = R1R2 [ A = f (a;m); (a;n); (b;m); (b;n); (b;k)g.

5.5.2 Construction of Information-Flo w Relations

The information-
o w relations R1 and R2 are constructed using use-def[19] and def-

use [19] analyses. Use-def analysis is used to create "use-de�nition chains" or "ud-

chains". "Use-de�nition chains" are lists, for each useof a variable, of all the de�nitions

that reach that use. We say a variable is used at statement s if its r-value may be

required. For example, the statement: (m = a + b), contains a useof a, a useof b and

a de�nition of m. The sequenceof statements:

a = 5;m = c + d; m = a + b; p = m + n; q = a + t;

contains one useand two de�nitions of m. De�nition d1: (m = c+ d) is overwritten by

de�nition d2:(m = a + b). We say that de�nition d2 reachesthe useof m in statement

(p = m + n). Similarly, de�nition d3:(a = 5) reaches the use of a in statement (m =

a + b). We have ud(m; p = m + n) = f d2g, and ud(a;m = a + b) = f d3g.

Def-use analysis is used to create "de�nition-use chains" or "du-chains". The du-

chaining problem is to compute for a de�nition d of variable x, the set of usess of x such

that there is a path from d to s that doesnot rede�ne x. In the sequenceof statements:

a = 5;m = c + d; m = a + b; p = m + n

de�nition d2:(m = a + b) reaches the use of m in (p = m + n). Similarly, de�nition

d3:(a = 5) reachesthe useof a in statement (m = a + b), and the useof a in statement

(q = a + t). We have du(d2) = f (m; p = m + n)g, and du(d3) = f (a;m = a + b); (a;q =

a + t)g.

By taking transitiv e closuresof du-chains and ud-chains, relations R1 and R2 are

constructed. From R1, R2, and A relation R3 is constructed. Matrix M is constructed

from R3 for input and output variables. While constructing M, the path information is

also taken into account (i.e. which expressionor assignment statement was responsible

in establishing the dependency between a particular output and input variable) as

provided by relations R1 and R2. For simplicit y sake, readerscan assumethat M stores

R3 for input and output variables (i.e M = R3(P; O)). In Section 5.6, we explain how

M can slightly di�er from R3 for certain programs.
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int f(byte x1, byte y1, byte x2, byte y2, int k){
byte x, y, dist, avg_x, avg_y;
x = (x2 - x1)^2;
y = (y2 - y1)^2;
dist = sqrt(x + y);
output(dist);
if(k > 100){

avg_x = (x1 + x2)/2;
avg_y = (y1 + y2)/2;
output(avg_x);
output(avg_y);

}
}

Figure 5.2: Function that Calculates Distance Between Two Cars and AverageValues
of Coordinates

The data-
o w analysis is conservative, as may relations are used instead of must

relations. Figure 5.2 is the example of a function that calculates the exact distance

between two cars. Variables x1; y1; x2; y2 are private input variables, k is a public

input variable, dist; avg x; avg y are output variables. (x1; y1) is the location of the

�rst car and (x2; y2) is the location of the secondcar. The function also computesthe

average value of coordinates if the value of k is greater than 100. The information-


o w relations for this function and the matrix M are given in Figure 5.3. Note that

R3 = R1R2 [ A and M = R3(P; O).

5.5.3 Solving Information-Flo w Relations

Given information-
o w relations, how do wedecideif the program satis�es non-inference?

The proof in Section 5.3 shows that although non-inferenceis decidable in the caseof

independent program executions, it is not clear if a generic polynomial-time solution

is possible. We solve this problem in context of location privacy, where it is reason-

able to assumethat all input and output variables are 8-bit integers. In our solution,

information-
o w relations as treated as linear equations. It can be shown that a pro-

gram satis�es non-inference, if the systemof linear equations given by: M T P = O is

unsolvable.P is the set of private input variables, O is the set of output variables and

M T is the transposeof matrix M which storesR3(P; O).
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P = f x1; y1; x2; y2g; O = f dist; avg x; avg yg
V = f x1; y1; x2; y2; k; x; y; dist; avg x; avg yg
E = f (x2� x1)2 ; (y2� y1)2 ; sqr t(x+ y); (dist > k); (x1+ x2)=2; (y1+
y2)=2g
A = f I g, I represents Identit y: (v = v)

R1 = V � E =
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M = P � O =

2

6
6
4

1 1 0
1 0 1
1 1 0
1 0 1

3

7
7
5

Figure 5.3: Information-
ow Relations for the Distance Example

A system of linear equations given by AX = B , has a solution only if : rank(A)

= rank([AB ]) = N, where A is M-by-N, X is N-by-1 and B is M-by-1. The notation

[AB ] means that B is appended to A as an additional column. X is the matrix of

unknowns, A is the coe�cien t matrix, and B is the right-hand-side matrix. The rank of

a matrix denotesthe number of independent rows in the matrix and hence,the number

of independent equations in the set. To get a solution, the rank of the coe�cien t

matrix (A should be equal to the number of unknowns. If all the equations in the set

are assumedto be independent, it su�ces to check if N = M.

We represent dependencybetween private input variables P and output variables

O as a set of linear equations: M T P = O (as shown in Figure 5.4). The intuition

behind this representation is as following: let p1; p2; ::; pk 2 P be the set of private
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Figure 5.4: Linear Equations for the Distance Example

input variables for which, M (pi ; o) = 1, then it can be said that o = f (p1; p2; ::pk ). In

other words, an output variable can be represented asa function of all the private input

variables that may a�ect its value. Public input variables are treated as constants, as

they are known to the adversary. The simplest representation of a function is a linear

equation. In reality, the function may be a higher-order equation involving complex

operations. By adopting linear equation as the representation of all the functions, we

guarantee a conservative analysis. If the system of linear equations cannot be solved,

then values of private input variables (which are the unknowns in these equations)

cannot be inferred from the valuesof output variables. However, sinceour analysis is

conservative, we may have false negatives. That is, if a system of equations can be

solved then it doesnot necessarilymean that the program violates non-inference. But

the analysiswill reject such a program.
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We assumethat all the equationsare independent. Let R be the number of rows of

M T and C be the number of columns. We check if R < C. We carry out this check

for all the matrices that can be derived from M T by deleting one or more rows of M T .

This is becausewe want to know if the value of any input variable can be inferred from

output variables. In other words, we want to know if any subsetof the linear equations

can be solved. If the check is satis�ed for M T and all its sub-matrices, the program

satis�es non-inference.

Figure 5.4 shows the system of equations M T P = O for the example program of

Figure 5.2, and all the subsystemsthat can be derived from M T . The check R < C

is satis�ed by all the subsystems. This implies that the set of linear equations is

unsolvable. The exampleprogram therefore satis�es non-inference.

5.6 Implemen tation and Evaluation

We have implemented a system that decidesnon-inferencefor Java programs. This

system has two main components. The �rst component carries out a static analysis

of a given program and derives information-
o w relations. The second component

translates the information-
o w relations into a set of a linear equations and inspects

solvabilit y. The implementation was done using Soot 2.2.1 [10] and Indus 0.7 [7]. Soot

providesan API for analyzing and instrumenting Java bytecode. Indus providesan API

for data-
o w analysis. The current implementation does not support inter-procedural

analysis, and assumesthat input and output variables are 8-bit integers.

In absenceof real applications that make useof location, the analyzerwasevaluated

on a self-written benchmark of Java programs. The benchmark consistsof simple lo-

cation basedapplications such as Distance (which returns distance betweentwo cars),

Density (which returns number of vehicles in a given region), Speed (which returns

averagespeed of cars in a given region), Average (which returns averagevalue x and

y coordinates of the vehicles in the database). The benchmark also includes some

standard applications and attacks, such as PasswordChecker [72, 53], Wallet [72], Wal-

letAttack [72], AverageAttack [72]. Theseare in addition to the several microscopicJava
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programs that were usedin the testing of the implementation.

The evaluation tries to answer the following questions:

� How bad are false-negatives?

� Can there be false-positives?

� What is the averagerunning time of the analysis?

Case Study 1: AverageAttack [72]

Supposex1,..xn stores the x-coordinates of n vehicles(which is private). The average

x-coordinate computation is intended to releasethe averagebut no other information

about x1,..xn :

Average= (x1 + :: + xn )=n; output( Average)

It is possibleto formulate a laundering attack on the average program that leaks the

x-coordinate of vehicle i:

x1 = x i ;..xn = x i ;

Average= (x1 + :: + xn )=n; output( Average)

The systemof linear equations for AverageAttack given by M T P = O is:

h
0 :: 0 1 0 :: 0

i

2

6
6
6
6
6
6
6
6
6
6
4

x1

::

x i

::

xn

3

7
7
7
7
7
7
7
7
7
7
5

=
h

Average
i

which is reducedto:
h

1
i h

x i

i
=

h
Average

i

P1 = f x i g, Rank(M T ) = 1 = (jP1j = 1)

This systemof equationsis solvable. Therefore, AverageAttack doesnot satisfy non-

inferenceand is rejected by our analyzer.
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Case Study 2: Wallet and WalletAttack [72]

Consider an electronic shopping scenario. Supposep stores the amount of money in a

customer's electronic wallet (which is private), q stores the amount of money already

spent (which is public), and c storesthe cost of item to be purchased(which is public).

The following code snippet(Wallet) checks if the amount of money in the wallet is suf-

�cien t and, if so, transfers the amount c from the wallet to the spent-so-far variable q,

and outputs q:

if (p > c) then (p = p � c; q = q + c); output( q)

The systemof linear equations for Wallet given by M T P = O is:

h
1

i h
p

i
=

h
q

i

Rank(M T ) = 1 = (jP j = 1)

This system of linear equations is solvable. Therefore, Wallet is rejected by our

analyzer. However, it is easyto seethat Wallet satis�es non-inferenceas the adversary

cannot learn the value of p from q. This is an example of an application where our

analyzer reports a false-negative. The reason for this is that the expression(p > c)

may a�ect the value of q in statement q = q + c. Therefore, R2(p > c;q) = 1. We have

R1(p;p � c) = 1. From here, R3(p;q) = 1. Therefore our analysisassumesdependency

between variables q and p. There is indeed an implicit 
o w of information from p to

q. It is safer to assumethat the adversary may be able to infer the value of q from p,

although in this particular example it cannot. In general: implicit information-
ows

may result in false-negatives.

Now, we give an example to show the importance to having an analysis that is

conservativeand may occasionally report false-negatives. Consider the following code

snippet (WalletAttack):

n = length(p)

while(n >= 0){
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c = 2^{n - 1}

if(p > c){

p = p - c;

q = q + c;

n = n - 1;

}

}

output(q)

This code snippet leaksthe value of p bit-by-bit to q. Our analyzer is able to detect

it. The system of linear equations for WalletAttack given by M T P = O is:

h
1

i h
p

i
=

h
q

i

Rank(M T ) = 1 = (jP j = 1)

This system of linear equations is solvable. WalletAttack is, therefore, rejected by

our analyzer.

Case Study 3: PasswordChecker [53, 72]

Consider UNIX-st yle password checking where the system database stores hashesof

password-salt pairs. Salt is a publicly readable string stored in the databasefor each

user id, as a protection against dictionary attacks. For a successfullogin, a user is

required to provide a password such that the hash of the password and salt matches

the hash from the database. The following code snippet captures this functionalit y:

byte check(byte username, byte password){

byte match =0;

for(i = 0; i < database.length; i++){

if(hash(username, password)

== hash(salts[i], passwords[i])){

match = 1;

break;
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}

}

output(match);

}

This commonly used program is rejected by non-interference,as the value of pub-

lic boolean variable match depends on private variables. It is easy to seethat this

program satis�es non-inference(asthe username/password cannot be inferred from the

binary output). Our analyzer acceptsthis program.

Case Study 4: IfA ttack

Consider the following code snippet:

void fun(byte a, byte b, int i){

byte out = 0;

if(i >= 1){

out = a;

}else{

out = a + b;

}

output(out)

}

Variables a and b are private input variables, variable i is a public input variable.

If i < 1 then the output variable out leaks the value of input variable a, otherwise not.

This program doesnot satisfy non-inference. Our analyzer is able to detect this. This

is because,while constructing matrix M from R3, we use path information. For this

code snippet,

R3 = P � O =

2

4
1

1

3

5 ; M =

2

4
1 1

1 0

3

5
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The systemof linear equationsM T P = O, is:

2

4
1 1

1 0

3

5

2

4
a

b

3

5 =

2

4
out

out

3

5

Note that we have two equationscorresponding to the two paths. Path information

is available from relations R1 and R2. A subsystemof this system is given by:

h
1

i h
a

i
=

h
out

i

which is solvable, thereby violating non-inference.

5.6.1 Discussion

PasswordChecker is a simple example of a commonly-usedapplication that does not

satisfy non-interferencebut satis�es non-inference.Distance(which calculatesdistances

between two cars) is a function that satis�es non-inference,and whosequality would

su�er if spatial/temp oral cloaking is used. As described before,GeographicalRouting

Servicecan make useof Distance. Similarly, functions such asDensity(which calculates

density of vehicles in a region) or Speed(which calculates averagespeed of vehicles in

a region) satisfy non-inference and can bene�t from our framework. Tra�c survey

applications can make useof thesefunctions. All thesefunctions have beentested with

our analyzer. Theseare all examplesof code-snippets that compute a result basedon

location information, and will be part of bigger applications that would run on the LBS

side (such as Geographical Routing Service,or Tra�c Information Service). Many of

theseapplications can work with temporal/spatial cloaking as well, with compromised

quality of service. While Spatial/temp oral cloaking is more generally applicable, our

framework is more suitable for applications that need�ne grained location information.

Through this framework, we provide a choice. We do not believe that the solution

in this paper can be a replacement for spatial/temp oral cloaking. Non-inference is

applicable to sensordata privacy in general. Location is just an exampleof time-series

information coming from location sensors.



103

Ho w bad are false-negativ es? Through the Wallet example,we showed that false-

negativesare possible,as our analysis is conservative. In general, implicit information-


o ws can lead to false-negatives being reported. At the sametime, through the Wal-

letAttack example, we showed why it is better to have a conservative analysis that

occasionally reports false-negatives, as opposed to one that does not and can be at-

tacked. Most of the applications that satisfy non-inference but are rejected by our

analyzer, can be rewritten with minor syntactic modi�cation to satisfy our analyzer.

Can there be false positiv es? We gave examples of a few well-known attacks

(e.g AverageAttack, WalletAttack) that can break non-interferencewith declassi�cation.

These attacks are detected by our analyzer and rejected. Theoretically, we can show

that it is not possibleto launch attacks against our analyzer. Here, we sketch the proof

idea: let p1; p2; ::; pk 2 P be the set of private input variables for which, M (pi ; o) = 1,

then it can be said that o = f (p1; p2; ::pk ). In other words, an output variable can be

represented as a function of all the private input variables that may a�ect its value.

Public input variablesare treated asconstants, asthey are known to the adversary. The

simplest representation of a function is a linear equation. In reality, the function may

be a higher-order equation involving complex operations. By adopting linear equation

as the representation of all the functions, we guarantee a conservative analysis. It can

therefore be said that if a system of linear equations cannot be solved, then values of

private input variables (which are the unknowns in theseequations) cannot be inferred

from the valuesof output variables. However, the conversedoesnot hold.

What is the average running time of our analysis? The experiments were

carried out on an IBM ThinkP ad R51 with 1.5GHz Intel processorand 256MB RAM,

running the Linux operating system. For the benchmark consisting of 11 Java pro-

grams, the running time of our analyzer rangesbetween3.6 and 4.2 seconds(as shown

in Figure 5.5). Typically, the untrusted code would be some kind of an aggregation

function that would beat most a few hundred linesof code. Our method of constructing

information-
o w relations hasa worst casetime complexity of O(jE j2 � jV j3) (where E

is the set of expressionsand V is the set of variables). The worst casetime complexity

of deciding solvabilit y of information-
o w relations is O(jOj � jP j3) (where O 2 V is
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Figure 5.5: Running Time of the Static Analyzer

the set of output variables and P 2 V is the set of private input variables). The total

worst casetime complexity of our analysis is O(( jE j2 + jOj) � jV j3). jV j and jE j would

be directly proportional to the code size. Figure 5.5 shows that the time of analysis

increaseswith the sizeof code. There is a constant load time for the analyzer which is

around 3500msec.

5.6.2 Limitations

Through this information 
o w analysis, we are able to successfullydefend against the

common class of attacks, thereby raising the bar for the adversary. Currently, no

guarantees are provided on how many bits of a private input variable can be inferred

from output variables. The adversary can get some partial information about the

location by crafting sophisticated attacks. Partial information leakage, however, is a

lessseriousconcern for location privacy. It can be argued that hiding even one bit of

location information can guarantee a high degreeof uncertainty, asthe adversarywould

not be able to distinguish a vehicle from other vehicles around it (similar to spatial

cloaking in k-anonymit y). The veri�cation tool can be combined with manual analysis

to prevent even partial information leakage. The tool would then assist the manual
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analyzer in identifying information leakage attacks, in the same way as a debugger

assiststhe application developer in writing robust code.

In order to make the analysis more robust, it should be combined with abstract

execution. Abstract execution can determine the dependency between two variables

more accurately than static data 
o w anlysis. It can establishwhether or not a variable

wil l certainly a�ect the value of another variable at runtime, and if so, to what extent.

The main idea is to executethe program in a sandbox and perturb the value of private

input variables, one at a time, to seehow public output variables are a�ected.

5.7 Summary

Location-aware personal computing requires location information of the user to be

sharedwith untrusted serviceswhich can causepotential privacy breach. In this chap-

ter, wepresented a newinformation-
o w control model callednon-inferencefor guarding

location-privacy against untrusted services.Non-inferenceallows public data to be de-

rived from private data but not vice versa. We discussedthe theoretical implications of

non-inference. We showed that non-inferenceis undecidable in general, but decidable

for applications where multiple executionsare independent such as location-basedser-

vices. We showed that it can be enforcedconservativelyusing static program analysis.

The main idea is to apply the theory of solvabilit y of linear equations to information-


o w relations derived by data-
o w analysis. We implemented a system that decides

non-inferencefor Java programs using static analysis, and tested it on a benchmark

and casestudies known in the literature.
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Chapter 6

Summary and Conclusions

In this dissertation, we pointed out the two key hurdles that prohibit the widescale

adoption of pervasivecomputing: (1) limited cognitive bandwidth, and (2) dependency

on a ubiquitous computing infrastructure. We proposedlocation-aware personalcom-

puting as an way of getting closeto the pervasive computing vision. At the heart of

location-aware personal computing is the use of smart phonesas computing devices,

and user location as a meansof discovering and personalizingservices. This disserta-

tion investigatesthe various issuesin location-aware personalcomputing, namely: (1).

discovering and provisioning locally embeddedservicesto the smart phone of the user

without pre-con�guration, (2). determining user location without requiring extra in-

frastructure, (3). managingthe battery lifetime of the smart phoneand (4). protecting

location information of the user from illegal accessand misuse. The conclusionsof this

research are spreadover all the four research directions, which we summarize in what

follows. At a higher level, the main conclusionof this research is that the cooperative

use of smart phonesand user location can be instrumental in devising low-cost, easy-

to-useand non-intrusive solutions for pervasive computing without requiring signi�cant

infrastructure support.

It is not always possibleto customizewebservicesto serveaslocal services,therefore,

some amount of computing would have to be embedded in physical space in order

to realize the vision of ubiquitous computing. Protocols are needed for seamlessly

discovering theselocally embeddedservicesand provisioning them to the user. Several

service discovery protocols have been proposed in the past (see Table 1.1). These

protocols can be roughly classi�ed into two categories:client-service model and client-

service-directory model. In client-service model, clients directly query the services. In
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client-service-directory model, clients query directories that cache serviceinformation.

While the client-service model requires lessinfrastructure and is more suitable for

nomadic environments, it is not nearly aspowerful asthe client-service-directory model.

In location-aware mobile computing, smart phonesserve asclients. Bluetooth SDP has

beenincorporated in smart phonesand follows the client-service discovery model. Since

smart phoneshave always-on internet connectivity in the form of 3G/GPRS, directories

can be conveniently maintained on the internet.

This dissertation presents a service discovery, interaction and payment protocol

(SDIPP) [68] that follows the client-service-discovery model. SDIPP is smart phone

centric; it exploits dual-connectivity (Bluetooth and GPRS) on smart phonesto simul-

taneouslyconnectwith local servicesand web services.SDIPP takesa hybrid approach

to discovery in order to make the discovery processas genericas possible. In the �rst

phase,the servicesare discovered. In the secondphase,a serviceis selected(basedon

the location of the user) and a mechanism for interacting with the service is decided.

In the third and �nal phase,the user interacts with the serviceand pays for its usage

(when required). The discovery component is hierarchical and opportunistic{ the net-

work interfacesof the phone as well as those of the neighbouring devicesare utilized

to discover services. Multi-hop discovery is carried out using Portable Smart Mes-

sages(SM)[61]. The code for interacting with servicesis discovered and downloadedon

the 
y , eliminating the needto have any prior knowledgeof the services.The payment

protocol is basedon the idea of Millicent scrips [35] and is provably secure.Evaluation

of SDIPP on Sony Ericsson P900 phones indicate satisfactory performance. Applica-

tions developed on top of this protocol and tested on Sony EricssonP900 phonesshow

the applicabilit y of SDIPP.

In order to enable location-aware personalcomputing, continuous location updates

are neededboth outdoors and indoors. Although several solutions have beenproposed

for determining userlocation indoors,each of them relieson someinfrastructure support

in the environment, which increasesthe overheadof determining location and decreases

the chancesof deployment.
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This dissertation presents two infrastructureless solutions [67, 64] for indoor lo-

calization, which can potentially be combined together for higher accuracies. In the

camera-phone-basedlocalization solution [67], imagesare periodically captured by the

camera phone worn by the user as a pendant and transmitted to a web server over

3G. The web server maintains a databaseof imageswith their corresponding locations.

Upon receiving an image, the web server comparesit with stored images, and based

on the match, estimatesuser's location. This is accomplishedwith o�-the-shelf image

matching algorithms, by tailoring them for our purpose.This solution doesnot require

any infrastructure to be installed in the environment; neither custom hardware nor

wireless accesspoints are required; physical objects do not have to be "tagged" and

usersdo not have to carry any special device. User location can be determined with

room-level precisionwith more than 90%successprobabilit y, and corner-level precision

with more than 80% successprobabilit y. User orientation is determined along with

location. The main limitation of this approach is that it is not resilient to varying

lighting conditions.

In the light-in tensity-based localization solution [64], the location of the user is

determined basedon the intensity of light incident on a light sensorworn by the user.

We show that every room hasa unique light-in tensity �ngerprin t, which can be usedto

identify it. This solution also doesnot require any infrastructure to be installed in the

environment, and the user is only required to carry a tiny light sensor.Furthermore, it

only takes around a minute to collect training data for a room. Experimental results

show that this approach works very well under static lighting conditions (with upto

90% successprobabilit y), but moderately well in the presenceof sunlight (with upto

68-73%successprobabilit y).

Both the localization solutions are infrastructureless and can be combined together

to attain higher accuracies. The light sensorcould either be embedded in the phone

or iPod of the user or worn separately as a clip. We believe that a practical solution

for localization would be a fusion systemthat incorporates an array of sensors(such as

camera,light sensor,GPS, WiFi interface, accelerometeretc), deriveslocation informa-

tion from each of the sensorsand fusesthem together to obtain accurate results. Also,
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each of the sensorscould fail under certain conditions (for examplethe light sensormay

not work very well when there is interferencefrom sunlight) but the fusion systemas a

whole should be quite robust.

Location-aware personalcomputing is centered around the idea of running applica-

tions on resourceconstrainedpersonaldevices(e.g smart phone), many of which would

run as background tasks including daemonsfor determining user's location, daemons

for listening to incoming network requests,daemonsfor warming the phone cache etc.

Theseapplications would compete for the limited resourceson the device. Battery life-

time is by far the most crucial resource. On smart phones,the interfaces that inform

the user of the battery levels have not kept up with the evolution of the capabilities

of these devices. A simple \battery remaining" or even \time remaining" does not

enable the user to make the right decisionsas to the spend of the energy budget and

the request for recharging.

Location information has never beenexploited in managing battery lifetime. This

dissertation describesa location-aware battery management scheme [66, 63] for smart

phones, which is based on two key observations. First, it is necessaryto create an

energy budget for di�eren t applications in order to prevent low priorit y applications

(such as background tasks) from a�ecting the availabilit y of high priorit y applications

(such as telephony). Second,the knowledge of when the user will recharge the phone

next is crucial to managing battery lifetime on phones. This is becausethe knowledge

of when the next recharge will happen determines the total battery lifetime available

to applications. User studies show that users typically charge their phones at �xed

locations [25]. Hence, by predicting the whereabouts of the user, it is possible to

predict charging opportunities. In this dissertation, we present a system architecture

for logging user information (such as location, call duration, etc) on the phone and

a set of algorithms for making predictions basedon these logs. Experimental results

show that these predictions can be made with fairly high accuracy. This allows the

systemto determine the amount of battery lifetime neededfor safeexecution of crucial

applications and to warn the user if one or more non-crucial applications need to be

terminated.
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Finally, this dissertation investigates the problem of location privacy. Extensive

deployment of location-aware computing endangersuser's location privacy and exhibits

signi�cant potential for abuse. The US government realized the seriousnessof the this

problem and releasedthe Location Privacy Protection Act [8] in 2001. Unlessthe users

are secureabout their location privacy, they would be reluctant to use location-aware

applications. This hurdle would have to be overcomeif location-aware computing is to

be globally accepted.

This dissertation proposesa service-speci�c location privacy approach, centered on

an information 
o w control analysis. Information-
o w control policies tend to impose

restrictions on the manner in which sensitive data 
o ws through a program/system.

The standard information-
o w control model called Non-interference [59, 26] requires

that any possiblevariation in private data must not causea variation in public data.

That is, if the value of a public variable q depends on that of a private variable p

then non-interferenceis violated. In e�ect, non-interferenceisolatesprivate data from

public data. In doing so, it guarantees that the publicly observable behavior of a

system/program that does not reveal anything about its private behavior. However,

data isolation is an extreme measure,and in many real applications it is not possible

to isolate private data from public data. This dissertation proposesa weaker model

of information-
o w control called non-inference [62]. Non-inference requires that the

adversary should not be able to infer the value of a private variable basedon the values

of public variable. Non-inference, therefore, allows information to 
o w from private

variables to public variables,but prohibits the adversary from learning the value of any

private variable from public variables. In this dissertation, we show how non-inference

can be usedto preserve location privacy.

Wediscussthe theoretical implications of non-inference.Weshow that non-inference

is undecidablein general,but decidablefor applications where multiple executionsare

independent such aslocation-basedservices.We show that it can be enforcedconserva-

tively using static program analysis. The main idea is to apply the theory of solvabilit y

of linear equations to information-
o w relations derived by data-
o w analysis. We im-

plemented a system that decidesnon-inferencefor location-basedservicesusing static
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program analysis. Experimental results obtained on a benchmark indicate success.

6.1 Directions for Research

We are still far from the goal of "lo cation for free". The localization mechanisms

described in this dissertation, though infrastructureless, are not free from con�guration

e�ort, which can make deployment hard. We seetwo directions for research. One is

to minimize the con�guration e�ort required for localization. There has already been

someresearch in this direction for WiFi-based localization systems[50]. The other is to

create various combinations of the already proposedlocalization systems,in an e�ort

to create a fusion system, and carry out comparative studies.

Simultaneously, we needto �nd ways of disclosinglocation information to the com-

puting infrastructure "for free". This implies solving the complexproblem of constrain-

ing 
o w of location information, such that user privacy is not breached. The solution

described in this dissertation only applies to a certain classof applications. Di�eren t

classesof applications will demand di�eren t solutions.

We needto start deploying applications that can bene�t from location information.

This is hard to accomplish at a global scalebecausewe do not yet have "lo cation for

free". However, e�orts can be launched at campusand university level.

Location is consideredthe most important context information. User activit y is

another example of useful context information. In general, use of personal informa-

tion can enable new applications. There is value in coming up with ways of sensing,

storing and analyzing personalinformation. Furthermore, combining dynamic personal

information (e.g location, activit y, mobile media) that can be sensedwith body-worn

sensors,with personalinformation stored on the web (such as on communit y websites)

can enablenovel and secureusagemodels.

6.2 The Symbian and iPhone Era

The personal computer is climbing o� its desktopperch and hopping into the pocketsof

mil lions of people [16]. The adoption of Symbian OS [11] by mobile phonemakers, such
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as Sony Ericsson and Nokia, brought about the smart phone revolution in 2003-2004.

In 2007, Apple Inc introduced the iPhone, which energizedthe industry and took the

smart phonerevolution to the next level. In the second-halfof 2008,Google is expected

to releaseGoogle Phone [16], which unlike its predecessorswill be open source. This is

just beginning of the making of the computer for the twenty �rst century.

6.3 In Retrosp ect

Pervasive computing is an application-driven �eld and assuch is ill-de�ned and unstruc-

tured for the lack of de�nitions, algorithms and architectures. Research is primarily

guided by visions and beliefs becauseit is hard to tell, in a scienti�c way, which sys-

tems/applications will penetrate the market. To realize the diverseset of applications,

research hasto bemulti-disciplinary , which addsto the complexity. The exploratory and

unstructured nature of pervasive computing research is, therefore, justi�ed to someex-

tent. Besides,this �eld is still in a nascent stage. Unlike networks/compilers/op erating

systems, which exist and are widely used and deployed, pervasive computing exists

mostly in labs or in specializedenvironments or in the form of single isolated applica-

tions. As a result, progressis hard to measureand prove.

Successof pervasive computing would depend on the advancesin evolving areas

in computer science,namely vision, arti�cial intelligence, wirelesscommunication and

human-computer interaction. Simultaneously, we need to be on a quest for mobile

applications that userswould be willing to pay for. I believe that in the near future,

these applications would either be smart phone centric or vehicle centric. Vehicular

computing is a sister-�eld of pervasive computing that has found enormous support

both from academiaand industry in the recent past (applications include congestion

control, safety messagingand highway-infotainment).

Users �rst, computers second. This mantra should never be forgotten. Pervasive

computing is not so much an area of research as a goal. And this goal cannot be

accomplishedby solving the technical challengesalone. It requiresa deepunderstanding

of what users really want. This goes beyond the scope of computer science. And is
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perhapsthe biggest challenge.

Despite the many challengesthat stand in the way of pervasive computing becoming

a reality, I believe that it is just a matter of time beforewe seeit happen.
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