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Dissertation Director: Liviu Ifto de

Pervasive computing is certered around the idea of provisioning computing services
to the user anywhere anytime. If realized, pervasive computing can have a signi cant
impact on our daily lives, ranging from the the way we dressto the way we work
and travel. Two key hurdles prohibit the widescaleadoption of pervasive computing.
First, human cognitive bandwidth is a limited resource;the burden of interacting with
pervasive computing applications may outweigh the functionality obtained. Second,
pervasive computing applications often assumea smart environment which does not
exist today; dependencyon a ubiquitous computing infrastructure hampersdeploymert.

In this dissertation, we proposelocation-aware personal computing asa way of get-
ting closeto the pervasive computing vision with minimal overhead. Central to location-
aware personalcomputing is the use of smart phonesand location information. Smart
phones personify a ubiquitous personal device that can execute client frontends, and
connectwirelessly to badkend services. Location information servesas a proxy for the
user. Smart phonesand location information can minimize both userinvolvemert and
dependencyon a ubiquitous computing infrastructure.

We investigate the challengesin bootstrapping location-aware personal computing,
namely ad-hoc service provisioning, infrastructureless location determination, power

managemen and location privacy. We presert solutions for ead and commert on how



they can bootstrap location-aware personalcomputing.

Provisioning locally embedded servicesto the user without prior knowledge of the
ervironment is an important aspect of location-aware personalcomputing. This disser-
tation proposesthe useof dual connectivity (i.e Bluetooth and 3G) on smart phonesfor
discovering and provisioning local servicesto the user without any pre-con guration.
A novel serviceprovisioning protocol, called SDIPP (Service Discovery, Interaction and
Payment Protocol), is preseried and evaluated. SDIPP is implemented on top of a
middleware called Portable Smart Messages.The design of Portable Smart Messages
is preseried. Experimental results shav that SDIPP can discover and provision locally

embeddedservicesto the userwithin acceptabletime limits.

In order to enablelocation-aware personalcomputing, cortinuous location updates
are neededboth indoors and outdoors. Determining user location without installing
extra infrastructure is a hard problem. This dissertation proposesuse of light sensors
and camerason phonesfor sensinguser location in indoor environments without re-
quiring any infrastructure support. Low-level sensoryinput is corverted into location
information using simple vision and classi cation algorithms. Experiments show that

location can be determined with fairly high room-level accuracy

The useof resource-constrainedoersonaldevices,such as smart phone, is certral to
location-aware personalcomputing. It is important to managethe limited resourceson
these devices. The most crucial resourceis battery lifetime. This dissertation shows
how location information can aid in battery managemem with smart phonesas the
casestudy. By storing past location traces of the user on the smart phone, future
wherealouts of the usercan be predicted. This information can be usefulin estimating
when the next opportunity for charging the phonewill be encourtered. The knowledge
of whenthe userwill chargethe phonenext canbeinstrumental in managingthe limited
battery lifetime on smart phonesacrossmultiple applications.

Location-aware personal computing requires user location to be shared with un-
trusted third parties, such as web services. Releasinglocation information without
breading userprivacy is a hard problem. This dissertation proposesa new information-

ow cortrol model, called Non-inference, for protecting location privacy of the user



against untrusted serviceswithout compromising the quality of service. It is showvn
that Non-inferenceis undecidable in general but decidable for programs that satisfy
uni-directional information ow. Non-inferenceis decided using static program analy-
sis techniques.

The main conclusionof this researd is that the cooperative useof smart phonesand
user location can be instrumental in devising low-cost, easy-to-useand non-intrusive

solutions for pervasive computing without requiring signi cant infrastructure support.
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Chapter 1

Intro duction

1.1 Thesis

In order to designlow-cost and easy-to-usepervasive computing applications, it is neces-
sary to minimize both human involvemert and dependencyon a ubiquitous computing
infrastructure. Location-aware personal computing is a way of achieving the perva-
sive computing vision in a cost-e ective fashion. Certral to location-aware personal
computing is the use of location information as user proxy; and smart phonesas in-
telligent personal devicesthat can execute client frontends and connect wirelessly to
badkend services.In this dissertation, we addressfour key challengesin bootstrapping
location-aware personalcomputing, namely ad-hoc serviceprovisioning, infrastructure-

lesslocation determination, power managemen and location privacy.

1.2 Location-a ware Personal Computing

Desktop computing has, for decadesbeensynonymous with personalcomputing. Over
the last decadelaptop computers have played a signi cant role in rede ning personal
computing. By recognizingmobility asan integral part of human behavior and designing
for it, laptops have challengedthe notion of desktop computing as personalcomputing
and inspired mobile computing{ the ability to compute on-the-go. Howewer, despite
the seeminglyincreasinguse of laptops as mobile computers, a recert study shows that
they are predominartly used by usersat xed placesas lightweigh desktops rather
than as mobile computers [84]. This is primarily due to the inability of usersto carry
laptops in their pockets. This is fast changing. Miniaturization has permitted the

capabilities of laptop computers to be incorporated in mobile phones. This has led
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Figure 1.1: Pictorial Overview of Location-aware Personal Computing

to the emergenceof smart phones which can run applications and client frontends,
communicate with other devicesusing WiFi/Blueto oth, connectto the internet over
3G, and senseinformation using cameraand wirelessinterfaces. The ability of usersto
carry such powerful computing devicesin their pockets has once again challengedthe

notion of personalcomputing and taken it closerto mobile computing.

The ewlution of mobile deviceshas beenparalleled by the advancesin ubiquitous
computing whose ultimate goal is to provide everywhee computing, i.e the ability to
compute anywhere, anytime. Everywherecomputing is characterized by usersinteract-
ing with serviceso ered by smart devicesembedded everywhere in the ervironment.
When Mark Weiser sketched out the vision of everywhere computing in 1991, in his
seminal paper called "Computer for the twenty rst certury” [83], he overlooked two
major issues:(1) human cognitive bandwidth is limited; the burden of interacting with
a ubiquitous computing infrastructure may outweigh the functionality obtained, and
(2) installing a ubiquitous computing infrastructure is costly and perhapseven unprof-

itable,

Smart phoneswith ample computing power, multiple wirelessinterfaces,always-on



internet connectivity and ability to executeapplications and client frontends, have pro-
vided an alternative to everywhere computing [41]. Instead of embedding computing
everywhere the ervironment, it can be distributed over the internet, exported as web
servicesand accessedising smart phones. The di erence betweena locally enmbedded
serviceand a web serviceis that the former is location-dependert and physically avail-
able while the later is not. If web servicescould be made location-aware they could
customizethemsehesto serwe aslocally embeddedservices. This is not always possible
though. For example, a local printer or display cannot be replaced by a web service.
Therefore, someamount of computing (which is not replaceableby web services)would
have to be embeddedin the ervironment. In order to discover and interact with this
intermittent locally embedded computing without involving the user, the smart phone
carried by the userwould have to be location-aware. Thus, we seelocation and smart
phones as being crucial to this simple and viable form of computing, which we call
location-aware personal computing. In location-aware personal computing, the ubig-
uitous computing infrastructure is replaced by a conmbination of location-aware web
services(also known as location-baseal services), a limited amount of locally enmbedded
computing, and smart phones. Location information acts as user proxy and helpsin
minimizing userinvolvemert. Location-aware personalcomputing is a way of achieving
the pervasive computing vision in a cost-e ective fashion. Figure 1.1 givesa pictorial

overview of location-aware personal computing.

Bootstrapping location-aware personalcomputing involvesthe following set of chal-
lenges: (1). discovering and provisioning locally embeddedservicesto the smart phone
of the userwithout pre-con guration, (2). determining userlocation without requiring
extra infrastructure, (3). managing the battery lifetime of the smart phone and (4).
protecting location information of the user from illegal accessand misuse. In the rest
of this section, we describe ead of these challengesin more detail, presen prior work

and briey describe my cortributions.
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Figure 1.2: Service Discovery Overview
1.3 Seamless Service Discovery and Pro visioning

Pervasive computing is certered around the idea of provisioning servicesto the user.
These servicescould be private services those establishedby a user or group of users
for their own personaluse (e.g smart home); non-prot services those establishedby
a public organization (e.g a bus information serviceat a bus-station); pay-per-use ser-
vices those establishedby private vendors(e.g entertainment services);and cooperative
services those provided by a group of peopleto ead other (e.g vehicular network-
ing). While many of these servicescan be established as web services(with proper
customization often requiring location information), others have to be embedded in
physical space. Protocols are neededfor seamlesslydiscovering theselocally embedded
servicesand provisioning them to the user. Theseare called ServiceDiscovery Protocols
(SDP's).

Servicediscovery protocols typically consist of three ertities: the client, the direc-
tory, and the serviceitself. Most SDP's follow one of the two discovery models: client-
service model and client-service-directory model (as shown in Figure 1.2). In client-

service model, servicesadvertise themseles and clients directly query the services. In



Table 1.1: Comparison of Service Discovery Protocols
uer . Service
Protocols | Invocation \(/gs Xn- Directory Match- context- Scope
based? : aware
nounce ing

Blueto oth None Query No Match all No Vicinit y
INS None Both Yes Match best No Admin domain
Jini Java code Both Yes Match all No Admin domain
Salutation RPC Both Yes Match one/all No Admin domain
SLP URL Both Yes Match all No Admin domain
UPnP None Both Partially Match all No Admin domain
SDIPP Java code | Query Yesand No Match best Yes Multi-scop ed

client-service-directory model, servicescade their information on a certralized direc-
tory and clients query directories in order to discover services.While the client-service
model requires lessinfrastructure and is more suitable for nomadic ervironments, it is

not nearly as powerful asthe client-service-directory model.

Sewral servicediscovery protocols have beenproposedin the past. Theseprotocols
can be classi ed basedon their properties (as showvn in Table 1.1). In most of the
protocols, servicesadvertise themselhes by announcing their presenceusing broadcast
padets and by responding to query padets, with the exception of Bluetooth services,
which do not announcetheir presenceand respond only when queried. In addition,
some of these protocols use directories for cadiing serviceinformation in order to aid
in serviceannouncemei and discovery. Protocolsthat useserviceannouncemeis and

directories use more infrastructure and network bandwidth.

With the exception of Jini [81] Salutation [13] and SLP [37], none of the previously
proposed protocols provide a service invocation medanism. In Jini [81], the direc-
tory not only provides service look-up but also downloadable Java code/objects for
interacting with the service using RMI. Salutation [13] on the other hand usesRPC
(Remote Procedure Call) for service invocation. Service Location Protocol [37] is a
lightweight protocol that targets service discovery within a site. It usesURL-based
serviceinvocation medanism. Directories are optional.

Most of the protocolslist/matc h all the relevant servicesafter the discovery phaseis
over. Serviceselection,is therefore, limited or missing (with the exceptionof INS [18]).
In addition, user'scontext information (such aslocation) is not taken into accoun for

serviceselection. Finally, every protocol is limited in its scope and most work within a



pre-speci ed administration domain. Jini, for example,targets enterprise ervironments,
while UPnP [15] is designedfor homeand o ce ervironments. UDDI [12] (not listed in
the table) targets pro t-based web services,and usesa web-baseddistributed directory

for advertisemen, similar to yellow pages

There is a needfor a hybrid approad that is wide in scope, requires minimal pre-
con guration and is not limited to a pre-speci ed administrative domain. Also, the
protocols proposedearlier overlook the payment aspect of service provisioning, which

should be addressed.

Bluetooth is a wireless protocol designedfor low-power consumption and short-
range communication (1-100 meters). Its primary purposeis to connect devicessud
as mobile phones, printers, laptops and digital cameras. Bluetooth also has its own
service discovery protocol. Bluetooth SDP [14] follows the client-service model and
enablesnearby devicesto discover serviceson ead other. Bluetooth is a low power
protocol making it suitable for energy-constraineddevices. Bluetooth SDP is query
based, which meansthat clients query for available servicesrather than servicespro-
actively announcingtheir presence.lt usesunicast and broadcastasthe communication

medanism and doesnot provide any serviceinvocation medanism.

Bluetooth SDP hasbeenincorporated in smart phonesand follows the client-service
discovery model, which requires less infrastructure and is more suitable for nomadic
ernvironments, but is not as powerful asthe client-service-directory model. Sincesmart
phoneshave always-oninternet connectivity in the form of 3G/GPRS, directoriescanbe
conveniertly maintained on the internet. GPRS (General PurposeRadio Service) also
known as 2.5G is a mobile data servicethat useswide area cellular phone networks to
provide low-bandwidth internet connectivity; 3G is an enhancedand improved standard

that provides higher bandwidths.

In this dissertation, we presert a ServiceDiscovery, Interaction and Payment Proto-
col (SDIPP) [68], which follows the client-service-disovery model by combining Blue-
tooth SDP with 3G connectivity. It providesa medtanismfor serviceinvocation without

any prior knowledgeof the service. This is accomplishedby downloading the client-side



code for interacting with the servicefrom a trusted web sener on-the-y. Servicedis-
covery protocols proposedearlier, overlook the payment aspect of serviceprovisioning.
SDIPP provides a safeelectronic payment medanism basedon Millicent scrips[35]. In
addition, SDIPP is context-aware and multi-scoped. We have implemened and tested
this protocol on Sory Ericsson P900 phones. Table 1.1 comparesthe properties of

SDIPP with the popular servicediscovery protocols.

1.4 Determining User Location

In order to enablelocation-aware personalcomputing, cortinuous location updates are
neededboth outdoors and indoors. Global Positioning System (GPS) is a globally
accepted solution for determining user location outdoors. It usesthe existing satel-
lite infrastructure for determining user location. The useris required to carry a GPS
receiver, which calculatesits position by measuringand triangulating the distance be-
tweenitself and three or more GPS satellites. No sud low-cost and easy-to-usesolution
exists for indoor localization. A good indoor localization system should scorewell on
a number of metrics including, precision, infrastructure cost, privacy and coverage.
Prior work on determining user's location indoors can be broadly classi ed into nine
categories,basedon the technology usedfor localization: RF-based,Ultrasound-based,
WiFi-based, Bluetooth-based, GSM-based,audio-based,Powerline-based,smart- o or-
basedand vision-based. In RF-basedsystems(e.g ActiveBadge[82]) an IR badgeworn
by the useremits a unique IR signal periodically. Sensorsinstalled at known positions
pick up the signal and update the position of the badgein a certralized database. Sut
systemsprovide room level positioning and incur signi cant installation and mainte-
nance costs.

Ultrasound-basedlocalization systemscan be classi ed in two categories: onesthat
provide certimeter level positioning by requiring ultrasound receiwers to be installed
on ceilings and ultrasound transmitters to be carried by users(e.g Active Bat [39)),
and onesthat provide meter level accuracy by requiring ultrasound transmitters to be
installed at known coordinates inside buildings and ultrasound receivers to be carried

by users (e.g Cricket [60] and WALRUS [27]). Like RF-based systems, Ultrasound



Table 1.2: Comparison of Localization Systems

. Infrastructure .

System Precision Cost Privacy

Activ eBadge Room-level RF Sensorsand Tags Server tracks users
Activ e Bat 5-10cm Ultrasound receivers and transmitters Server tracks users
Cricket 1m Ultrasound receivers and transmitters User device computes location
Radar 5m WiFi beacons User device computes location
GSM-based 5-50 m GSM coverage User device computes location
Place Lab 15-30m WiFi, GSM or Bluetooth beacons User device computes location
Smart Floor Sub-room level Special o or tiles Server tracks user
EasyLiving Sub-room level Camerasin rooms Server tracks user
WALR US Room-level PC per room and WiFi beacons User device computes location
Audio Location 15-30cm Microphones Server tracks users
PowerLine Sub-room level | Signal generating modules and receivers | User device computes location
Camera-phone Sub-room level None User device computes location
Ligh t-in tensit y Room-level None User device computes location

systemsalso require specializedinfrastructure to be installed and thus incur signi cant
cost of deploymert.

WiFi-based systems (e.g Radar [22]) operate by recording and processingsignal
strength information at multiple WiFi base-stations. They usesignal propagation mod-
eling to determine user's location with up to v e meters accuracy Although no ad-
ditional hardware is required, WiFi coverageis assumed. Also, WiFi-based systems
cannot directly determine which room the user is in, which is important for many
location-aware applications. Bluetooth-based systems [28] determine user's location
upto a few meters, but require Bluetooth radios/base-stationsto be installed in the
ervironment, thus su ering from the samedrawbadk asthe other localization systems.

GSM-basedlocalization [56], which useswide signal-strength ngerprin ts, is a good
solution for indoor localization becauseit does not require any extra infrastructure
and is claimed to achieve a median accuracy of v e meters. The main limitation of
a GSM-basedapproad is that it is hard to tell which side of the wall the useris on.
This is crucial for seweral applications. A location-aware systemmay connectthe user's
phone to the wall-display in the neighboring room, which is not acceptable. GSM-
basedsolutions make the assumptionthat the userhasa GSM phone, while in sewral

courtries including the US, CDMA is more popular.

Place Lab [48] is an e ort at combining radio-based localization techniques. It



works by listening for the transmissions of radio sourcessuc as WiFi accesspoints,
xed Bluetooth devices,and GSM cell towers. A beacondatabase provides location
information basedon the IDs of beacons.PlacelLab can provide user location with up
to 15 meters of accuracy PlacelLab is a high-coveragelocation determination system.

Howeer, presenceof beaconscorresponding receivers and beacondatabaseis assumed.

Audio Location [75] determines user location by using microphonesthat listen to
sounds made by the usersthemseles sudh as nger clicking. It is a low-cost system
that achieves certimeter level accuracy Howewer, it assumesthe presenceof micro-
phonesin the ervironment and may not work properly in a noisy ervironment. Power-
Line localization [57] achieves sub-room level localization by ngerprin ting of multiple
tones transmitted along power lines. Though e ectiv e, this approad requires signal-
generatingmodulesto beinstalled in buildings and corresponding receiversto be carried
by users. Smart Floor system[55] usesspecial o or tiles to identify usersbasedon their
footsteps. Although the userdoesnot have to carry any special device,the o or needs
to be instrumented with these special tiles.

Microsoft's EasyLiving [47] project usescamerasinstalled in roomsto track humans
using vision techniques. The costof installing camerasin every room makesdeployment
di cult. Privacy is is a big issueas usersare cortin uously watchal. Work is being done
in using cameraphonesas interaction devicesby tagging physical objects with visual
codes and using vision techniques to extract and interpret the information stored in
thesevisual codes[70, 24, 69, 74, 78]. Localization could alsobe possibly achieved with
this method. Howewer, physical objects would have to be tagged.

With the exception of GSM-based,all other approadesrequire specialized devices
to be installed in buildings, which increasesthe cost and decreasesthe chances of
deployment. GSM-basedlocalization hasits own limitations asdescribed earlier. Since
the goal of location-aware computing is to obviate the needof a ubiquitous computing
infrastructure and to minimize userinvolvemert, the cost of the localization systemand

the inconvenienceof using it should be negligible, otherwise the purposeis defeated.

This dissertation presers two infrastructureless solutions [67, 64] for indoor local-

ization: camera-phone-basedocalization and light-intensity-based localization. These
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two solutions can potertially be combined together for higher accuracies.In the camera-
phone-basedocalization solution [67], imagesare periodically captured by the camera
phone worn by the user as a pendart and transmitted to a web serer over 3G. The
web sener maintains a database of imageswith their corresponding locations. Upon
receiving an image, the web servwer comparesit with stored images,and basedon the
match, estimatesuser'slocation. We accomplishthis with o -the-shelf image matching
algorithms, by tailoring them for our purpose. This solution does not require any in-
frastructure to be installed in the environment; neither custom hardware nor wireless
accesgoints are required; physical objects do not have to be "tagged" and usersdo not
have to carry any special device. In the light-intensity-basedlocalization solution [64],
the location of the useris determined basedon the intensity of light incident on a light
sensorworn by the user. In the dissertation, we shov that every room has a unique
light-intensity ngerprint that can be usedto identify it. This solution also does not
require any infrastructure to be installed in the environment, and the useris only re-
quired to carry atiny light sensor. Table 1.2 comparesthe popular indoor localization

systemson a number of metrics.

1.5 Location-a ware Battery Managemen t

Location-aware personalcomputing is certered around the idea of running client fron-
tends and applications on resource-constrainedpersonal devices (e.g smart phone),
many of which would run asbadground tasksincluding daemonsfor determining user's
location, daemonsfor listening to incoming network requests,daemonsfor warming the
phone cathe etc. These processeswvould compete for the limited resourceson these
devices. The most crucial resource,which determinesthe availability of a personalde-
vice, is battery lifetime. We study the caseof smart phone, which in this dissertation,
represerts the intelligent personaldevice.

On smart phones,the interfacesthat inform the user of the battery levels (such as
ACPI [1]) have not kept up with the ewlution of the capabilities of these devices. A
simple \battery remaining" or even\time remaining" doesnot enablethe userto make

the right decisionsasto the spend of the energybudget and the requestfor recharging.
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Prior researt on dealing with the limited battery lifetime problem has focusedon
optimizing energyat di erent levels of the stadk, starting with hardware all the way up
to the application layer. The most commonly used energy optimization medanism is
hibernation, in which the CPU or other hardware units of a systemare put in low-power
mode when not being actively used. This is commonly done by the operating system.
Dynamic voltage scheduling is another commonly usedoptimization technigue in which
a compiler-directed algorithm identi es program regionswhere the CPU can be slowved
down with negligible performanceloss[46, 40]. Two e ectiv e application-level energy
optimizations have been proposed: cyberforaging [23] and application adaptation [32,
20]. In cyberforaging,computation is o -loaded from the battery poweredmobile device
to a wall-powered sener wheneer pro table. In application adaptation, the delit y of
an application is lowered wheneer low battery levels are detected. While a lot of
work hasbeendoneon optimizing energy there hasbeenlimited researth on managing
battery lifetime acrossapplications and treating energyasa rst-class operating system
resource. To the best of our knowledge, ECOSystem([86] is the only piece of work that
takes this approach. ECOSystem is a framework for sharing battery lifetime as a

resourceacrosscompeting applications.

Location information hasnever beenexploited in managingbattery lifetime. In this
chapter, we describe a location-aware battery managememn scheme [66, 63] for smart
phones, which is basedon two key obsenations. First, it is necessaryto create an
energy budget for dierent applications in order to prevert low priority applications
(such as badkground tasks) from a ecting the availability of high priority applications
(such astelephory). Second,the knowledge of when the user will recharge the phone
next is crucial to managing battery lifetime on phones. This is becausethe knowledge
of when the next recharge will happen determinesthe total battery lifetime available
to applications. User studies shav that userstypically charge their phonesat xed
locations [25]. Hence, by predicting the wherealouts of the user, it should be possible
to predict charging opportunities. We present a system architecture for logging user
information (such aslocation, call duration, etc) on the phone and a set of algorithms

for making predictions basedon theselogs. This allows the system to determine the
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amount of battery lifetime neededfor safeexecution of crucial applications and to warn

the userif one or more non-crucial applications needto be terminated.

1.6 Location Priv acy

Extensive deployment of location-aware computing endangersuser's location privacy
and exhibits signi cant potential for abuse. The US governmert realizedthe seriousness
of the this problem and releasedthe Location Privacy Protection Act [8] in 2001. Unless
the usersare secureabout their location privacy, they would bereluctant to uselocation-
aware applications. This hurdle would have to be overcomeif location-aware computing

is to be globally accepted.

Releasinglocation information to untrusted parties in a privacy-friendly manner is
a challenging task. Early work on context privacy (which includes location) focussed
mostly on a policy-basedapproadc [31, 43]. Policiescould be of one of the following two
kinds: those speci ed by the service providers and those speci ed by the users. The
policiesserned asa mutual agreemem on the manner in which data wasto be collected,
sharedand used. The main problem with this method wasthat the enforcemen of these
policieswaslooselyde ned. The usersessetially had to trust the serviceproviders for
abiding by these policies.

The useof policy-basedapproat wasfollowed by the application of k-anonymity [77,
36] to location information using data perturbation techniques. Location information
was depersonalizedand perturb ed before being forwarded to the LBS. This was ac-
complished by reducing the spatiotemporal resolution (using a quadtree-basedalgo-
rithm) until the data met the k-anornymity [77, 36] constraint. A subject is considered
k-anorymous if it cannot be distinguished from at least k - 1 other subjects. For ex-
ample, if the location information sert by a mobile subject is perturb ed to replacethe
exact coordinates by a spatial interval, such that the locations of at least k - 1 other
subjects belongto that interval, then the adversary cannot match the location of the
subject to its identit y without a certain amount of uncertainty. The uncertainty would

increasewith k, providing better privacy. This method is the state of the art in location
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privacy. The main drawbadk of this method is that it may lead to inferior quality of
service where accurate location information is desired. Also, it usesa global value of
k, which is decidedstatically, where a smaller value of k could provide desired privacy

levels without a ecting quality of servicesigni cantly.

This dissertation proposesan information- o w cortrol basedapproad for location
privacy, which presenesquality of service. Information- o w control policiestend to im-
poserestrictions on the mannerin which sensitivedata o wsthrough a program/system.
State of the art in information- o w cortrol is Non-interference [26, 59]. Intuitiv ely, non-
interferencerequiresthat high-security information doesnot a ect the low-security ob-
senable behavior of the system. In other words, private data doesnot in uence public
data. That is, if the value of a public variable q depends on that of a private vari-
able p then non-interferenceis violated. In e ect, non-interferenceisolatesprivate data
from public data. In doing so, it guararteesthat the publicly obsenable behavior of
a system/program that doesnot reveal anything about its private behavior. Howewer,
data isolation is an extreme measure,and in many real applications it is not possible
to isolate private data from public data. As sud, non-interference cannot be applied

for location privacy.

This dissertation proposesa weaker model of information- o w cortrol called non-
inference [62]. Non-inference requires that the adversary should not be able to infer
the value of a private variable basedon the values of public variable. Non-inference,
therefore, allows information to ow from private variables to public variables, but
prohibits the adversary from learning the value of any private variable from public
variables. In this dissertation, we shov how non-inference can be used to presene

location privacy.
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1.7 Summary of Dissertation Contributions

The main cortributions of this dissertation were published in the Proceedings of the
8th International Conference on Pervasive Computing and Communications [63], Pro-
ceedings of the 6th International Conference on Pervasive Computing and Communi-
cations [68], the Proceadings of the 7th International Workshop on Mobile Computing
Systemsand Applications [67], the Proceedings of the 3rd International Conference on
Mobile and Ubiquitous Systemg62], the Proceedings of the 1st International Conference
on Mobile and Ubiquitous Systemg[61], the Adjunct Proceedings of the 5th International
Conference on Pervasive Computing [64, 66], the Proceedings of the 10th International
Workshop on Future Trendsin Distributed Computing Systems[41], and Lecture Notes

in Computer Sciene [65].

In this dissertation, we investigate the four key issuesin location-aware personal
computing: (1) seamlesservicediscovery and provisioning, (2) infrastructurelessindoor
localization, (3) battery managemen for smart phonesand (3) location privacy. We
provide two solutions for determining user's location indoors without requiring any
extra infrastructure. The rst solution usesvision algorithms to determine userlocation
basedon the imagescaptured by the cameraphoneworn by the userasa pendart [67].
The secondsolution determines user location with room-level accuracy basedon the
intensity of light incident on a light sensorworn by the use[64]. Thesetwo solutions

can potentially be combined together for higher accuracies.

We presernt a protocol for ad-hoc service discovery and provisioning [68, 61]. The
servicesare deliveredto the smart phoneof the userover Bluetooth. Bluetooth SDP and
3G are usedtogether for servicediscovery, interaction and payment. The protocol has
beenimplemented and tested on Sory EricssonP900 phones. Results shaw satisfactory
performancein terms of service provisioning latency. We also presert an application-
level solution for reducing the Bluetooth discovery time in scenarioswhere there are

multiple smart phonescarrying out servicediscovery simultaneously.

We show how location information canaid in battery managemen on smart phones[66,

63]. By storing past location traces of the user, future wherealouts of the user can be
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predicted. This information can be usefulin estimating when the next opportunity for
charging the phone will be encourtered. The knowledge of when the user will charge
the phone next can be instrumental in managing the limited battery lifetime on smart
phonesacrossmultiple applications.

Finally, we presert a novel information o w cortrol model, called Non-inference[62],
and shav how it can be usedto prevent unnecessarydisclosureof location information
to untrusted location-based services. Non-inferenceis enforced using static program

analysis.

1.8 Contributions to the Dissertation

Peter Stern and Niket Desai implemented the applications on top of SDIPP proto-
col [68. Ahmed Elgammal provided the codebasefor the vision algorithms used in
camera-phone-basedbcalization [67]. Pravin Shankar and Andrew Frankel helped with
the implementation and experimentation of the camera-phone-basedocalization sys-

tem [67].

1.9 Organization of the Dissertation

In chapter 3, we describe SDIPP, a protocol for discovering and provisioning services
to the smart phone. We also summarizethe designof Portable Smart Messageswhich
are usedby SDIPP for multi-hop servicediscovery.

In chapter 3, we describe two infrastructureless solutions for indoor localization,
which use cameraphone and light sensorrespectively. The evaluation focuseson mea-
suring the accuracy of the two solutions.

In chapter 4, we describe a location-aware battery managememn scheme for smart
phones,and presert experimental results obtained with real user data.

In chapter 5, we present a novel information o w corntrol model, called Non-inference,
and shawv how it can be usedto prevent unnecessarydisclosureof location information
to untrusted location-basedservices.

We concludein chapter 6
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Chapter 2

Lo cation-a ware Service Discovery and Pro visioning

Provisioning locally embeddedservicesto the userwithout prior knowledgeof the envi-
ronmert is animportant aspect of location-aware personalcomputing, asit is not always
possibleto customize web servicesto serwe as local services. Protocols are neededfor
seamlesslydiscovering these locally embedded servicesand provisioning them to the
user. These protocols are called Service Discovery Protocols (SDP's). Seeral service
discovery protocols (SDP's) have been proposedin the past (see Table 1.1). SDP's
can be roughly classi ed into two categories: client-service model and client-service-
directory model. In client-service model, servicesadvertise themseles and clients di-
rectly query the services.In client-service-directory model, servicescade their informa-
tion on a certralized directory and clients query directoriesin order to discover services.
While the client-service model requires lessinfrastructure and is more suitable for no-
madic environments, it is not nearly as powerful asthe client-service-directory model.
There is a needfor a protocol that takes a hybrid approad, suc that the power of

client-service-directory model is realized without the needfor extra infrastructure.

Bluetooth is a wireless protocol designedfor low-power consumption and short-
range communication (1-100 meters). Its primary purposeis to connect devicessudc
as mobile phones, printers, laptops and digital cameras. Bluetooth also has its own
servicediscovery protocol. In Bluetooth SDP, the client cortinuously transmits inquiry
padkets and hops frequencies3200times per second. A servicethat allows itself to be
discovered, regularly enters the inquiry scanstate to respond to inquiry messageshop-
ping frequenciesoncein 1.28 seconds.Bluetooth SDP has beenincorporated in smart
phonesand follows the client-service discovery model. Sincesmart phoneshave always-

on internet connectivity through 3G/GPRS, directories can be corveniertly maintained
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Figure 2.1: SDIPP Discovery Model

on the internet.

In this chapter, we presen a Service Discovery, Interaction and Payment Protocol
(SDIPP) [68] that follows the client-service-disovery model. SDIPP exploits dual-
connectivity (Bluetooth and GPRS/3G) on smart phonesto simultaneously connect
with local servicesand web services. In the rst phase,the servicesare discovered.
In the secondphase, a serviceis selected (based on the location of the user) and a
medanism for interacting with the serviceis decided. In the third and nal phase,the
userinteracts with the serviceand pays for its usage(when required). In the following,
we describe the basicarchitecture of SDIPP and the protocolsinvolved. Portable Smart

Message$61], which is usedby SDIPP for multi-hop servicediscovery, is alsodescribed.

2.1 Proto cols

SDIPP consistsof three protocols: protocol for discovering services,protocol for invok-
ing servicesand protocol for paying services.In the following, we describe ead of the

three protocols.

2.1.1 Discovery Proto col

The discovery protocol is hierarchical in nature and builds on top of Bluetooth ser-
vice discovery protocol [14] (which is query basal), and 3G. The goal is to acieve the
power of the client-service-directory model without the need for extra infrastructure.
Bluetooth SDP provides service browsing without apriori knowledge of service charac-
teristics. It doesnot include functionality for invoking services.However, it can be used

in conjunction with another protocol for serviceinvocation. The discovery protocol is
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a 3-step process:

One-hop discovery: Servicesin the proximity (one-hop) are discovered using Blue-
tooth SDP. If the list of servicesdiscovered by Bluetooth SDP includes the desired
service, the discovery phaseis over. If it doesnot include the desired service, but in-
stead lists a Service Discovery Service(SDS),the SDSis invoked to locate the desired

servicein a multi-hop fashion.

Multi-hop  discovery: SDS would implement a medanism for discovering services
and could exploit the ad-hoc network for doing so. SDS could be implemented using
any of the previously proposedservicediscovery protocols.

In SDIPP, multi-hop discovery is carried out using smart message$61]. Smart Mes-
sagesare user-de ned distributed applications similar to mobile agerts, which execute
on nodes of interest de ned by properties. Smart Messagesmigrate between nodes
of interest using corntent-based routing, where content/prop erty is stored in TagS@ace.
TagSmce is name-basedmemory and is composed of tags A tag is a (hame;data)
pair. A serviceis identied by a tag, which it createson the deviceit runs on, for it
to be discoverable by a Smart Message. The tag stores the service description. An
SDS implemented using Smart Messagesliminates the need of having directories in
the ad-hoc network. If a directory exists, it can be exploited but the discovery doesnot

depend on the presenceof a directory.

W eb-based discovery: If no SDSis listed, the GPRS/3G connectivity on the phone
is used to cortact a web service that can locate the desired service. The services
would have themselesregistered on the web serner asa way of advertising themsehes
and would periodically update their information on the web serer. This web service
would sene as a directory that lists the location of all the registered servicesaround
a particular location. A simple interval tree represeration for storing location and
servicesis used.

Since downloading data from the internet is not free of charge, directory lookup

is the last step in the protocol. The personalinformation and preferencesof the user
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are stored in the Cache on the smart phone. The web servicelists the servicesbased
on user's location, personalinformation and preferences. Figure 2.1 summarizesthe

discovery phase.

2.1.2 SDIPP Interaction Proto col

In a ubiquitous computing environment, the interaction of the client with a service
is assumedto be spontaneous, which implies that the protocol for interacting with
the service would have to be learnt on the y. The interaction protocol in SDIPP
is inspired by the idea of downloading the client-side code for the service on-the-y
as usedin Jini [8]]. Every serviceregistersitself with a web serwer, which assignsit
a unique id and storesthe interface that can be downloaded for interacting with the
service. Figure 2.2 givesa pictorial view of the interaction protocol. The protocol can

be summarized as follows:

The smart phone lists the servicesdiscovered during discovery phase. A request
is sert to the desired serviceto sendbadk its unique id over the Bluetooth con-

nection.
The serviceresponds with its id.

The id alongwith the personalinformation of the userstored on the smart phone
is sert over to a trusted web serer over the GPRS/3G connection. The personal
information of the userwould be usedfor authenticating her if the servicerequires
that. A weaker form of authentication would be using the IMEI number of the

phone, which is a 15-digit unique code that is usedto identify a GSM phone.

After an optional authentication, the web sener respondswith the code and data
that will be usedfor interacting with the service. The code is a Java program

that contains the protocol and interface for interacting with the service.

Sincethe code is obtained from a trusted sener, it is assumedto be safecode and
is dispatched for execution on the phone. All further communication betweenthe

phone and the servicetakes place as a result of executing the downloaded code.
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Figure 2.2: SDIPP Interaction Protocol

The web sener(s) for storing the downloadableinterface for the servicesmay or may
not be dierent from the web sener(s) that act as service directories. Downloading
of code from the internet is implemented using OTA (Over-The-Air) provisioning [9].
OTA is amethod of distributing new software updatesto mobile phonesover the cellular

network.

2.1.3 SDIPP Payment Proto col

The payment protocol is basedon the electronic cash represenation proposedby the
Millicent protocol [35]. There are a number of existing and proposed protocols for
electronic commercesudc as DigiCash [5], CyberCash([4], First Virtual [6], NetBill [21]
and Millicent [35]. None of these protocols has taken o due to lack of supporting
infrastructure to implement them in real life.

Digital cashis normally issuedby a certral trusted entity (likeabank). The integrity
of digital cashis guararnteed by the digital signature of the issuer,sothat counterfeiting
digital cashis extremely hard. Howewer, it is trivial to duplicate the bit pattern of the
digital cashto produce and spend identical (and equally authentic) cash.

Millicent proposesthe idea of using accouris basedon scrip and brokersto sell scrip.
A pieceof scrip represerts an accourt the user has establishedwith a vendor. At any
given time, a vendor has outstanding scrip (open accounts) with the recerly active
users. The balanceof the accourt is kept asthe value of the scrip. When the customer

makesa purchasewith scrip, the cost of the purchaseis deductedfrom the scrip's value
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and new scrip (with the new value/account balance)is returned as change. When the
user has completed a seriesof transactions, he can "cash in" the remaining value of the

scrip (closethe accourt).

Brokers sene as accourting intermediaries betweenusersand vendors. Customers
enter into long-term relationships with brokers, in much the sameway as they would
enter into an agreemem with a bank, credit card compary, or Internet serviceprovider.
Brokers buy and sell vendor scrip asa serviceto usersand vendors. Broker scrip senes
asa common currency for customersto usewhen buying vendor scrip, and for vendors

to give as a refund for unspent scrip.

In our model, the broker is a web servicethat the useralready hasan accourt with.
The vendor is the servicethat the user wishesto useand pay for. Howewer, Millicent
model assumesthat before the customer initiates transaction with the vendor, she ei-
ther already hasthe vendor scrip or the broker scrip, which can be usedto buy vendor
scrip directly from the vendor. Having service/vendor scrip prior to discovering the
servicewould imply that the useralready had someknowledgeabout the service. This
is not acceptablein ubiquitous computing scenarioswhere transactions are primarily
spontaneous. Having broker scrip prior to discovering the serviceis a reasonableas-
sumption to make, howewer, in order to be able to usethe broker scrip, the servicein
guestion should be able to verify the authenticity of the broker scrip, which requires

additional infrastructure.
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Dual connectivity on phonesallows the userto bypassboth theseassumptionsbe-
causethe user can be connectedto the broker and the serviceat the sametime.
Figure 2.3 illustrates the payment protocol. It can be described as composedof the

following steps:

The smart phonerequeststhe servicefor its broker's URL and the bill over Blue-

tooth connection.
The serviceresponds with its broker's URL and the bill.

The serviceid, broker's URL and bill amourt is sert over to the user'sbroker over

GPRS/3G along with the personalinformation of the user stored on the phone.

User'sbroker buys servicescrip from service'sbroker on user'sbehalf. The amount

of scrip bought is greater than or equal to the bill amourt.
User's broker responds to the smart phone with the servicescrip .

User pays the serviceusing the servicescrip.

Brokersare assumedo betrusted servicesthat have serviceproviders astheir clients
and other brokers as their peers. Even if the broker tries to cheat, the customer and
the serviceprovider can independertly ched the scrip and detect broker fraud.

Serviceprovider fraud consistsof not providing servicefor valid scrip or deducting
more amourt from the scrip than is valid. If the service provider tries to cheat, the
customer can detect the fraud and complain to the broker, who will take care of it.

If the customer is cheating, then the service provider's only lossis the cost of de-
tecting the bad scrip and denying service. Every transaction requiresthat the customer
knows the secretassaiated with the scrip. The protocol never sendsthe secretin the
clear, so there is no risk due to earesdropping. No piece of scrip can be reused, so a
replay attack will fail. Each requestis signed with the secret, so there is no way to
intercept scrip and usethe scrip to make a di erent request.

This payment protocol provides a security model that is well suited for pro t-based
services,where the service and the user needto be authenticated to ead other and

anonymity maintained at the sametime.
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2.1.4 Bootstrapping

The serviceregisters itself on a web directory (for discovery) and a web broker (for
payment). In addition, the service uploads the interface and data neededto interact
with it on a web serviceafter authentication and certi cation. For it to be discoverable
by an SDSimplemened using Smart Messagesthe servicecreatesa tag cortaining the

servicedescription.

2.1.5 SDIPP Arc hitecture

The SDIPP architecture consistsof the three protocols described above, which are im-
plemenrted on top of three building blocks: Bluetooth engine, GPRS Engine and Cache
Bluetooth Engine is invoked by the protocolsto discover or interact with the services
in the proximity. It is a layer above the Bluetooth stadk and provides a corveniert
Java API for accessinghe Bluetooth stack. GPRS Engine is invoked to carry out the
communication betweenthe phone and the web servicesover GPRS.

Cacheis persistert storage. The personalinformation of the user along with her
preferencegegarding servicesare stored in the cade. Personalinformation of the user
may include name, age, address,credit card number etc. Storing personalinformation
serestwo purposes: rst, it provides a way of identifying the user and authenticating
her if needbe; second,personalinformation along with preferencesand location help

in identifying the best suited servicefor the userduring servicediscovery phase.

2.2 Portable Smart Messages

Portable Smart Messagesare used by SDIPP in multi-hop service discovery. In this
section, we describe the designof Portable Smart Messagesvhich is an extensionof the
Smart Message(SM)[44] model.

The designof Smart Message{SMs) has beeninspired by mobile agerts. A Smart
Messageis a user-de ned application whose execution is distributed over a seriesof
nodesusing execution migration. The nodeson which SMs execute, called nodes of in-

terest, are namedby properties and discovered dynamically using application corntrolled
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routing. To move betweentwo nodes of interest, an SM calls explicitly for execution
migration, and routes itself without any underlying routing support. An SM consists
of code bricks(e.g Java class les), data bricks(e.g Java objects which store data) and
executionstate. SMsare resiliert to network failures, asthey carry the code for routing

themseles, and can therefore store-and-forward themsehes opportunistically .

Portable SMs is an extension of the Smart Messagemodel and has been tailored
to suit the requiremerts of resourceconstrained devices(such as smart phones), which
come with pre-installed Java Virtual Machine (JVM). In the design of Portable SM,
special attention has beenpaid to portability and lightweightness. In addition to be-
ing lightweight, Portable SMs provide the functionality to support service execution,

discovery, and migration in highly volatile mobile ad hoc networks.

2.2.1 Portable SM Arc hitecture

Every participating node hasto be equipped with the Portable SM middleware. The
middleware is written completely in Java (using J2ME CDC and CLDC), and can be
ported to the common JVMs. It consistsof the following componerts (as shown in
Figure 2.4):

Tag Space: Tag spaceis name-basedvirtual memory. It is composedof tags, which
are (name, data) pairs. These tags are Java objects that can be created, deleted,

read from, or written into by Portable SMs. Nodes are identied by properties that
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are stored in tags. Also, servicesrunning on these nodes create tags for advertising
themseles. Tagsare, therefore, integral to content-based routing and servicediscovery

over Portable SMs.

In addition to providing storage, tags also provide inter-SM communication and
syndhronization. Commonly, a blocked SM is woken up by the interpreter when the
tag is written by another SM. Each time an SM blocks on a tag, its corresponding Java
thread is terminated. Each time an SM is unblocked (and consequetly dispatched for

execution), a new Java thread is created for it.

Admission Manager:  The admission manageris responsible for receiving and ad-
mitting incoming SMs over di erent network interfaces. Our admissionmanagerlistens
on the TCP/IP socket interface (for receiving Portable SMs over 802.11b) as well as
Bluetooth L2CAP interface (for receiving Portable SMs over Bluetooth). While ad-
mitting SMs into the system, the admission managerveri es the data bricks and state

against certain veri cation policies.

Code Cache: Code cade storesfrequertly usedcode bricks. In order to implement
Code cade, Java's classloaderis exploited. The Java dynamic classloading meda-
nism is usedto load a classrepreseriing a code brick. In the process,a new Class
instance of the corresponding classis created. The classloaderwill not unload the
classaslong asthere is a live referenceto the Class instance. Referencedo the caded
classesare stored such that theseclassesare not unloadedby the classloader.When the

cading policy choosesa classfor eviction, the stored referencefor that classis removed.

Scheduler:  The scheduleris responsiblefor dispatching Portable SMs(from the ready
queue)for execution on the JVM. The scheduler is implemented as a Java thread that
extracts an SM from the ready queuein FIFO order, dispatchesit for execution as a
Java thread, and goesto sleep. When the SM completesits execution, it wakesup the

scheduler using the Java's thread syndironization mecanism.



26

2.2.2 Portabilit y

For implementiing migratory applications or services, it is important that they be
portable and transferablewith minimal overhead. The original Smart Messagearchitec-
ture [44] wasimplemened by modifying Sun's Java Kilobyte virtual machine (KVM).
The whole architecture was implemented inside the VM becauseof the needfor VM
support in capturing the execution state and restoring it at destination to resumethe
execution. This implementation, although powerful and e cien t, is not portable. Since
deviceslike Smart Phonesand Smart Watchescomewith a pre-installed Java VM, (and
most of the time usersdo not want to or cannot modify the system software on their
devices), we designedthe Portable SM middleware to execute on top of unmodied

Java virtual madhines.

The main issueto be solved in a pure Java implementation of a migration-based
middleware is performing migration without requiring the VM to capture and restore
the execution state. The execution state is located inside the VM and is not directly
accessibleto the external world. In order to provide migration without modifying
the VM, we designeda medanism for capturing and restoring the execution state by
incorporating all the necessaryoperations in the SM itself. The heart of our approad
lies in instrumenting the SM bytecode in sudh a way that the SM can save its state
beforemigration and restoreit beforeresumption with a minimal overhead. Using this
medanism, the state is encaded in the data bricks, and no explicit state information
is shipped. Being resourceand bandwidth constrained, mobile ad hoc networks impose
constraints on the amount of data that can be transferred for reliable communication.
One of the main goalsof Portable SM middleware is to make the migration medanism
extremely lightweight and e cient. Our Java bytecode instrumentation medanism
increaseghe Java bytecode sizeby only 3% asopposedto previously proposedportable
Java migration medanisms,which increasethe bytecode sizeby as much as400%. The
medanism is generally applicable to any system basedon execution migration of Java

programs

In the following, we describe the migration medanism, which is generally applicable
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to any systembasedon execution migration for Java programs. To migrate a Portable
SM, its code bricks, data bricks, and execution cortrol state have to be migrated.
The code bricks are Java class les, and data bricks are Java objects. Java re ection

medanism s usedfor loading the classeslynamically at the destination node. The Java
serialization mecanismis usedto marshal/unmarshal the data bricks acrossmigrations.
SincePortable SMs do not uselocal variables acrossmigrations (i.e., the programmers
have to include any data that they needacrossmigrations in the data bricks), object
deserializationworks ne to restore the valuesof all objects and variables.

The main problem that needsto be solved is how to capture and restore the execu-
tion cortrol state (i.e., located inside the VM), which consistsof the instruction pointer
and the method call stadk. Our solution is to instrument the Portable SM bytecode in
such a way that SMs can capture and restore their own runtime stadk beforeresuming
their normal execution at destination. The main idea is to label the dierent code
sectionsand usea virtual instruction pointer to keeptrack of which code sectionshave
already executed. At the remote site, the program is executedfrom the beginning and
the code sectionsthat have already executed are skipped, thereby reconstructing the
call stac.

There are numerous reasonsfor choosing bytecode transformation [73, 79 over
source code transformation [33]. First, source code transformation does not provide
ne-grained cortrol as provided by a bytecode transformation (e.g., the lack of goto
statemert in Java, the dicult y of instrumenting compound statemerts). Second,in-
strumenting a loop in sourcecode requiresthe loop to be unfolded in order to presene
correct execution semartics. Third, instrumenting the source code causesthe corre-

sponding bytecode to blow up, and therefore, incurs heavy overheads.

De nitions

We usethe term critical methal to refer to any method that can directly or indirectly
invoke sys migrate or blackSM. Theseare the only two methods that can lead to migra-
tion and hencecapturing and restoring of the execution control state. Therefore, only

critical methods needto be instrumented. Sincea migration (or block) happensat the
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end of a method call chain, the instrumenter hasto detect all the methods from which
sysmigrate (or blackSM) is statically readable in order to recognizecritical methods.
To simplify the exposition throughout this section, we will refer only to migration.
The bytecode instrumenter adds an integer array ip[length] to every class, where
length is the number of methods in that class. An elemen ip[i] is used as a pseudo
instruction pointer for the ith method. The code of a critical method is divided into
code regions separated by critical method invocations. A critical method invocation

marks the end of a code region and the beginning of another new code region.

Approac h

The value of ip[i] is incremerted only before a critical method invocation, and hence,
sernesasa pointer to the boundariesbetweencode regions. At the time of resumption,
the value of ip[i] also seresas a pointer to the last statemert executedinside the ith

method of the class.

The last statemert executedinside a critical method beforea migration is always a
critical method invocation (i.e., either directly a sysmigrate call or a chain of method
invocations that endswith a sysmigrate). This is the reasonwhy incremerting the
value of ip[i] only beforecritic al method invocationsis su cien t. The value of ip[i] can
be used during resumption to locate the last method invocation made from method i
before migration. Since every object has a unique ip assaiated with it, ip is carried
over asa part of data bricks and restored during deserialization.

During resumption, eath SM starts its execution from the beginning of the run()
method of the main class(i.e., Portable SMsexecuteasJava threads). The instrumenter
intro ducesa switch statemert at the beginning of every critical method to redirect the
instruction pointer, basedon the value of ip[i], to the last statement executedbefore
migration. Hence, the code already executed is skipped. For ewery method other
than the onethat directly invoked sys_migrate, this will result in an invocation of the
method that was adjacert to this method in the runtime stadk before migration. As
a consequencethe runtime stadk is recreated. The ip[i] of the method that directly

invoked sys_migrate serwes as a pointer to the statemert immediately following the
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class A{
void  <init>{

-

void Method1(){
int j =0;
int i =0;
System.out.printin("he  llo" );
Method2():
Method3():
Method4();

Migration.sys_migrate( );

TagSpace.blockSM();

Figure 2.5: Portable SM Pseudo-ode before Instrumentation

sys_migr ate call.

An SM is saidto bein resumption mode whenit is recreating the runtime stack. To
di erentiate betweenresumption mode and normal execution, the instrumenter adds a
global ag: resumption. This ag is important for preserving the correct execution
semartics. Its purposeis to activate or deactivate the switch statement introduced by
the instrumenter at the beginning of ead critical method depending on whether the
SM is undergoing normal execution or is in resumption mode. If the SM is resuming,
it is necessaryto executethe switch statemert in order to skip the already executed
code. If the SM is undergoing normal execution, it is necessaryto ignore the value of
ip[i] to ensurethat a method invocation is not in uenced by this value (i.e., ip[i] might
be non-zero due to an earlier invocation of the samemethod). The resumption ag
of the SM is set by the system before the SM is migrated and reset by the SM itself
oncethe SM hasreconstructed the method call stadk, at which point normal execution
of the SM begins. To acieve this, the resumption ag is reset after every statemert

cortaining a call to sys_migr ate.



class A{
public int]] ip;
void  <init>{

ipl = new int[5];

}
void Method1(){
int j =0;
int i =0;
if(SM.resumption == true){
switch(ip[1]{
case 0: goto label
case 1: goto label
case 2: goto label
case 3: goto label
case 4: goto label

PR O

Yelsef
ip[1] =0;
}

label 0 : System.out.printin("Hel

ip[1]++
label 1 : Method2();

Method3();

ipl1}++;
label 2: Method4();

ip[1]++;
Migration.sys_migrate()
label 3: SM.resumption = false;

ip[1]++;
TagSpace.blockSM();
label 4: SM.resumption = false;

Figure 2.6: Portable SM Pseudo-ode after Instrumentation

30
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class X{ class Y{ class Z{
Yy; Zz void Method2(){
void run(){ void Method1(){
ip = Migration.sys_migrate();
y = new Y(): . z=new Z();
ip = y.Method1(); ip = z.Method2(); }
) }
}
’ }
} Migration Snapshot
class X{ class Y{ class Z{
void run({ void Method1({ Vo'im"”i'tec‘:(?d)z(){
switch(ip) / switch(ip) / p
;:Methodl(); ; 2.Method2(); !\l/!!grauon.sys_mlgrate();
. ’ }
Resumption

Figure 2.7: Example of Resuming SM Execution after Migration

Example

Fig. 2.5 and 2.6 illustrate the transformation done by the bytecode instrumenter. Al-
though the transformation is done on the bytecode, for the sake of simplicity, we show
a higher level transformation on the corresponding Java pseudo-cale. In the example,
classA has four methods, excluding the constructor. Let us assumethat M ethodl,
M ethod2, and M ethod4 are critical methods (i.e., they candirectly or indirectly invoke
sys_migrate or blockSM ), while M ethod3 is not a critical method. We presen the
bytecode instrumentation only for M ethodl, but similar transformations take place on
the other critical methods (M ethod2 and M ethod4 in this case)as well. As M ethod3
accordingto our assumptionis not a critical method, it is not instrumented.
SinceclassA has v e methods including the constructor, ip is declaredas an array
of length v e. We initialize this array in the <init> method which is internal to the
bytecode and is invoked ewvery time a new object of the classis created. Given that
M ethodl hasfour invocationsto critical methods (two indirect, and two direct), its code
is divided into v e code regionslabeled from 0 to 4. The value of ip[1] is incremerted
before every invocation to a critical method. For instance, ip[1] is incremerted before
an invocation to M ethod2, but not before an invocation to M ethod3 which is not a

critical method.
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Table 2.1: Performance Evaluation of SDIPP

Average
Operation Time of

Completion
Bluetooth ServiceDiscovery 22.5sec
Ad-hoc ServiceDiscovery 2sec No. of Hops
Web directory lookup 2.5sec
Interaction Protocol(Lower Bound) 3 sec
Payment Protocol 6 sec

SupposeM ethodl had called sys_migr ate beforemigration, the value of ip[1] would
be 3. When the SM resumesexecutionat the destination node and erters M ethodl, the
instruction pointer would beredirectedto label 3 by virtue of the switch statemert; from
this point on, normal exeution of the SM begins. If on the other hand M ethod4 had
called sys_migrate, then the value of ip[1] would be 2. When the SM enters M ethodl
after resuming at the destination node, the instruction pointer would be redirected to
label 2 which contains a call to M ethod4, thereby skipping the already executed code

in M ethodl and recreating the runtime stad.

This examplealso shavs how the resumption ag is used. If the ag is setto false
the execution of the methods starts from the beginning. Otherwise, it starts with the
code region pointed to by ip[1]. As soon asthe SM recreatesthe stad, the resumption
ag isresetby the SM itself. This ensuresthat any future invocation to M ethodl or any
other critical method will not be a ected by the value of ip. Note that the resumption

ag islocal to an SM, but global to all the classeghat constitute that SM.

Fig. 2.7 brie y demonstratesthe working of our instrumentation scheme. The upper
part of the gure givesa pictorial view of ip in three critical methods at the time of
migration. The arrows in the lower part of the gure show the cortrol ow of the SM
from the time of execution resumption at the destination until the method stad is

recreated.
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2.3 Implemen tation and Evaluation

The SDIPP protocol wasimplemerted and tested on Sory EricssonP900smart phones.
MIDP and JSR-82 (Java Bluetooth API) were used to implement the architecture.
Table 2.1 shows the time of completion for the di erent phasesof the SDIPP protocol.
The time of completion of the Interaction Protocol depends on the size of the code
downloaded from the Internet. The lower bound is determined by the size of the jad
le of the corresponding code which is typically 250 Bytes. The time of completion
of the ad-hoc servicediscovery over Smart Messagesdepends on the number of nodes

(hops) involved.

Device and service discovery together on an averagetakes around 22.5 secondsto
complete on P900 phones. We implemented and tested a few applications on top of

SDIPP. For details refer to [68].

Portable SM architecture was ported and tested on HP iPAQs and Sory Ericsson
P800/P900 phones. Personal Java and C++ (connected through JNI) were used to
port SMson phones. Table 2.2 comparesthe cost of Portable SM execution (including
migration) on Sory Ericsson phoneswith that on HP iPAQs. The results indicate
that, for establishing a Bluetooth connection, it takes on an averagea constart of 1
second,and the round-trip time varies from 300 ms to 1600 ms (excluding the cost of
establishinga Bluetooth connection) asdata brick sizeis varied from 1KB to 16KB. For
all practical purposes,this is good performance. The performanceon iPAQs is much
better comparedto that on Sory Ericsson phones, which is expected becauseiPAQs
have more computation power than smart phonesand 802.11bo ers a much higher

bandwidth than Bluetooth.

2.3.1 Case Study

In this section, we briey describe an application that was deweloped on top of the
SDIPP protocol, for better understanding of how the protocol works. The application

allows a userto open a Bluetooth-enabled door using their smart phone.
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Table 2.2: E e ct of Data Brick Size on Single-Hop Portable SM Round-Trip Time

. Round-Trip Time(ms)
Size(BY1eS) 15 pAQ | Sony Ericsson PBOO/PS00
1044 150 1450
2088 177 1600
4056 196 1790
8010 234 2120
16010 301 2630

The Bluetooth-device attached to the door runs a servicethat can be usedto au-
thenticate the user and receive command for opening the door. The user's phone is
assumedto be equipped with the SDIPP protocol. In the rst phase,the servicesin
the vicinity are discovered using the discovery protocol. At the end of the discovery
phase,the room numbers are listed on the phone. The user selectsthe room he wants
to enter. This starts the secondphase,in which the interface for interacting with the
service and the relevant data (which in this caseis the digital key) are downloaded
from a web serer over 3G over an encrypted channel. During this phase,the personal
information of the useris sent to the web sener. The web sener responds with the
interface and key after authenticating the userbasedon the personalinformation. The
downloaded interface is then automatically dispatched for execution, which allows the
phone to interact with the door service. During this phase,the key is communicated
to the door serviceover Bluetooth. The door serviceauthenticates the key and unlocks

the door, allowing the userto erter.

We demonstratedthis application on the doors of the Computer ScienceDepartment
at Rutgers University. We emulated the Bluetooth enableddoor device using a smart
phone which runs the door service. The user's phone only interacts with the door
serviceand the web sener. The user hasto be registered with the web sener which
maintains an accesscortrol list and key database for every digital door. The door
servicecommunicates with a badkend computer that cortrols the doors. We built our
own cortrol circuit drivenby the badkend computer's serial port that cortrols the power
supply to the door lock. On receiving a signal from the door device,the computer sets

the Data Terminal Ready Bit to 1 which switcheson a 24V power supply to the door
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lock thereby openingit. Excluding discovery, the whole proceduretakesaround 5.5 sec

to complete.

2.3.2 Blueto oth Inquiry Clash

During the processof implementing SDIPP, we found that Bluetooth discovery can be
quite time consumingwhen multiple devicesare simultaneously in the inquiry mode.
We devisedan application level solution to minimize Bluetooth discovery time. In this
section, we describe the solution.

When a Bluetooth deviceis in the inquiry mode, it corntinuously transmits inquiry
padkets and hops frequencies3200times per second. A devicethat allows itself to be
discovered, regularly enters the inquiry scanstate to respond to inquiry messageshop-
ping frequenciesonce every 1.28 seconds. In order to discover all devices,the device
must spend at least 10.24 secondsin the inquiry mode [17] [14]. Once discovery has
completed, the device behaveslike other devices,entering the inquiry scan state peri-
odically. When device discovery is followed by servicediscovery the minimum time to
be spent in the inquiry mode is even larger.

On an averagea P900 phone takes22.5 secondsto discover all devicesand services.
Inquiry is a processthat inside most basebandstakesup all the radio bandwidth. This
meansthat a phone, when in the inquiry mode, cannot use the radio for anything
elseexcept actions like local friendly name retrieval or local parameter retrieval, which
implies that the serviceson the phone becomeindiscoverablewhile it is in the discovery
mode.

We can ervision applications being deployed in the future where Bluetooth devices
are continuously trying to discover other Bluetooth devices/servicesaround them. For
example, in the previously described casestudy, the door devicescould poll instead
of the phones. Another example is that of the WAP-push based advertising system
described in [17].

This problem is similar in nature to that of nodesconnectedon an ethernet, eah
trying to senddata periodically, but unlike ethernet which is a static system, this is

more dynamic in nature as new devicesare encourtered and old onesdisappear due to
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Found New Services ?

Yes No
Result OF Last Inquiry Clash ar No
Inquiry Services Found?
Clash No Services
No Services Clash or New Found
Found ervices Found
’ Subtract k

S F:‘nmr::current L ey Expanential
Original Value Timeout Backoff Backaff

Figure 2.8: Policy for Timeout For Minimizing Bluetooth Inquiry Clash

Table 2.3: Comparison of Random With Our Policy for Minimizing Bluetooth Inquiry
Clash

Number of Phones Discovery Complethn Time
Random | Policy

3 10 min 5 min

4 18 min 12 min

mobility. The solution to this problem (at the application layer) lies in choosing the
optimal timeout value t betweentwo consecutie polls. A very small t would result in

large number of clasheswhile a very large t would result in ine ciency .

If the timeout t is constart, two phonesrunning the same application and hence
polling after every t secondswill never be able to discover ead other. A better choice
would be to chooset randomly betweena certain interval [0;r]. We call this strategy
Random Let ¢ denote the time it takesfor discovery to complete, during which time
the serviceson the device becomeindiscoverable. Every device is discoverable with
probability 1  c=r.

Let X; be a random variable denoting the time instant when devicei started dis-

covery, 0 X; r. The probability p of two devicesi and j being able to discover
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ead other in the time interval [0;r] is given by
P(jXi Xjj>0 (2.1)

which comesto (1 c=r)?. Let Yii (i & j;Yj = Yji) denote the number of attempts
neededfor i and j to discover ead other. Yj follows a geometric probability distri-
bution. Let Y be a random variable denoting the number of attempts after which n
deviceswould have all discovered eat other.
Y = Yi (2.2)
i; | >i

and therefore follows a negative binomial distribution. Expectedvalue of Y is given by

E(Y) = (2.3)

TN

wherepisP(j Xi X;j> ¢ = (1 c=r)?
Let T be the random variable that denotesthe time after which n deviceswould
have all discovered ead other.
T=rY (2.4)

E(T) = rE(Y) = % 2.5)

In our casec is 22.5 seconds.We choser to be 2c which is 45 secondsfor best results.
Substituting the values,we obtain the expectedtime for n = 3 devicesto be 9 minutes
andfor n = 4, it is 18 minutes. This matched very well with the experiments. Howeer,
this is far away from the ideal, which for 3 devicesis 3c which is 67.5secondg(1 minute
7.5 seconds)and for 4 devices,90 seconds(1 minute 30 seconds).Howewer, the ideal is
achievable only with an oracle aware of all devices,that instructs the deviceswhen to
start discovery.

After careful analysis and experimentation, we came up with a policy for varying
t dynamically that seemsto do much better than Random The policy was motivated
by the bado algorithms usedto minimize clashesin an ethernet. In addition, it also
takesinto accourt the dynamic nature of the problem by keepingtrack of everts that
happened during the last discovery attempt. The user may suddenly enter a region

where there are many new servicesavailable in which casehe should poll more often,
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however, if there are no new servicesfound or if a clash happens, then the value of t
should be increased. Figure 2.8 shaws the policy. For bestresults, original(initial) value
of timeout t waschosento ber (45 seconds)and k which is a constart, waschosento be
15 seconds.Table 4.1 shawvs how this policy compareswith Random We beliewve there
is room for improvemert. Better results could be obtained by using macdine learning

techniguesto learn the policy for varying t.

2.4 Discussion

SDIPP assumesthat servicesare SDIPP-aware. This is a limitation of our approad,
which is common with other servicediscovery protocols. Making servicesoblivious to
the discovery protocol is a challenging problem. This can be alleviated to someextent

with the use of ontologies, however, the solution is not clear.

Bluetooth hasits own limitations, someof which have beenpointed out in this chap-
ter, such aslong discovery time. SDIPP builds on top of Bluetooth and the limitations

of Bluetooth, therefore, a ect SDIPP's performance.

It is important to build lightweight servicediscovery protocols that can be widely
used. A widely used service discovery protocol enableseasy deployment of services.
Since mobile phonesare ubiquitous, it is wiseto build servicediscovery protocols that

are phone-certric.

2.5 Summary

In this section, we described the designand implementation of the Service Discovery,
Interaction and Payment Protocol (SDIPP). We also preseried a casestudy and a
solution for the Bluetooth Inquiry Clash problem. The ewaluation results indicate
satisfactory performance. The designof Portable Smart Messagegwhich aid in service
discovery and execution) was also preseried. SDIPP relies on user location for web-
basedservicediscovery. Location can be easily determined outdoors with the help of
GPS, which usesthe existing satellite infrastructure. There is no sud globally accepted

solution for determining user location indoors. The next chapter describes how user
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location can be determined indoors without extra infrastructure to be installed in the

environment.
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Chapter 3

Determining User Location Indo ors

In order to enablelocation-aware personalcomputing, cortin uous location updates are
neededboth outdoors and indoors (as described in , SDIPP also requires user loca-
tion for web-basedservice discovery). Global Positioning System (GPS) is a globally
acceptedsolution for determining user's location outdoors. It usesthe existing satel-
lite infrastructure for determining user location. The useris required to carry a GPS
receiver, which calculatesits position by measuringand triangulating the distance be-
tweenitself and three or more GPS satellites. No sud globally acceptedsolution for
indoor localization exists. This is due to the lack of a uniform infrastructure for in-
door localization, unlike GPS, which utilizes the existing satellite network. Each of the
previously proposedsolutions for indoor localization relies on someinfrastructure for

sensinglocation, as shown in Table 1.2. This makesdeployment hard and costly.

A practical solution for indoor localization should be infrastructureless, preciseand
robust. As hasbeensuggestedefore[48], onefeasibleway to accomplishthis isto create
a fusion systemthat conbines information from an array of body-worn sensors,eat
of which senseslocation information using existing infrastructure. While individual
sensorsmay not be precise and may only work under certain conditions, the fusion
system as a whole should be quite robust. In this chapter, we demonstrate the use of
two sensorsfor indoor localization: phone cameraand light sensor.We show that eadh

of them is capable of sensinglocation with room-level precision.

3.1 Localization Approac h

In this section we describe the main ideasbehind the two localization solutions.
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3.1.1 Location Determination with Camera Phone

In camera-phonebasedlocalization, the camera-phoneis assumedto be worn by the
user as a pendart(Figure 3.1). The camera captures images periodically and sends
them to a web sener over 3G/GPRS. The web sener has a database of imageswith

their corresponding location. Upon receiving an image, the web server comparesit with

stored images,and basedon the match, estimatesuser'slocation. This is accomplished
by using o -the-shelf image matching algorithms and tailoring them for this purpose.
Imagescorrespond to "corners". Figure 3.3 shows two low-resolution imageswith dif-

ferert locations corresponding to the samecorner. First image was taken with camera
in the south-eastquadrant of the room. Secondimage was taken with camerain the
north-east quadrant of the room (as shawn in Figure 3.2). The localization accuracyis

further improved by taking user trajectory into accourt.

This solution doesnot rely on any external infrastructure. Neither custom hardware,
nor wirelessaccesspoints are required. Physical objects do not have to be "tagged"
and usersdo not have to carry any special device. The only cost involved is that of
building an image database,which is commonwith other localization solutions [82, 39,

22, 60, 48, 75, 27, 56]. User orientation is also determined along with location.

3.1.2 Location Determination with Light Sensor

In light sensorbasedlocalization, the light sensoris assumedto be worn by the user
either as a pendart or top of a hat (or shoulder). Light is the term used for electro-
magnetic radiation of frequenciesin the band 4 10“Hz to 8 10“Hz. Luminous
ux (F) is the measureof e ectivenessof light in producing visual sensationand is
directly proportional to the brightness of the light source. The luminous intensity (1)
of a point-source is a measureof the luminous ux (F) it producesper unit solid angle
(), andis dened asthe ratio dF=d. Finally, illumination (E) is a measureof the
luminous ux (F) falling per unit area(A) of a surface(e.g alight sensor)and is de ned
asthe ratio dF=dA. Illumination is measuredin lux, and is related to intensity | by the

expression:E = | cos'=r 2, wherer is the distance of the surfacefrom the light-source
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Figure 3.1: Left: Phone as Pendant, Right: Snapshotof Client

and ' is the anglethe normal to the surfacemakeswith the incident radiation. While
intensity is a property of the light source,illumination dependson the distance of the

surfacefrom the light sourceand its orientation.

The light sensor measuresillumination, which is intuitiv ely the amount of light
energy incident per unit area of the light sensor. lllumination is measuredin lux and
is directly proportional to the intensity of the light source. The key insight is that the
distribution of light intensity inside a room is unique under static lighting conditions,
which can be usedto ngerprint a room. This solution also doesnot require any extra
infrastructure to be installed in the environment. Existing light sourcesare used for
localization. In addition, it only takes around a minute to collect training data for a

room, which is very e cien t.

3.2 Data Collection

Both camera-phoneand light sensorrequire data to be collectedfor every room that is
usedto train the localization algorithms. In the caseof camera-phone,it is necessary
to build a database of imagesfor the dierent rooms in the building. In order to
minimize the overhead of data collection, we use a Java client that runs on the phone
and sendsimagesto the web sener, as the databasecreator walks around. The web
sener extracts features from the received imageson the y and storesthe featuresin
a database. The images/featuresin the databaseare manually tagged with location

afterwards. The processof tagging imageswith location can be partially automated by
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Figure 3.2: Room Layout

Figure 3.3: Two Low-resolution Images of the Same Corner

using a speed recognition interface on the phone, sothat the databasecreator can tag

imagesby announcing location while pictures are taken.

During image database creation, multiple imagesof the samecorner are taken to
accommalate for di erent heights and angles. On an averageten imagesper corner are
stored. The succesf the system dependson the amourt of e ort put into database
creation. More images per corner increasesthe chance of success. The number of
imagesin the databaseis alsodetermined by the desiredfrequency of location updates.
High update frequency requires high coverage, which implies a denseimage database

to accommalate for small changesin the location of the user.
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Figure 3.4: Left: Light Sensoron a Hat. Right: Light Sensoras a Pendant

Figure 3.5: Apparatus Usel for Data Collection for Light-basel Localization

In the caseof light sensor,it is necessaryto build a database of light intensity
readingsfor the di erent roomsin the building. For that, the databasecreator walks
around in every room at slow constart speedwearing the light sensor. The light sensor
is connectedto a light meter (Figure 3.5), which recordsthe readingsof the light sensor
in lux. The light meter is in turn connectedto a laptop, which logs the data. Using
the laptop is optional; the light meter itself is capable of logging the data. The probe-
frequency can be varied{ we chose0.5 secondfor our experiments. The training data

is processedo obtain ngerprin ts for every room.

3.3 Localization Algorithms

In this section, we describe the algorithms usedfor determining location using ead of

the two sensors.
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3.3.1 Location Determination with Camera-phone

When the web sener receivesa query image, it comparesit with the imagesstored in
the database. Every imagethat matcheswith the query imageis assigneda weight that
re ects the degreeof similarity betweenthe two images. By image comparison,we im-
ply feature comparison. Three o -the-shelf algorithms are used for image comparison:

Color Histograms [76, 54, 80], Wavelet Decomposition [42] and Shape Matching [45].

Color Histogram: A color histogram of an image is a three dimensional distribution

that re ects the probability of existenceof certain color in the image. For example,
if the image is represerted in the RGB color space,then eat pixel has three values
(r,g,b): red value, greenvalue and blue value. In this case,to build the color histogram
of an image, ead of the axesin the RGB color spaceis divided into certain number
of bins (this operation called quartization). For exampleif the red valuesis quantized
into k bins and the greeninto | bins and the blue into m bins, this givesus a total of
k | m bins. Eadh pixel in the image is mapped into its corresponding bin. The
number of pixels that are mapped into ead bin are counted and that give us the color
histogram of the image. The color histogram can be represerted as a N-dimension

vector whereN=k | m.

In our systemwe implemented two kind of color histograms: RGB color histogram
and HSV color histogram. The RGB color histogram is built directly from the images
while for the HSV color histogram, ead pixel has to be transformed from RGB into
HSV color histogram rst. The RGB color spaceis hot perceptually uniform. Also RGB
histograms su er from sensitivity to lighting conditions, i.e., the sameimage may have
di erent color histogram under di erent lighting conditions. The HSV color histogram
has the advantage of separating the color information from the light information that
make it possible to have more bins for the colors and fewer bins for the lightness
and saturation information. That makesHSV histograms more robust under di erent
lightening conditions. We use HSV histograms in our system. There are numerous

metrics for measuring histogram similarity. We usethe L1 metric, also known as the
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city black distance:
Xq . .
D)= i Jdij
i=1
where D represerts the distance (i.e dissimilarity) betweentwo imagesl| and J.

Shap e Matc hing: The basicidea behind shape matching is to detect the edgesin the
imagesand to build an edgemap represetting the location of edgesin the image. The
similarity is then measuredusing correlation betweenwindows in both images.

In our implementation, we used Solel operator to detect the edgesin the image.
The imageis then divided into M M blocks. M M edgemap (2 dimensionarray) is
constructed by setting edgemap entry to 1 if its corresponding block contains certain
percenage of edgesand 0 otherwise. The similarity betweentwo edgemapsis performed
by correlating eath window from one image with corresponding set of windows in the
other image and calculating edgematching score. That is, for ead window certered at
location (i; j ) in the query image edgemap, a set of windows certered at the neighbors
of (i; j) is consideredin the databaseimage edgemap and for ead window from the
query edgemap and ead window in the databaseedgemap, a scoreis calculated by
counting the edge-edgematching. The overall scorefunction betweena query edgemap

A and an edgemap B stored in the databaseis S(A,B):

ixM ij
S(A;B): F(Aij ;B)
i=1 j=1
where
uzx-K:Zv:'N-K:Z
F(Aj;B) = S(Ajj ;Bu)

u=i K=2v=j K=2
whereK is the sizeof the neighborhood tested around pixel (i; j) of the edgemap and
the function s(A; ; Byy) calculate the scoreof matching a window of sizew w certered

at pixel (i;j) in A with a window in B certered at (u;v).

Wavelet Decomp osition: This technique is an implementation of the approad used
for content-based image query based on wavelet decomposition. This technique per-

forms wavelet decomposition of ead of the color channels (red, green, blue) of the
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image basedon Harr basesto represert the image with some coe cien ts. Then the
coe cien ts with largest magnitude are used and the rest are truncated. The coe -

cients are then quartized to +1 or -1 valuesin order to speedthe seard and reduce
the storage. The similarity of a query image with an image from the databaseis based
on the weighted distance betweenthe coe cien ts represeting the query image and the
coe cien t represerting ead imagein the database. No dimension reduction is usedin
this technique, instead inverted le is usedto store for ead coe cien t which images

have positive or negative valuesin ead color channel.

Each algorithm described above assignsa weight to the image. The total weight
of an image is calculated as a linear combination of the weights assignedby ead al-
gorithm. In the current implemenation of the system, color histograms is assigneda
weight of 1 and the other two algorithms are assigneda weight of 0. As a result, only
color histogramsis usedfor comparison. Oncethe weight of the imagesin the database
with respect to the query image are known, the following methods can be used for

location determination:

Naiv e Approac h: In this approad, the imagesin the databaseare organizedin a at
manner. The location of the useris the location of the image that matchesthe query
image with maximum weight. In other words, the location of the useris the one that

maximizesthe probability of seeingthe query image.

Hierarc hical Approac h: In this approad, the imagesin the databaseare organized
hierarchically. The imagescorresponding to a o or are grouped together, the images
corresponding to a room are grouped together and soon. When the systemdetermines
that the userhasenered a particular room, subsequeh seartiesare performedonly on
the imagesof that room, until the systemdiscoversthat the userhas exited the room.
There are two advantages of this approac: (1) the seard gets localized and hence
responsetime decreasesand (2) the probability of error decreasesbecausethe system
has fewer imagesto confusethe query image with. The disadvantage of this approad

is that if the systemincorrectly determinesthe room the useris in, subsequeh searties
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would get a ected and produce wrong results.

History-based Approac h: In this approad, the web serer keepstrack of the tra-
jectory of the user. Basedon the past locations of the user, a better estimate of the
current location can be derived. In other words, the location of the useris determined
not from a singlequery image, but multiple query imagesreceived over a certain period
of time. When the sener receivesa query image, it looks at the last n-1 query images.
The current location of the useris the one that maximizesthe probability of sesing the
n query imagesin the shortest period of time.

To implement this, a simple shortest-path/nearest-neighbours approad is used.
Upon receiving the nth query image, the web server carries out a seard (image com-
parison) basedon the last n query images. Let k; denote the set of top 10 imagesthat
match with the ith query image, and let Iocation(k{) denote the location of the jth
imagein that set. The weighted euclideandistance betweenthe jth image of setk; and

the mth image of setk;.1 is given by :
d'™ = w jlocation(k!) location(k™, )j.

where w is inversely proportional to the weight of image k{ .

Path is the set of images (one corresponding to ead query image) such that the
sum of the weighted euclideandistancesbetweentheseimagesis the minimum among
all possible combinations. In other words, these images de ne the shortest possible

path (scaledby the weight of images)that the user could have traversed,and also the

most likely.
Path = 8", kljD/* = d* + D,,;;D; = minj, Di*g

The location of the imagein setk, that belongsto the set Path is returned asthe

current location of the user:
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current_location = location(k, \ Path).

We usethe sliding-window approad for keepingtrack of the history. The window
of n imagesto be consideredfor calculating the shortest-path slidesby 1 with ewvery
new query image. The intuition behind using the shortest-path/nearest-neighbours
approad is the following: assumingthat the userdoesnot abruptly increaseher walk-
ing/running speedabove a certain limit, the current location of the user should not be
too far away from her past locations. We useweighted distancein order to give higher
priority to imageswith higher weight (i.e imagesthat match better with the query
image). This is the reasonfor using a multiplicand w, which is inversely proportional
to the weight of the image. In e ect, instead of estimating the location of the user
basedsolely on the similarity with the query image (as in the Naive and Hierarchical
approades), the location is estimated by rst estimating the most likely path that the
user could have traversed. The most likely path is the one that maximizesthe proba-
bility of "seeing” the last n query images. Every time a new query image is received,
the top 10 matches corresponding to ead of the last n query imagesare used, instead
of directly using the last n estimated locations. This is done in order to accourt for
possibleerror in the estimation of past locations.

Figure 3.6 shavsthe various componerts of the system. Client-side componerts were
implemented in Java using MMAPI [2] which is supported on someSymbian OS phones.
Nokia 6620 mobile phoneswere usedfor experiments. All sener side componerts were

implemented in C++ for performancereasons.

3.3.2 Location Determination with Light Sensor

The amourt of light energyincident on a light sensordependson the intensity of the
light sourcesin the room aswell asre ection from walls and furniture inside the room.
While light illumination at a particular location inside a room may be the sameasthat
at another location in a di erent room, the distribution of light illumination valuesin
roomsare quite distinct. The problem of identifying which room the useris in basedon

a setof light illumination values,canbeformulated asa classi cation problem for which
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Figure 3.6: SystemArchitecture for Camera-phone Basal Localization

ngerprin ts of rooms needto be created. In what follows, we describe two algorithms
for ngerprin ting and identifying rooms.
Bayesian ngerprin ting: In Bayesian ngerprin ting, the light illumination valuesof
aroom collectedduring the training phaseare discretisedinto a number of intervals. A
histogram is then obtained by courting the number of points that lie in ead interval.
Each point corresponds to the value of light illumination at a certain location in the
room. Therefore, the height of an interval is directly proportional to the number of
locations in the room with light illumination value in that interval. In order to create
sudh a histogram, the data collector must spend equal amourt of time at every location
in the room during the data collection phase. Figure 3.7 shavs the Bayesian ngerprin ts
(or histograms) for four rooms. It is evidert from the gure that the ngerprints are
quite distinct. This algorithm does not take into accourt the spatial distribution of
light illumination in the room.
Bayesian localization: During the testing phase, when a new set of light illumi-
nation values s is obtained, Bayesian localization nds the room R that maximizes
the probability that the points in set s have beensampled from room R, denoted by
argmaxgr P (Rjs). Applying Bayesrule, we get:
argmaxg P (Rjs) = argmaxgr P (sjR), assumingP (R1) = P(R2):: = P(Rp).

We know that argmaxg P(sjR) = argmaxg ifP(ajR)ja 2 sg. Probability of

sampling a point from a room is directly proportional to the height of the histogram
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Figure 3.7: Bayesian Fingerprints (Histograms) for Four Rooms

interval in which the point falls: P(ajjR) = hR(ai)zP i hr(&), where hr denotesthe
histogram for room R, and hr(a;) denotesthe heigh of the interval in which a; falls.
From here we obtain,
Y X
arg mF?xP(st) = arg mgx (hr(a)= hr(&)) (3.1
i i
Intuitiv ely, the probability that a set of points s has been sampled from room R is
directly proportional to the product of the heights of the histogram intervals in which
the points in s fall.
Range-max ngerprin ting: In Range-max ngerprin ting, only the minimum and
maximum values of light illumination obtained for a room during the training phase
areretained. The ngerprin t of aroom is given by the tuple f min; maxg, which denotes
the range of light illumination valuesin that room. Figure 3.8 shows the Range-max
ngerprin ts for six rooms.
Range-max localization: During the testing phase,when a new set of light illumi-
nation values s is obtained, the Range-max localization algorithm nds the room R

that minimizes the quantity abgmax(R) max(s)) and for which min (R) min(s)
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Figure 3.8: Range-maxFingerprints for Six Rooms

max(s) max(R). Quantities min (R), max(R) are the minimum and maximum val-
uesof light illumination for room R asobtained from the ngerprin t. Quantities min (s),
max(s) are the minimum and maximum valuesof light illumination in sets. Intuitiv ely,
this algorithm assumesthat ewvery room has a uniqgue max value, and that the range

and the max value together can be usedto identify a room.

3.4 Evaluation

In this section, we describe the experiments that were carried out to evaluate the two

localization systemsand preseri the results.

3.4.1 Experimental Results for Camera-phone Based Lo calization

A partial imagedatabasewascreatedfor the third o or of the Computer ScienceDepart-
ment building, to include sixteenrooms, staircase,a bridge and the corridors. Creating
the databaseis a slightly tedious process. It takes around an hour to construct the
databasefor a room, which includesthe time for databaseconstruction, pruning aswell
as annotation of images. The databasewas constructed over multiple days. Database
construction aswell asexperiments were carried out during the day on weelends. In all,
the databasecontains around 300 locations (i.e corners). The goal of the experimerts
wasto test the feasibility of the approach. We sough the answersto the following two
questions: (1) How successfulis our approad in achieving room-level accuracy?,and
(2) How successfulis our approad in estimating the orientation and location of the
user anywhere in the building?

Exp erimen tal Metho dology .

Three main experimens were conducted. The experiments were carried out on two

userswith v e trials per user. In the rst experiment, the userwould wear the phone
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Figure 3.9: Low-Resolution Pictures of a Few Rooms Taken from the Door

Figure 3.10: Low-Resolution Query Image Matcheswith Image 3

as a pendart and enter the room as the cameratook a picture. The image database
would comprise of only pictures corresponding to user standing at the door of a room
and facing inside, with ten imagesper door. This experiment wasconductedto nd the
probability of succesdgor room-level accuracy Hierarchical and History-basedapproadc
doesnot apply to this scenario. Figure 3.9 shows the pictures of a few roomsthat were
experimented with. Figure 3.10 shavs an example query image that matchesbest with
Image 3 in Figure 3.9. In the secondexperimert, the image databasecomprisedof only
inside-room pictures of all rooms. The experiment was conductedwith the userwearing
the phoneasa pendart and walking around inside rooms, sendinga query image every
four seconds.

Figure 3.11shaws inside-room pictures of a few rooms. Figure 3.12shows exampleof
a query imagethat matchesbestwith Image 4 in Figure 3.11. Most of the roomsin the
Computer Sciencebuilding are around 4mx7m. The systemreports user's location to
guarter-room level accuracy (North-East, North-W est, South-East, South-West), and
one of the four orientations (facing North, facing South, facing East, facing West).
The databaseconsistsof ten imagesper corner to accourt for varying user heights and

angles,and sixteencornersper room (four cornersper quarter corresponding to the four
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Figure 3.11: Low-Resolution Pictures of Di er ent Corners

Figure 3.12: Query Image Matches with Image 4

orientations). The third experiment was conductedwith the complete database,asthe
user walked around on the 3rd o or. This includes corridors, staircaseand the bridge
in addition to rooms. We call this corner-level accuracy During the experimens, the
userswould either stand stationary when the image was being clicked, or walk at very
low speeds,in order to cover all the corners. This was necessarybecauseof GPRS

latency.

Exp erimen tal Results.

Table 3.1 shaws the results for the three experiments. The results correspond to the
ten trials. From the results, it can be concluded that for applications that require
only room-level accuracy the Naive approach would suce. Corner-level accuracy
corresponds to the most general case: the user walking inside rooms, acrossrooms
and inside corridors. History-based approac clearly showvs improved performancefor
this case. Hierarchical approad performs well most of the time, but completely fails

sometimesand is, therefore, not reliable.

We found that the Color Histograms algorithm worked very well ascomparedto the
other two, and was chosenas the primary method of image comparisonin our system.

We noticed that while most of the imagesresulted in accurate location, someof them
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Table 3.1: SuaessProlability for the Three Localization Experiments (Using Camera-
phone)

. . . History-
Approaches Naive Hierarchical Baepdy
Room-level accuracy 93% N/A N/A
Quarter-ro om-level accuracy 83% 96% 94%
Corner-level accuracy 50% Non-deterministic 80%

Table 3.2: Energy Consumption and Respnse Time for Sendingan Image and Receiv-
ing Location Update

| Image Size | Avg. ResponseTime | Avg. Energy Consumption |
5KB Image 720 msec 630mJ
128KB Image 4100 msec 3600mJ

were hard to recognizeand were often confusedwith other similar images, bringing
down the overall succesgate. Even when a query image was incorrectly matched, the
correct one was often among the top three matches, suggestingthat if the approat
were combined with another low-costlocalization medanism, extremely high accuracies

could be achieved.

We worked with low-resolution JPEG imagesof size5 KB. Experiments with high-
resolution images(128 KB in size) resulted in approximately the samesuccesgate as
low-resolution images. By working with low-resolution images,we could save substan-
tially on energy as well asresponsetime. Table 3.2 shows the averageresponsetime
(i.e latency) for experiments, as well asthe averageenergy consumption on the phone
for sendinga query image and receiving one location update.

An experiment was carried out to study the e ect of changesin the environment,
namely: (1) movemert of furniture, (2) presenceof human beings and (3) varying
lighting conditions. This experiment was conducted for one room. We found that
slight movemen of furniture, such as chairs, computers, objects on tables and sheles
did not a ect the accuracy of results. The accuracy of results su ered when there was
a signi cant change, suc as removal of a desktop monitor from a desk. The accuracy
fell drastically when lighting conditions were varied. When the lights in the room

were dimmed, the succesgrobability fell to lessthan 20%. Much to our surprise, the



56

Figure 3.13: Left: Imagein the Database; Center: Image With a Person; Right. Person
Wearing a Brown Jacket

presenceof human beingsin the pictures did not a ect the accuracysigni cantly. Out
of the sixteen cornersin the room, only six su ered from the presenceof a human being.
Three of these were recognizedwith a successrate of only 10%, two were recognized
with a succesgate of 50%, and one was recognizedwith 90% succesgate. For the last
one, the succesgate fell to 70% when the personin the picture wore a brown jacket.
(Figure 3.13 shaws the three pictures: the original picture, picture with a personin it,

picture with a personwearing a brown jacket.)

It is not completely clear why someimages are recognizedmore accurately than
others in the presenceof a human being, but we conjecture that it is becauseof the
fact that someimageshave more distinguishing objects in them ascomparedto others.
When an imageis recognizedwith low accuracydueto presenceof a person,it is almost
always confusedwith an image of the same corner but taken from a distance. Some
of these obsenations can be attributed to our primary method of image comparison,
which usesColor Histograms. Color histogram of an imageis produced by discretising
the colorsin the imageinto a number of bins, and courting the number of image pixels
in ead bin. Color histogram of an image varies only slightly with the angle of view

and the movemern of objects inside the image.

The computation time on the location serer is 100-120msecwhich is a fraction of
the total responsetime. Responsetime is dominated by the time taken to sendthe
image to the sener and is therefore subject to the bandwidth delivered by the cellular
data service, which in our caseis GPRS. GPRS delivers a bandwidth of 20-40Kbps,

depending on user speed. With the advancesin the telecomnunications technology,
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signi cantly better bandwidths are expected. For example, 3G delivers a bandwidth of
around 400Kbps at pedestrianuser speedsand over 2Mbps in xed locations, which is

much higher than the bandwidth provided by GPRS.

3.4.2 Experimental Results for Light Sensor Based Lo calization

Light illumination measuremets were collected for two o ce buildings that belongto
the Department of Computer Science.In all, data was collected for 27 rooms and the
corridor (henceforth 28 rooms). Of these, 8 rooms have windows and 20 rooms have
static lighting conditions (i.e no windows).

Exp erimen tal Metho dology .

Two separate datasets were collected{ one in which the light sensorwas worn on top
of a hat (as shown in Figure 3.4(left)) and the other in which the light sensorwas
worn as a pendart (as showvn in Figure 3.4(right)). When the light sensoris worn asa
pendart, lower accuracy can be expected becausethe user'sbody obstructs and a ects
the amount of light energyincident on the light sensor. For either experimert, it only
takes a minute to collect data for a room, and a total of half-an-hour to collect data
for all the rooms. For roomswithout windows, multiple sud datasetswere constructed
over atime-period of oneweek. Thesedatasetswere mixed; somewere usedfor training,
and the others were usedfor testing. For rooms with windows, data was collectedin a
similar fashion but at three di erent times of the day (for sewen days) and over a time
period of three weeks,and mixed the data by hour of the day. The reasonfor collecting
data at dierent times of the day and over seweral days was to obsene the e ect of
diurnal cycle and weather changeson the accuracy of the approad.

For collecting testing data, the userwalks through the roomsand corridors at normal
walking speed, stopping at certain locations periodically to imitate real-life mobility.
The data is then pre-processedusing two data lIters. The rst Iter fragmeris the
dataset into smaller pieces,where eat piece cortains the data of a room. For this,
the Iter looks for jumps in the light intensity readings, which correspond to the user
exiting/entering aroom. The second lter discardscortiguous repeatedreadings,which

correspond to the user standing at a location.
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Figure 3.14: Rooms Without Windows. Light SensorWorn atop a Hat (top) and as
Pendant (bottom)

The goal of the experiments was to validate the following hypothesis: it is possible
to prokabilistically determine which room the user is in if they are wearing a light sen-
sor. For validating this hypothesis,two ngerprin ting/lo calization techniques, namely
Bayesian and Range-max, were evaluated on two di erent datasets: one in which the
light sensoris worn on top of a hat, and the other in which the light sensoris worn
asa pendart. The scalability of thesetechniquesis also tested by varying the number
of rooms from 2 to 20 (for rooms with no windows), and from 2 to 8 (for rooms with
windows). The ability to tell between 20 rooms or lesscan be su cien t for seweral
applications if we assumethat indoor localization solutions would typically work in a

hierarchical fashion, i.e identify the building, identify the o or, identify the room.
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Training and testing datasets were collected and stored separately Training data
was processedio obtain ngerprin ts for rooms using Bayesian and Range-max nger-
printing algorithms. Testing data was pre-processedo separateout light measuremeis
for di erent rooms, and eliminate corntiguous repeated readings. The testing data cor-
responding to a particular room wasthen fed into the two localization algorithms. Both
the algorithms pick a cortiguous set of points s starting at a random position in the
dataset, which is then matched againstthe ngerprin ts asdescribedin Section3.3. This

is repeatedfor all the rooms 100times.

Localization accuracywould depend on jsj, which represerns number of light illumi-
nation readingsneededto localizethe user. If the time interval betweentwo consecutive
light illumination readingsist, then the localization latency is given by tjsj. In our case,
t = 0.5 second. Higher the value of jsj, higher the localization latency.

Results for rooms without windo ws.

Figure 3.14 shows the localization accuracy of the two algorithms as a function of the
number of rooms. The graph on the top shows the performanceof the algorithms when
the light sensoris worn on top of a hat, with jsj = 10 and jsj = 8 for Bayesian and
Range-maxrespectively. The averageaccuracy of Bayesianfor 20 roomsis 91.2% and
that of Range-maxis 71.6%. The bottom graph shows the localization accuracy of the
two algorithms when the light sensoris worn asa pendart, with jsj = 10and jsj = 6 for
Bayesian and Range-maxrespectively. The averageaccuracy of Bayesianfor 20 rooms
is 80.3% and that of Range-maxis 68.1%. Any sensiblelocalization algorithm should

do better than Random which determinesuser'slocation by randomly picking a room.

Figure 3.15 shows the localization accuracy of the two algorithms for 20 rooms, as
a function of jsj. The graph on the top correspondsto the casewhen the light sensoris
worn on top of a hat. Bayesianattains peak accuracywhen jsj = 10, while Range-max
attains peak accuracywhen jsj = 8. The bottom graph correspndsto the casewhen
the light sensoris worn asa pendart. Bayesianattains peak accuracywhenjsj = 10in
this case,while Range-maxattains peak accuracywhen jsj = 6. As mentioned before,

lower value of jsj implies lower localization latency.

The localization accuracyis lower whenthe light sensoris worn asa pendart because
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Figure 3.15: Rooms Without Windows. Light SensorWorn atop a Hat (top) and as
Pendant (bottom).

the user'sbody a ects the amourt of light energyincident on the light sensor.Bayesian
consistenly outperforms Range-max. However, Range-maxrequiresa lower value of jsj
(hencelower localization latency) to read its peaklocalization accuracy Also, Range-
max is independert of the amourt of time the userspendsat a particular location. For

Bayesian, Itering needsto be carried out.

Results for rooms with windo ws.

The experiments were carried out in 8 symmetric rooms with large windows. Data
was collected at three xed times of a day (morning, noon and afternoon) for sewen
days over a time period of three weeks. The datasetswere mixed and tested in se\eral

di erent ways to understand the e ect of sunlight, diurnal cycle and weather changes
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Figure 3.16: Rooms With Windows. Light SensorWorn atop a Hat

on the accuracy of the approad. In this dissertation, we report the results obtained
with Bayesian while wearing the light sensoron a hat. In one experiment, the data
for a particular hour of a day was tested against the data for a di erent hour of the
day for the sameday. The accuracy was found to be between 35-42% for 8 rooms.
In another experimen, the training data of all the days was mixed together and was
tested against a separatedataset corresponding to one particular day. The accuracyfor
8 roomswas found to be between40-45%. In a third experiment, data for a particular
hour for a certain day was tested against the data for the samehour for another day.
The accuracywas found to be between55-60%. Finally, the data for a particular hour
for di erent days wasmixed together and tested against a separatedataset for the same

hour of a dierent day. This yielded the best accuracy ranging between 68-73%for 8
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rooms. Figure 3.16 shows the detailed results corresponding to this case.

From theseresults, we can concludethat bestaccuracyis achieved by including time
information in the query and conditioning on the hour of the day. We can alsoconclude
that the e ect of weather can be partially neutralized by mixing the training data of
seeral days together (conditioned on the hour). Howewer, di erent setsof ngerprin ts
would have to be constructedfor di erent seasonsWe noticed that evenwhenaroomis
misclassi ed, it is almost always the secondor third best candidate suggestingthat the

accuracycan be further improved if this approad is combined with another approad.

3.5 Discussion

The two localization solutions described in this chapter have their own limitations. The
camera-phone-basedocalization sthemeis not resilient to changesin the environment
such asmovemert of furniture, and fails whenthe line of slight is blocked. Light-sensor
based localization works moderately well in the presenceof sunlight. As sud, this
approad is applicable at night or to buildings with signi cant number of window-less
rooms, such as museumsor girthy o ce buildings where only peripheral rooms have
direct exposureto sunlight.

We believe that a practical solution for localization would be a fusion system that
incorporates an array of sensors(such as camera, light sensor, GPS, WiFi interface,
accelerometeretc), derives location information from ead of the sensorsand fuses
them together to obtain accurateresults. Although ead of the sensorscould fail under
certain conditions (for example the light sensormay not work very well when there is

interferencefrom sunlight), the fusion systemas a whole should be quite robust.

3.6  Summary

In this chapter, we presentied two solutions for indoor localization: camera-phonebased
and light-sensor based. These solutions do not require any extra infrastructure to be

installed in the environment.

The camera-phonebasedsystemwas able to attain room-level accuracy with more
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than 90% successprobability and corner-level accuracy with more than 80% success
probability, using a history-based location determination approad. The latency of

receiving location updatesover a GPRS connectionis around a second,which would be
ewven lower for a 3G connection. The image comparison algorithms remain una ected

if resolution of the imagesin the databaseis the sameas the resolution of the query
image. By using low resolution images,it was possibleto reduce energy consumption
and responsetime signi cantly.

Light-sensor basedlocalization achieves up to 90% succesrobability under static
lighting conditions, but works moderately well in the presenceof sunlight. Construction
of Bayesian ngerprin ts is fast and corveniert. It takesaround a minute to ngerprin t
aroom.

Both the localization solutions preseried in this chapter are infrastructureless and
can be combined together to attain higher accuracies. For example, the knowledge of
which room the useris in can signi cantly prune down the seard spacefor camera-
phone-basedlocalization scheme. The light sensorcould either be embedded in the
phone or iPod of the useror worn separately as a clip.

Camera-phonebasedlocalization is a power hungry systemthat candrain the phone
battery. With multiple sudh processesunning on the phone, it becomesnecessaryto
managethe limited battery lifetime. In the next chapter, we describe how the limited

battery lifetime of mobile devicescan be managedacrossdi erent applications.
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Chapter 4

Lo cation-a ware Battery Managemen t

Location-aware personalcomputing is certered around the idea of running client fron-
tends and applications on resource-constrainedpersonal devices (e.g smart phone),
many of which would run asbadground tasksincluding daemonsfor determining user's
location, daemonsfor listening to incoming network requests,daemonsfor warming the
phone cade etc. These processesvould compete for the limited resourceson these
devices. The most crucial resource,which determinesthe availability of a personalde-
vice, is battery lifetime. We study the caseof smart phone, which in this dissertation,
represerts the intelligent personal device. We show that location information can be

usedto managebattery lifetime intelligently.

On smart phones,the interfacesthat inform the user of the battery levels (such as
ACPI [1]) have not kept up with the ewlution of the capabilities of these devices. A
simple \battery remaining" or even\time remaining" doesnot enablethe userto make

the right decisionsasto the spend of the energybudget and the requestfor recharging.

Prior researt on dealing with the limited battery lifetime problem hasfocusedon
optimizing energyat di erent levels of the stadk, starting with hardware all the way up
to the application layer. The most commonly used energy optimization medanism is
hibernation, in which the CPU or other hardware units of a systemare put in low-power
mode when not being actively used. This is commonly done by the operating system.
Dynamic voltage scheduling is another commonly usedoptimization technique in which
a compiler-directed algorithm identi es program regionswherethe CPU can be sloved
down with negligible performanceloss[46, 40]. Two e ectiv e application-level energy
optimizations have beenproposed: cyberforaging [23] and application adaptation [32,

20]. In cyberforaging, computation is o -loaded from the battery poweredmobile device
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to a wall-powered sener wheneer pro table. In application adaptation, the delit y of
an application is lowered wheneer low battery levels are detected. While a lot of
work hasbeendoneon optimizing energy there hasbeenlimited researth on managing
battery lifetime acrossapplications and treating energyasa rst-class operating system
resource. To the best of our knowledge, ECOSystem([86] is the only piece of work that
takes this approadh. ECOSystem is a framework for sharing battery lifetime as a
resourceacrosscompeting applications.

The primary purposeof the mobile phone is telephory (i.e making and receiving
calls and exchanging text messages).Other applications are secondary Hence, there
is a notion of priority among applications, which should be imposedon the manner in
which applications consumelimited battery power. A low priority application (such
as a badground task) should not be allowed to compromisethe availability of a high
priorit y application (such as telephory).

The key obsenation is that the knowledge of when the userwill recharge the phone
next is crucial to managing battery lifetime on phones. This is becausethe knowledge
of when the next recharge will happen determinesthe total battery lifetime available
to applications. A user study shows that userstypically charge their phonesat xed
locations [25]. Hence, by predicting the wherealouts of the user, it should be possible
to predict charging opportunities. In this chapter, we describe a location-aware battery
managemem architecture [66, 63] for smart phones (henceforth CABMAN), basedon

four principles:

The availability of crucial applications to users should not be compromised by

non-crucial applications.

The opportunities for charging should be predicted to allow devicesto determine
if they have scarceor plentiful energy instead of using absolute battery level as

the guide.

Location information can be usedto predict charging opportunities.

User involvemert should be minimal.
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Figure 4.1: Battery ManagementSystemArchitecture

4.1 Arc hitecture and Algorithms

The key role of the battery manageris to be able to answer the query: Wil | the phone
battery last until the next charging opportunity is enmuntered? In order to answer this
query without involving the user, the battery manager should be able to answer the
following three questions(1) when the next opportunity for recharging will be available
and hence,what is the total battery lifetime available to the user? (2) what fraction of
this battery lifetime will be consumedby critical applications such as telephory? and

(3) what fraction of this battery lifetime can be left for useby non-critical applications?

We identify three subproblems: (1) prediction of the next charging-opportunity, (2)
prediction of the call-time that might be required by the userin the interim, and (3)
prediction of how long the battery will last if the current set of applications cortinue to
executeon the device. With this knowledge,the battery managerwill be able determine
if the userwill run out of battery sooner than they should, and ask them to terminate

one or more applications or look for a charging opportunit y.

In order to solve thesethree subproblems,we designeda systemthat can monitor
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usercortext and sensebattery level of the device;a set of algorithms for making predic-
tions and a certral componert for assimilating the information together and warning the
user appropriately. The system consistsof eight componerts as shown in (Figure 4.1)
divided into three categories: system-sgeci ¢ monitors, predictors, and the viceroy/UL.

System specic comp onents: The Processmonitor is responsible for keepingtrack
of the processesunning on the device and informing the viceroy whenewer a new pro-
cessis detected. Battery monitor probesthe battery periodically and enquires about
remaining charge and voltage level. Context Monitor is responsible for sensingand
storing cortext information (such as location) on the phone. Call Monitor logs com-

munication (incoming/outgoing calls, incoming/outgoing SMSs).

4.1.1 Charging Opp ortunit y Predictor

The crux of the systemis that a phone should determine if a charging opportunity is
near enoughfor the battery to \last" until then (by which we mean maintaining the
ability to executethe crucial application). If this is true, then the system should not
inconveniencethe user with unnecessarywarnings or actions suc as going into low-
power modeswith reducedfunctionality. If this is false,then evenif the phone battery
is relatively full, the system should warn the userthat they risk a dead battery.

The charging opportunity predictor predicts the future wherealouts of the user
from the location trace stored on the phone. Certain locations are marked as charging
opportunities (based on the charge trace stored on the phone). The prediction of
when marked locations will be reaced is accomplishedby pattern-matching the current
pattern of location movemeris against the set of location traces stored on the phone.

Intuitiv ely, the algorithm proceedsas follows. If the current location samplesare,
sa, AB C, then a seard is made through the history of all traces that contain the
sequenceAB C (say DEAB CFG), and for eath of the resulting traces, the time is
determined betweenthe time of entry of the current location and the time of entry of
the next charging-capablelocation. Thesetimes are then averagedto get an estimate
of time-until-charging-opprtunity .

Formally, let a location trace tr be denoted as a sequenceof tuples: (l,t,c) , wherel
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denoteslocation, t denotesthe time when the userentered that location and c is either
1 or 0 depending on whether or not the user can charge the phone at that location.

Let the j™ location trace trj be denotedby (I;t/;d), let the i!" tuple in this trace be

denotedby (I!;t/;d), and let the last tuple in this trace be denotedby (I ;i tl i Cast)-

For a given location trace (Ij i d ), let tjCharge denote the time when the user ernters

the next charging-location. A location trace tr; is said to be contained in another

location trace tr if 9i(l) = 1511 = 1k, ;1 = 1K ). Given a location trace

(Itoday . ttoday - ctoday) - the time interval before the next charging opportunity becomes
o P . _ o

available is estimated as ( ; (tyharge  th))Ni(contained(today;j); 1, = liog” ), where

contained(today; j) implies that trqgay is contained in trj, and N is the total number

of traces for which contained(today;j) is true.

4.1.2 Call Time Predictor

Telephory is regardedasthe \crucial application” for mobile phonesin that usersalways
want to be able to use this application (e.g. for emergencycalls or rendezwus with
friends). The \non-crucial applications” should not be allowed to drain the battery to
the stagewhere the useris deprived of telephony service.

To protect the availability of telephony, we needto predict the call time needsof
the user. There are three options in order to adieve this. A simple method would be
to askthe usercould seta minimum call time level which they always like to maintain.
Howewer, this is not dynamic, so a user must cortinually ensurethis setting is up-to-
date. A more complex but dynamic method, which doesnot require user input, is to
use past calling behaviour to nd the averagenumber of minutes of call time that the
user needsduring ead hour of the day, and to usethis to get an upper bound on the
total call time required within a given time interval. This can be enhancedby viewing
weekda/s and weelend days separately since call behaviour is likely to dier in that
time.

Formally, let a call-trace calltr be denoted as a sequenceof tuples: (h,t) where h
denotesthe hour of the day and t denotesthe call-time usedin that hour. Let the

j" call-trace calltr; be denoted by (h/;t), let the i™ tuple in this trace be denoted
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by (h{ ;t{). The call-time to be usedin a given hour hy is estimated as (P j t{():N,
where calltr; is a past call-trace, and N is the total number of past call-traces selected
(e.g over the last three months). This algorithm is tested in the evaluation sectionand
shown to work well.

The third option is to usea hybrid of the two listed above to adhieve a consenative
prediction. For instance, we could use the policy \k eep twice my average call time
available, and a minimum of 10 minutes for emergenciesn addition to the predicted
call time". The correct choice of policy dependson user preference,such asthe user's

perceived annoyance at being unable to make a call versustheir perceived annoyance

at having to chargetheir phone more often (which is the tradeo being contemplated).

4.1.3 Battery Lifetime Predictor

Battery managemen software and hardware have developed recertly and may provide
accurate estimates of the charge level left in the battery. Howewer, this by itself is
insu cien t to predict lifetime accurately, since applications may vary their battery
demandsover time. Also, batteries have di erent chemistries with di erent reactions
to typesofload (constart, spiky, etc) andthey age. In this chapter, we proposea battery
lifetime metric that is independert of battery age and takesinto accourt applications'
battery usage.

One obvious and often usedmethod of predicting battery lifetime is to monitor the
rate of drain of the battery and extrapolate this linearly to exhaustion. However, due
to the factors mentioned above, this is not reliable. To illustrate this, we examinethe
battery discharge curves of a number of devicesin idle mode (i.e. not running any
applications, but with no power-dovn power managemen software active). We call
this diagram the base curve. Figures 4.2 and 4.3 show basecurvesfor a new laptop,
an old laptop and an HP iPAQ. Since people do not replace old batteries, either by
choice or due to a ordabilit y, we found it important to include an old battery in the
experimenrtal setup.

As we can see, while the base curve of new laptop looks linear, that of an old

laptop is highly non-linear (consistertly so over many iterations). At the sametime,
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Figure 4.2: Base Curve for a New HP Laptop (top) and Old Dell Laptop (bottom)

the base-cune of the PDA (which reported just the voltage level) was also non-linear

and spiky.

The approad we took is to compare the actual discharge when applications are
running against the measuredbase curves in order to predict for battery life. This
requires a one-time o ine measuremen of the basecurve, which a device can do for
itself during a period where the userdoesnot needit (similar to battery reconditioning
that usersperform today). This can be repeated periodically (e.g. on the order of
months) to make sure that the changing performanceof the battery over its lifetime is

compensatedfor. The algorithm proceedsas follows: with a given set of applications
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Figure 4.3: Base Curve for an HP iPAQ

running, we measurethe dischamge speedup factor over a particular drop in battery

energy (or voltage). This is calculated by comparing the time it would take for the
battery to reduce by that amount during idle (from the basecurve), divided by the
actual time that it took for the battery to drop by that amourt. In other words, with

applications running, we measurethe battery capacity ¢; and ¢, at two time instances
t; and t, respectively; we nd time instancestz and t, that correspond to battery

capacitiesc; and ¢; on the basecurve. The dischamge speedup factor is calculated as
(ta tg)=(t2 t1).

We then divide the remaining lifetime of the battery if the device were idle (from
the basecurve) by the discharge speedupfactor, to obtain the predicted remaining time
for the battery. As we shall seein the evaluation section, this has provento be a very

accurate measureof battery lifetime remaining.

4.1.4 Viceroy and User Interface

The viceroy is CABMAN's certral componert. It usesinput from the predictors and
directly from the processmonitor, in order to decidewhen action must be taken using
someform of userinterface (Ul). The main job of the viceroy is to corntinually monitor

whether the battery lifetime prediction combined with the battery requiremert of the
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estimated call time requiremert from the call time predictor, meansthat the battery
will expire before or after the next charging opportunity. If the energy level is not
su cien t to last until the next charging opportunity, then the viceroy must usethe Ul
(audible or visual signals) to notify the user. Formally speaking, the user should be
warned if t > r f(m), wheret is an estimate of the time interval before the next
charging opportunity surfaces,r is an estimate of the remaining battery lifetime, m is
an estimate of the required call-time and f (m) is the map from call time to battery

lifetime.

When warned, the user may be able to take care of the situation by (i) kiling some
battery-hungry applications (up to and including powering down the deviceasa whole),
(i) changetheir behaviour soasto make lesspower demandsof the device, (iii) plan to
charge the device according to the time-scalethat the viceroy predicts the device will
last, or (iv) acceptand understand that they may losethe ability to make calls (or, in

general, executecritical applications).

When the useris at a placewith a charging opportunity (as may often be the case,
e.g. for userswith a home charge and o ce charger), the viceroy's job is to decide
whether to usethe Ul to askthe userto chargethe device, or whether the battery level

is su cien t to read the next charging opportunit y.

4.2 Experimental Results for the Battery Management Arc hitecture

We have implemented a battery managemem prototype for Linux and Symbian OS.
The purpose of this prototype was to carry out a feasibility study. The ability to
make predictions with acceptableerrors is a key indicator of the real-life performance
of the battery manager. Therefore, for evaluating the system, we evaluate the three
prediction algorithms used: charging opportunity predictor, call-time predictor and
battery-lifetime predictor.

Charging Opp ortunit y Predictor

Charging opportunit y predictor predicts when the next opportunity for charging the

phone will be encourtered. To evaluate the performance of the charging opportunity
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Figure 4.4. Charging Opportunity Prediction Error for Various Sample Sizesand His-
tory Sizes

predictor and call time predictor, we useda large trace of measuremets of real users
captured in MIT's Reality Mining project [3], which in turn usedconext logging func-
tionality from the University of Helsinki. This excellert data set was gathered by
deploying Nokia 6600phonesto more than 80 subjects for around nine months.

We presert the percertage prediction error averagedover the traces of all subjects,
varying our algorithm's parameters of sample size and history size in Figure 4.4. As
we expect, an increasing sample size generally increasesaccuracy (the curve is lower)
and reliability (the curve wavers less), as more closely- tting historical data is usedin
prediction, with a samplesize of 1 being only the current location used,and a sample
size of 15 being the previous 15 locations. The e ect of increasingsample size appears
to bottom out at around 10. From a tested range of 1{60 days, history size appearsto
be optimal at 40 days; intuitiv ely more history provides a longer averaging period, but
longer-term changesin user behaviour (e.g. the change of home or workplace) mean
that useof too much history has a negative e ect.

Using the parameters of 10 samplesand a 40 day history, the average prediction
error acrossthe 80 user, 9 month trace is 16%, which corresponded to an absolute

error of 12 minutes on average. This indicates that the charging opportunit y prediction
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algorithm is highly likely to give useful results in practice.

We also evaluated the algorithm by conditioning it on the day type (weelend or
weekda), that is, if the current location trace is that of a weekda then it is compared
against the past location traces of only weekdgs. We did not notice any signi cant

di erence in performance.

Call Time Predictor
Call time predictor predicts how much call-time will be required by the userin a given

window of time. The Reality Mining traces are also used to evaluate the call time
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predictor. Using the call logs of these traces, we can executethe prediction algorithm
described previously, where the number of minutes of call time usedin a given hour
of the day is predicted by the averagenumber of minutes usedin previous days. The
average prediction error of this algorithm is shown in Figure 4.5. We can seethat, as
onemight expect, it is easierto predict call time requiremerts for the middle of the day
than it is for evenings(where userstypically make many calls), and easierfor weekda/s
than weelends. Howewer, even in the worst casethe averageprediction error is under

a minute out of the hour.
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The low prediction errors seemsuspiciously good, until one examinesthe actual
calling pattern of users,asshown in Figure 4.6. Thesecumulativ e distribution functions
(CDFs) shaw that the typical call is short (71% calls are lessthan a minute, 90% calls
are lessthan 5 minutes), and in a typical hour very few calls are made (75% with 2
calls or fewer), although both of these curves have a \long tail", which accourt for
the occasionallong call. While we obviously cannot accourt for the latter case(how
can we predict an incoming call from an occasionally-in-contact friend when humans
cannot?), the type of functionality we are looking to presenein CABMAN is the crucial
application of telephory for rendezwus or emergencies. The user does have a choice
to specify the additional amount of call time they would like to reserne over and above

the predicted call time.

Therefore, the short calls forming the majority of usageare those that interest
us, and the algorithm preseried is shovn to provide a feasible way of dynamically
estimating the call requiremerts of the usersin this large trace. Particularly when
conmbined with user-sgeci ed minimum thresholdsfor call-time-remaining (as discussed
previously), we believe that the systemcan make useful estimatesfor user needsfor the

crucial application of telephony.

Battery-lifetime  Predictor

In order to evaluate the performanceof the battery-lifetime predictor, we experimented
with three di erent madines: an HP laptop with a new battery, a Dell laptop with
a very old battery and a regular HP iPAQ PDA. First, the base curves for all the
three machines were obtained, as shavn in Figures 4.2 and 4.3. Next, we obtained the
actual discharge curvesfor a set of applications (web, music and video) and all combi-
nations of these applications running together (7 combinations) on all three madines.
We simultaneously ran the prediction algorithm for battery lifetime (using a 2 minute
obsenation window to obtain a prediction), and monitored the device's own battery
lifetime prediction via the ACPI interface. Advanced Con guration and Power Inter-
face (ACPI) de nes commoninterfacesfor devicecon guration and power managemen

on Linux-basedsystems.

As previously described, the prediction algorithm essetially calculatesthe dischamge
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Figure 4.7: Base Curve Together With Discharge Curves (actual and derived) for the
New HP laptop (top) and Old Dell laptop (bottom)

speedup factor basedon obsenation of the running set of applications, and usesit to
predict the remaining battery lifetime. In the process,the algorithm implicitly derives
a predicted discharge curve for the given set of applications, which is usefulin order to

illustrate the performanceof the algorithm.

Figures 4.7 and 4.8 shaw the basecurve for the three devicestogether with the
actual and derived discharge curvesfor a web application and movie player executing
together. In all casesthe actual discharge curve and the derived discharge curve track

eat other closely showing that the algorithm performs well. In the caseof iPAQ,
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Table 4.1: Comparing Accuracy of Our Battery Lifetime Prediction Algorithm with
ACPI's

Machine Av erage Prediction Error
Our algorithm | ACPI
New HP laptop 1.2% 23.5%
Old Dell laptop 6.1% 120.2%
HP IPAQ 3% 52.2%

the discharge curve is a measureof the instantaneous voltage level as opposedto the
battery charge level asin the caseof laptops. The iPAQ fails when the voltage level

falls below a certain threshold.

Table 4.1 summarizesthe performanceof the battery prediction algorithm against
the devices' own battery lifetime predictors (obtained via ACPI), acrossexperiments
using all 7 combinations of applications. Our algorithm clearly wins, with average
errors of 1%, 3% and 6%, while ACPI's estimatesare (on average) over 100%0 (i.e.
predicting more than double the actual lifetime) in the caseof an older battery with a
non-linear discharge curve. In absolute terms, we are able to predict battery lifetime
with an average accuracy between 4 minutes for the new laptop and 12 minutes for

the iPAQ. This experiment shows that our battery prediction algorithm is capable of
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providing accurate enoughinformation to support the feasibility of CABMAN.

4.3 Discussion

Charging-opportunit y predictor and call-time predictor perform reasonablywell for an
average user whoselife erntropy is not very high. For userswith a very high entropy
lifestyle, the prediction algorithms described in this chapter may not work very well.
Additional corntext information will be neededto improve the accuracy of these pre-
diction algorithms for sud users. This may include calendarinformation, information
about the travel plans of the user, context information of the contacts of the user, etc.
Obtaining and using this additional context information can be challenging in itself.
Many userscharge their phonesin their carswhile driving. For such users,it is not
always possibleto assaiate charging with location. The charging-opportunit y predictor
should then assaiate charging with the user's presencein the car, and should predict
when the user will be in the car next. This would also require additional context

information to be logged.

4.4 Summary

In this chapter, we described a system and a set of algorithms for managing limited
battery lifetime on smart phones. The main idea is to log user's information on the
phone (such as location, call-time usage,etc) and useit to predict future wherealouts
of the user and in turn use this information to decide what fraction of the battery
should be resened for crucial applications. Experimental results demonstrate feasibil-
ity of this approach. The knowledge of user's future whereabouts can enable seweral
non-corverntional applications including mobile data pre-fetching and route planning in
addition to battery managemenmn

In the next chapter, | presert a solution for preservingthe location-privacy of the

user against untrusted services.
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Chapter 5

Information Flow Control for Location Priv acy

Location-aware personalcomputing requires user location to be sharedwith untrusted
third parties, such as web services. Releasinglocation information without breading
userprivacy is a hard problem. Unlessthe usersare secureabout their location privacy,
they would be reluctant to uselocation-aware applications. This hurdle would have to
be overcomeiif location-aware computing is to be globally accepted. This problem
has been studied in the past and solutions proposed[31, 43, 36]. The state-of-the-
art solution appliesthe idea of k-anonymity [77, 36] to location information using data
perturbation techniques. In this solution, location information is perturb ed by reducing
the spatiotemporal resolution until the data met the k-anonymity [77, 36] constraint.
This is a very generally applicable technique. Howewer, it may lead to inferior quality
of serviceif the accuracy of location information doesnot match the requiremerts of

the service.

In this chapter, we describe a service-sgeci ¢ location privacy approad, certered
on an information ow cortrol analysis. Consider a scenariowhere a trusted location
serner maintains mobile subjects' position information. Location information consists
of identit y of the subject, its location, and the timestamp when the subject was presert
at that location. When an LBS provider needslocation information, it can requestto
install an aggregation module on the trusted serwer. The module can accesslocation
records on the sener and comnmunicate aggregateresults (e.g., distance between two
cars, density of vehiclesin region, or mean velocity of vehicleson road segmer) to
the LBS provider. This eliminates the needto reveal raw location information to the
LBS asthe desiredresult is computed on the trusted sener itself using exact location

information.
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In order to presene privacy, the trusted serer needsto ensurethat the data sert
to the LBS is indeed aggregatedand location-safe. That is, the LBS provider must
be unable to deducethe location of any mobile subject from the received information.
Since an aggregationmodule, due to malice or incompetence,may covertly leak infor-
mation, this requires a detailed analysis of the aggregationmodule. This analysis can
be performed either by the operator of the trusted location sener or another trusted
third party (like VeriSign) that guarantees correct behavior of the module. To enable
the analysisand certi cation of a large number of di erent aggregationfunctions, there
is a needfor tools to assistin verifying code for location-safey. In this context, we de-
scribe a systembasedon an information o w analysistailored to aggregationmodules

for time-seriesinformation sud as location traces.

5.1 Information Flow Control

Information- 0 w policiesare end-to-end security policiesthat provide more precisecon-
trol of information propagation than accessortrol models. A large body of work exists
in this eld, most of which is purely theoretical in nature. Here, we summarizethe most
noteworthy piecesof work in this areathat have led to the ewlution of this eld. The
lattice model for multilev el security systemswas rst proposedby Denning et al [29].
In this model, objects are assigneddi erent security levels, where objects can be les,
segmers or program variables depending on the level of the detail. The security levels
are organizedas a lattice. Information is allowed to ow only from low security levels
to high security levels. This has beenthe universally acceptedmodel for represering
multilev el security systemsewer since. A special caseis whenthere are only two security

levels: public and private.

State of the art in information- o w cortrol is Non-interference [26, 59|, which was
introduced by Goguen and Meseguerin their seminal paper [59]. Intuitiv ely, non-
interference requires that high-security information does not a ect the low-security

obsenable behavior of the system. In other words, private data does not in uence
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public data. Non-interference is fairly easy to enforce using language-basedtech-
niques [30, 51, 85, 52]. In particular, static program analysis has demonstrated ad-
vantages of little run-time overhead, the capabilities of managing implicit information
ows, and provable guarantees. Jif [85, 52] is a popular static analyzer that enforces
non-interference on annotated Java programs for multilev el security systems. Central
to this implementation is the notion of a principal, which is an ertity (e.g user, process,
party) that can have con dentialit y concernwith respect to data. Principals can ex-
pressownership on data (i.e program variables) via security labels which are analogous
to security levelsin multilev el security systems. Thesesecurity labels are usedto track
ow of information betweenprogram variables. Illegal information o ws are prohibited

using type analysis.

Non-interference, howewer, is a very strict requiremert for most systemswhere pri-
vate data often interferes with public data. Its applicability is, therefore, extremely
limited. This was explicitly stated in [71]. Sincethen, there has beenreseart on re-
laxing non-interference. Giacobazziet al proposedAbstract Noninterference [34], where
they usedabstract interpretations to generalizethe notion of non-interferenceby mak-
ing it parametric to what the attacker can analyze about the information ow. Many
downgrading scenarioscan be formally characterized in this framework. Downgrad-
ing/declassi cation is a term usedfor lowering the security classof an object, e.gfrom
private to public. This allows sensitive information to be leaked when necessary How-
ever, this framework is mainly theoretical. To practically apply this theory in building
program analysis tools, we needto designways to expresssecurity policies and med-
anisms to enforcethem. Approximate Non-interference [58] is a model in which the
notion of non-interferenceis approximated in the sensethat it allows for someexactly
quanti ed leakage of information. This is characterized via a notion of processsim-
ilarity. In this model, programs leaking more information are consideredlesssecure.
Howewer, comparing the quartity of information leakage doesnot have direct sensible

meaningsin most situations.

In arecert work [49] Li and Zdancewicproposeda generalizedframework of down-

grading policies. A downgrading policy de nes how and when the security level of a
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particular sensitive data ertity canbe downgradedto allow leakagewhen necessary Us-
ing this framework, the user can specify downgrading policieswhich are enforcedusing
atype system. The main cortribution of this work is the formalization of a framework
that enablesdowngrading. The real challengeis to de ne downgrading policiesthat are

applicable to real systems.

5.2 Non-Inference

The problem of verifying location-safey of an aggregation module can be regarded
as an information- ow control problem. The standard information- o w cortrol model
called Non-interference [59, 26] requires that any possible variation in private data
must not causea variation in public data. That is, if the value of a public variable g
dependson that of a private variable p then non-interferenceis violated. In e ect, non-
interferenceisolates private data from public data. In doing so, it guaranteesthat the
publicly obsenable behavior of a system/program that doesnot reveal anything about
its private behavior. Howewer, data isolation is an extreme measure,and in many real
applications it is not possibleto isolate private data from public data. For example,
in our casethe migratory code computesresults basedon private location information.
Theseresults are transmitted badk to the LBS and are public. Since private variables
a ect the value of public variables, it is not possibleto enforcenon-interferencein this
case.The questionthen is: Is it possibleto envisagean information- o w cortrol model
that doesnot require data isolation and yet presenesprivacy? Under what assumptions

can such a model be realized?

In this chapter, we proposea weaker model of information- o w cortrol called non-
inferenc. Non-inference requires that the adversary should not be able to infer the

value of a private variable basedon the valuesof public variable.

Let us denote a program as a function f which takesinputs ij;i»;::in and produces
outputs 0p;02::::0¢. Let P denote the set of private input variables and Q the set
of public input variables. All output variables are assumedto be public. Function

f satis es non-inferenceif and only if : (9ix 2 Pjff;o0;02:::0¢g ! ix). Inferenceis
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denoted by the symbol ! . Informally speaking, a program satis es non-inferenceif
an adversary cannot infer the exact value of a private input variable from the output
variables and the program code.

The question is: Is it possibleto decideif a program satis es non-inference? It
can be shown that in the most generalcase(when no assumptionsare made about the
program or the capabilities of the adversary), non-inferenceis undecidable. (We provide
a proof in the next section). Howewver, non-inferenceis decidableif we can assumethat
multiple executionsof untrusted code are independen of ead other. (We prove this in

the next section.) To understand this better, considerthe following code snippet:

int h(int x1, int x2, int i){
int  out=0;
ifi - == 1)
out = (x1+x2)/2;
output(out);
}else{
out = x1*x2;

output(out);

Here x1 and x2 are private variables and i is a public variable. Function h returns
the averageof x1 and x2 if i = 1, otherwiseit returns the product of the two variables.
Body of function h and the value of the input variable i are sert by the untrusted
service. From oneexecution of h, the untrusted servicelearns either the product or the
average. It cannot infer the value of x1 or it x2 from out. Now, considertwo di erent
executionsof h with i=1 and i=2, respectively. The rst execution returns average of
x1 and x2, while the secondexecution returns product of x1 and x2. By knowing both
averageand product, the adversary can infer the valuesof both x1 and x2.

Non-inference,therefore, allows information to o w from private variablesto public
variables, but in order to prohibit the adversary from learning the value of any pri-

vate variable from public variables, it is necessaryto assumethat multiple executions
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are independert. Execution independencerequiresthat the results obtained from one
execution should not aid the results obtained from another execution of the same or
di erent application. This is usually the casefor location-basedapplications. In this
example,if x1 and x2 are x-coordinates of two moving vehicles,and there is a time gap
betweenthe two executionsof h, then the valuestaken by x1 and x2 would be di erent
for the two executions. This makesthe two executionsof h independert of eat other.

Non-inferenceis therefore applicable to location-basedmobile applications.

5.3 Pro ofs for the Theoretical Prop erties of Non-Inference

Mo del of Protection Systems: For sake of completeness,we rst introduce the

protection systemas described in [38], which consistsof the following parts:
a nite setof genericrights R

a nite set C of commandsof the form:

commandc (X1, X2, X3,...Xk)Y{
if rl in (Xsl, Xol) and
r2 in (Xs2, Xo2) and

rm in (Xsm, Xom)

then
opl
op2
opn
end

where op is one of the primitiv e operations
enter r into (Xs, Xo)
deleter from (Xg, Xo)

create subject X
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create object X,
destroy subject X

destroy object X,

Also, ry;rp; iry are genericrights s1;sp;:::sm and 0g; 0p; :::0y, are integers.

A con guration of a protection systemis a triple (S;O;P), where S is the set of
subjects, O is the setof objects, S 2 O, and P is an accesamatrix, with a row for every
subject in S and a column for every object in O. PJs; 0] is the set of rights that subject
s hasover object 0. An operation sudh asenter r into X, X,) will erter right r in the
accessnatrix at position (Xs, Xo), wherexg and x, are actual parameterscorresponding
to formals X5 and X,. An example of subjects and objects would be processesand les
respectively.

Transition from a con guration Q = (S;O; P) to another con guration Q°= (S¢ 0% P9
under the execution of an operation op, is represerted asQ ~ op Q% Readability of Q°

from Q is represened asQ > Q°

Safety: Givena protection system,acommandc(X 1; X 2; :::Xk) is saidto leak a generic
right r from con guration Q = (S;0;P) if ¢, when run on Q can erter right r into a
cell of the accesamatrix which previously did not cortain r.

An initial con guration Qg is said to be unsafefor r (or leaksr) if there is a con g-
uration Q and a command c suc that
(1) Qo Qand
(2) cleaksr from Q

Qo is safefor r if Qg is not unsafefor r.

In [38], Harrison et al prove that it is undecidable whethera given con gur ation of
a given protection systemis safefor a genericright r. In other words, safety problemis
undecidable In addition, they prove that the safety problemwithout the create primitive
is decidable and completein polynomial space. It is, however, not clear if a polynomial

time solution is possible.
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Complexit y of Non-inference: Wewill shaw that the safety problem(as describedin
the previous section) can be reducedto the problem of deciding non-inference. Through
this, we prove that non-inferenceis undecidable. In addition, we reducethe problem of
deciding non-inferencefor single execution of a program to the safety problem without
create primitive. Through this, we prove that non-inferencefor uni-directional infor-

mation ow is decidable.

Theorem : Non-inference for an arbitrary program is undecidable

Pro of: We reducethe safety problem to the problem of deciding non-inference. Given
an initial con guration Q = (S;0;P), we createa program M with a set of variablesV
suhthat V.= S[ O {S5;;S,9. Input variables Vinpyt = fVj(S1;Vv) = rg, where(x;y)
represetts the cell in matrix P corresponding to row of x and the column of y. Output
variables Vouput = fVj(S2;Vv) = rg. Intuitiv ely, S; can be looked upon asa subject that
has rights over all input variables and S, as a subject that has rights over all output
variables. All input variablesin set S are labeled private, while thosein O are labeled
public. The statemerts of M are created by corverting ead row of the accessmatrix
into an assignmem statemert. The assignmem statemert corresponding to the row for
subject S; is §; = ff §jjPy = rgg ff OyjPk = rgg, where correspndsto the
concatenation operator.

Program M when executed, will create a dependencymatrix for its variableswhich
will correspond to the accessmatrix P. To understand this, note that an assignmen
statemert in M of the form v; = v, essetially corresponds to a right r in the cell
(v1;v2) of the matrix P. Thus, rights in P represen data dependenciesin M. If M
violates non-inference,its executionwill leadto a con guration suc that by executing
some command ¢, the adversary can ernter a right r into a cell (S2;x), where x is a
private input variable of M. If M satis es non-inference,then no such command can
be executed. The problem of deciding safety for right r in con guration Q can be thus

solved by creating a program M from Q and deciding non-inferencefor M .
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Theorem : Non-interferena for uni-dir ectional information ow is decidable

Pro of: We reduce the problem of deciding non-inference for single execution of a
program to the safely problem without the create primitiv e. Safety problem without

the create primitiv e has beenshown to be decidable [3§].

Given a program M, let V bethe set of variablesof M and E the set of expressions
in M. We create a con guration Q = (S;0;P), suththat S= O=V][ E[ In[ Out
where | n is the placeholderfor a subject that hasrights over all input variables of M
and Out is the placeholderfor a subject that hasrights over all output variables of M .

Program M (in the intermediate represenation) can have two typesof statemerts:
assignmen statemerts or if-then-else statemerts. Matrix P is created from the state-
ments of M . Assignmern statemerts in M can be of three types: (1) vi= v, 2) v=¢e
(3) e = f(vq;Vv2;:vp), Where v represens a variable, e represens an expressionand
f represens a function that computesthe value of an expressione from the variables
occurring in it. P is created from the assignmem statemerts in the following way: for
every statemernt of the form vy = vy, right r is entered in the cell corresponding to
the row of vi and the column of v,. Similarly, for every statemen of the form v = g,
right r is entered in the cell corresponding to the row of v and the column of e. For
statemert of the form e = f (v1;v2;::vp) (e.ge = x + y), right r is entered in the cells
corresponding to the row of e and the columns of vq;Vv»;::vy. All diagonal cells of the
matrix have the right r in them. The row corresponding to I n hasright r in all the
columns corresponding to the input variables of M. Similarly, the row corresponding
to Out hasright r in all the columns corresponding to the output variables of M .

Assignmert statemerts are responsible for explicit information- o w in a program.
Conditionals lead to implicit information- o w. For example: if(x = 0) theny = 1 else
y = 2, createsan information- o w from x to y, since the value of y dependson the
value of x. To accommalate for implicit information- o w due to conditionals in M,
P is extendedin the following manner: for every cortrol variable (e.g x in the above

example), right r is entered in the cells corresponding to the column of the cortrol
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variable and the rows of all variables/expressionsoccurring on the left-hand-side of the
assignmen statemerts that are enclosedwithin the conditional corresponding to the

cortrol-variable. To understand this better, considerthe following code snippet:

ifx = 0) then
vl = v2
else
v3 = v4
end

Here, x is the cortrol variable. v1 and v3 occur on the left-hand-side of the state-
ments enclosedinside the conditional, and hencetheir value is a ected by the value of
X. For this example,right r would be entered in the cells (v1;x) and (v3;x) of P.

Con guration Q = (S;0;P) thus created, captures the possible information- o w
dependenciesn program M . If somecommand c can be executedon the con guration
Q sud that right r getsentered in a cell (Out; v), wherev is a private input variable,
then this translates to an adversary learning the value of v. In that case,M would
violate non-inference. If no sudh command can be executed, then M would satisfy
non-inference. Non-inferencefor M can therefore be decidedby deciding safety for the
con guration Q.

The create primitiv e is usedfor creating new subjects or objects. What doesthe
absenceof create primitiv e correspond to in the non-inferencedomain? We informally
arguethat it correspondsto single execution of a program. For understanding this, it
is necessaryto understand what primitiv e operations and commandsin the protection
system domain correspond to in the non-inferencedomain. The command enter r into
(X, y) in the protection systemdomain essetially correspondsto x = f(y) in the non-
inference domain, and represerts information ow (or data dependency) from y to Xx.
Similarly, deleter from (x, y) correspondsto x = v, wherev is not a function of y. This
results in destroying the data dependencybetweenx andy.

The primitiv e create subject s or create object 0 essetially correspondsto creating

temporary bu er variablesin the non-inferencedomain, which an adversary can useto
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Figure 5.1: Frameworkfor Applying Non-Inference

store valuesof output variables corresponding to an execution of a program. When the
create primitiv e is taken out of the system, it implies that the adversary cannot create
any temporary variablesto hold values of variables resulting from one execution. This
ensuresthat information that o ws out of a program cannot be fed bad into it. In other
words, the program cannot be executedagain with modi ed inputs that depend on the
outputs of the previous execution. Multiple executionsare possible,but they would be
independert. This is what is implied by single execution or uni-directional information
ow. Note that corresponding to commandsthat executeon con gurations and result
in violation of safety, are programsthat an adversarywould run on the output variables

to deducethe value of a private input variable.

Thus, we can reducethe problem of deciding non-inferencefor single execution of a

program to the safety problem without the create primitiv e, which is decidable.

5.4 Mo del

Figure 5.1 shaws the bird-eye view of our model. In our model, the location information
of mobile nodesis maintained on a trusted server. An LBS that needsto compute a
result basedon location information sendsa piece of code to the trusted server along
with some data, which is optional. The code executeson the trusted sener, reads
location information residert on the serwer, and the data sert by the LBS. It then

computessomeresults and sendsthem badk to the LBS. Without lossof generality, we
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assumethat the mobile codeis a singlefunction encapsulatedin a Java class. A program
with multiple functions can be reducedto a single function by inlining function bodies.
We assumethat all input and output variablesare of type byte (8-bit integers)in order
to make surethat exact valuesof two variables cannot be stored in one variable, which
is important for the solution. The function is invoked from the Dispatcher class,which
feedsthe data sert by the LBS and the location information to the function. Before
invoking the function, the Dispatcher classinvokesthe StaticAnalyzer that rst cheds
to seeif the function is pre-certi ed, if not it analyzesthe function and determinesif
it satis es non-inference. If the function satis es non-inference,it is allowed to execute
and read exact location information from the location database. If it fails to satisfy non-
inference, low-resolution location information is fed into it, as suggestedin [36]. The
Dispatcher also ensuresthat there is a minimal time gap betweentwo code executions

in order to guaranee execution independenceas described in the next subsection.

5.5 Deciding Non-Inference for Location Based Applications Using

Static Analysis

The analyzer usesstatic program analysisto decide non-inference. The analysis con-
sists of two phases. In the rst phase, global data- o w analysis is used to construct
information- o w relations betweenthe variables(V) and expressionsg) of the code T
under examination. From theseinformation- o w relations, dependencyinformation be-
tween private input variables (P 2 V) and output variables (O 2 V) is derived and

stored in a matrix M.

In the secondphase,the analyzer decidesif the information- o w relations stored in
the matrix satisfy non-inference. For this, the information- o w relations are treated as
linear equationsand the theory of sohability of linear equationsis applied. This is the

main idea usedin deciding non-inference. We provide the details in what follows.
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5.5.1 Information-Flo w Relations

We de ne three information- o w relations for capturing data dependencyin a program:
R, from V to E

R, from E to V

Rs3 from, V to V.

R1(v;€) can beinterpreted as"the value of variable v on entry to T may be usdl in
the evaluation of expressionein T". For example,the code S.
if (@> 10)then(m=a+ b n=m a)elsek=Db
cortains three expressions:fa > 10;a+ b;m ag. The value of variable a on entry
to this code may be usedin ewaluating all the three expressionswhile the entry value
of b may be usedin evaluating only (a+ b). The erniry value of m will not be used
for evaluating any of the three expressions. For this code, we have: Ri(a;a > 10),

Ri(a;a+ b), Ri(a;m a) and Ry(b;a+ b).

R2(e;v) canbeinterpreted as"the value of expressionein T may be usal in obtaining
the exit value of variable v'. In the previous example, both expressions(a > 10) and
(a+ b) may be usedin obtaining the exit value of m. Similarly, all the three expressions
fa> 10a+ b;m ag may be usedin obtaining the exit value of n. For S, we have

Ra(a> 10,m), Ra(a+ b;m), Ro(a> 1G,n), Ry(a+ b;n), Ro(m a;n).

R3(v1;v1) can bein interpreted as "the entry value of variable v; may be usedin
obtaining the exit value of variable v, in T". R3(vy;Vv2) implies that either: (i) the entry
value of v; may be usedin obtaining value of someexpressione, which in turn may
be usedin obtaining the exit value of vy in T, or (ii) there is an assignmen statemert
Vo = vq that is presenedin T. An assignmen statemert x = y is said to be preservel
in T, if there existsa path in T that doesnot reassignx. Rz can be expressedn terms
of R1 and R, as follows:

Rz = R1R2[ A, where A = f(v1;V2), s.t there is an assignmen statemert v, = v; that

is presenedin Tg.

In example S, R1R, = f(a;m); (a;n); (b;m); (b;n)g, A = f(b;k)g, and
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Rz = RiR2[ A = f(a;m); (a;n); (b;m); (b;n); (b;k)g.

5.5.2 Construction of Information-Flo w Relations

The information- o w relations R1 and R, are constructed using use-def[19] and def-
use [19] analyses. Use-defanalysis is used to create "use-de nition chains" or "ud-
chains". "Use-de nition chains" are lists, for ead useof a variable, of all the de nitions
that reach that use. We say a variable is usal at statemert s if its r-value may be
required. For example, the statemert: (m = a+ b), conains a useof a, a useof b and
a de nition of m. The sequenceof statemerts:
a=5m=c+dm=a+bp=m+n;q=a+t;

contains one useand two de nitions of m. De nition d;: (m = c+ d) is overwritten by
de nition dy:(m = a+ b). We sa that de nition d, reachesthe useof m in statemert
(p = m+ n). Similarly, de nition dz:(a = 5) readesthe useof a in statemert (m =
a+ bh). We haveud(m;p= m+ n) = fdog, and ud(a;m = a+ b) = fdsg.

Def-use analysis is usedto create "de nition-use chains" or "du-chains". The du-
chaining problem is to compute for a de nition d of variable x, the setof usess of x such
that there is a path from d to sthat doesnot rede ne x. In the sequenceof statemerts:
a=5m=c+dm=a+bp=m+n
de nition dy:(m = a+ b) reachesthe useof min (p = m + n). Similarly, de nition
ds:(a = 5) reachesthe useof a in statemert (m = a+ b), and the useof a in statement
(g= a+t). We have du(dy) = f(m;p= m+ n)g, and du(d3) = f(a;m = a+ b);(a;g=
a+ t)g.

By taking transitiv e closuresof du-chains and ud-chains, relations R1 and R, are
constructed. From R1, Ry, and A relation R3 is constructed. Matrix M is constructed
from R3 for input and output variables. While constructing M, the path information is
alsotaken into accourt (i.e. which expressionor assignmei statemernt wasresponsible
in establishing the dependency between a particular output and input variable) as
provided by relations R1 and R,. For simplicity sake, readerscan assumethat M stores
R3 for input and output variables (i.,e M = R3(P;O)). In Section 5.6, we explain how

M can slightly dier from R3 for certain programs.
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int f(byte x1, byte yl, byte x2, byte y2, int k)
byte x, y, dist, avg_x, avg_y;
X = (x2 - x1)"2;

y =2 -y

dist = sqgrt(x +y);

output(dist);

if(k > 100){
avg_x = (x1 + x2)/2;
avg_y = (y1 + y2)/2;
output(avg_x);
output(avg_y);

Figure 5.2: Function that Calculates Distance Betwesn Two Cars and Average Values
of Coordinates

The data- ow analysis is consenative, as may relations are used instead of must
relations. Figure 5.2 is the example of a function that calculatesthe exact distance
between two cars. Variables x1;y1;x2;y2 are private input variables, k is a public
input variable, dist; avg_x; avg_y are output variables. (x1;y1) is the location of the
rst car and (Xz;Y>) is the location of the secondcar. The function also computesthe
average value of coordinates if the value of k is greater than 100. The information-
ow relations for this function and the matrix M are given in Figure 5.3. Note that

R3 = R1R2[ Aand M = Rg(P;O).

5.5.3 Solving Information-Flo w Relations

Giveninformation- o w relations, how do we decideif the program satis es non-inference?
The proof in Section 5.3 shaws that although non-inferenceis decidablein the caseof
independert program executions, it is not clear if a generic polynomial-time solution
is possible. We solve this problem in cortext of location privacy, where it is reason-
able to assumethat all input and output variables are 8-bit integers. In our solution,
information- o w relations as treated as linear equations. It can be shownthat a pro-
gram satis es non-inference, if the systemof linear equations givenby: MTP = O is
unsolvable. P is the set of private input variables, O is the set of output variables and

M T is the transposeof matrix M which storesR3(P; O).
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P = fx1;y1;x2;y2g; O = fdist; avg_x; avg-yg

V = fx1;y1;x2;y2; k; x; y; dist; avg_x; avg-yg

E = f(x2 x1)?;(y2 y1)?;sart(x+y); (dist > k); (x1+ x2)=2; (y1+
y2)=29

~

A=flgl repr%serts Identity: (v=v

O~NN W

1010103
01100 1
1010010
01100 1
000 1 1 1

Ri=V E=895 010 0 0
001000
000000
00000 O
000000
20000010 100°3
00000O0GO0T1TI1SO00
00000O0GO0GOTI1GO0O0

R2=E V‘5000000001 1%
00000O0GO0OGOT OT10
000000 0T OGO 1
291 0000101103
010000110 1
00100100110
0001001101
0000100011

Rea=V V=805 000010100
00000O0O0T1T1TO00
0 0000O0O0OGOT1GO0O0
0 0000O0O0OGO 0T 0T10
00 0,0 00000 1
11 0
10 1
11 0
10 1

Figure 5.3: Information- ow Relations for the Distance Example

A system of linear equations given by AX = B, has a solution only if : rank(A)
= rank([AB]) = N, where A is M-by-N, X is N-by-1 and B is M-by-1. The notation
[AB] meansthat B is appendedto A as an additional column. X is the matrix of
unknowns, A is the coe cien t matrix, and B is the right-hand-side matrix. The rank of
a matrix denotesthe number of independert rows in the matrix and hence,the number
of independen equations in the set. To get a solution, the rank of the coe cient
matrix (A should be equal to the number of unknowns. If all the equationsin the set

are assumedto be independert, it suces to chek if N = M.

We represen dependency between private input variables P and output variables
O as a set of linear equations: M TP = O (as shavn in Figure 5.4). The intuition

behind this represenation is as following: let p1;p2;:;;pk 2 P be the set of private
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Figure 5.4: Linear Equations for the Distance Example

input variables for which, M (p;j; 0) = 1, then it can be said that o= f (p1;pz2;::p«k). In
other words, an output variable can be represerted asa function of all the private input
variables that may a ect its value. Public input variables are treated as constarts, as
they are known to the adversary. The simplest represerntation of a function is a linear
equation. In reality, the function may be a higher-order equation involving complex
operations. By adopting linear equation as the represenation of all the functions, we
guarantee a consenative analysis. If the system of linear equations cannot be solved,
then values of private input variables (which are the unknowns in these equations)
cannot be inferred from the values of output variables. Howewer, since our analysisis
consenative, we may have false negatives. That is, if a system of equations can be
solved then it doesnot necessarilymeanthat the program violates non-inference. But

the analysiswill reject such a program.
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We assumethat all the equationsare independert. Let R be the number of rows of
MT and C be the number of columns. We ched if R < C. We carry out this ched
for all the matrices that can be derived from M T by deleting one or more rows of M T.
This is becausewe want to know if the value of any input variable can be inferred from
output variables. In other words, we want to know if any subsetof the linear equations
can be solved. If the ched is satised for M T and all its sub-matrices, the program

satis es non-inference.

Figure 5.4 shaws the system of equationsM TP = O for the example program of
Figure 5.2, and all the subsystemsthat can be derived from M T. The chek R < C
is satised by all the subsystems. This implies that the set of linear equations is

unsolvable. The example program therefore satis es non-inference.

5.6 Implemen tation and Evaluation

We have implemented a system that decidesnon-inferencefor Java programs. This
system has two main componerts. The rst componert carries out a static analysis
of a given program and derives information- o w relations. The second componert
translates the information- o w relations into a set of a linear equations and inspects
solvability. The implementation was done using Soot 2.2.1[10] and Indus 0.7 [7]. Soot
providesan API for analyzing and instrumenting Java bytecode. Indus providesan API
for data- o w analysis. The current implementation doesnot support inter-procedural

analysis, and assumeshat input and output variables are 8-bit integers.

In absenceof real applications that make useof location, the analyzerwas evaluated
on a self-written bendimark of Java programs. The bendimark consists of simple lo-
cation basedapplications sud as Distance (which returns distance betweentwo cars),
Density (which returns number of vehiclesin a given region), Speed (which returns
average speed of carsin a given region), Average (which returns averagevalue x and
y coordinates of the vehiclesin the database). The benchmark also includes some
standard applications and attacks, sud as PasswodChecker [72, 53], Wallet [72], Wal-

letAttack [72], AverageAttack [72]. Thesearein addition to the seweral microscopicJava
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programsthat were usedin the testing of the implementation.

The evaluation tries to answer the following questions:
How bad are false-negaties?
Can there be false-positives?
What is the averagerunning time of the analysis?

Case Study 1: AverageAitack [72]
Supposexi,..X, storesthe x-coordinates of n vehicles(which is private). The average
x-coordinate computation is intended to releasethe averagebut no other information
about X1,..Xn:
Average= (X1 + ::+ Xp)=n; output( Average)
It is possibleto formulate a laundering attack on the average program that leaks the
x-coordinate of vehiclei:

X1 = Xi;.Xn = Xj;

Average= (X1 + I+ Xp)=n; output( Average)

The systemof linear equationsfor AverageAtack givenby M TP = O is:

2 3
X1
h ig "7 n i
0O 010 :=:0 Xi 7= Average
Xn

which is reducedto:
h ih i h i
1 Xi = Average
Py = fxjg, Rank(M ) = 1= (jP1j = 1)
This systemof equationsis solvable. Therefore, AverageAtack doesnot satisfy non-

inferenceand is rejected by our analyzer.
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Case Study 2: Wallet and WalletAttack [72]

Consider an electronic shopping scenario. Supposep storesthe amournt of money in a
customer's electronic wallet (which is private), q storesthe amourt of money already
spent (which is public), and ¢ storesthe cost of item to be purchased(which is public).
The following code snippet(Wallet) cheds if the amount of money in the wallet is suf-
cient and, if so, transfers the amourt c from the wallet to the spent-so-far variable g,

and outputs g

if (p>c)then(p=p cqg= g+ c); output(q)

The systemof linear equationsfor Wallet givenby M TP = O is:
h ih i h i
1 P = q

Rank(MT) = 1= (jPj = 1)

This system of linear equations is solvable. Therefore, Wallet is rejected by our
analyzer. Howevwer, it is easyto seethat Wallet satis es non-inferenceas the adversary
cannot learn the value of p from qg. This is an example of an application where our
analyzer reports a false-negative. The reasonfor this is that the expression(p > ¢)
may a ect the value of g in statemernt q= g+ c. Therefore, R>(p> ¢;q) = 1. We have
Ri(p;p © = 1. From here, R3(p;q) = 1. Therefore our analysisassumesdependency
between variables g and p. There is indeed an implicit ow of information from p to
g It is saferto assumethat the adversary may be able to infer the value of g from p,
although in this particular exampleit cannot. In general: implicit information- ows
may result in false-negatiwes.

Now, we give an example to showv the importance to having an analysis that is
conservative and may occasionally report false-negatives. Consider the following code

snippet (WalletAttack):

n = length(p)
while(n  >= 0){
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c =2¥n - 1}
if(p > c)

p-G
qg=q+c
n- 1;

o
1

>
1

}
}
output(q)

This code snippet leaksthe value of p bit-by-bit to g. Our analyzeris able to detect
it. The system of linear equations for WalletAttack givenby M TP = O is:
h ih i h i
1 P = q
Rank(MT) = 1= (jPj= 1)

This system of linear equationsis solvable. WalletAttack is, therefore, rejected by

our analyzer.

Case Study 3: PasswodCheker [53, 72]

Consider UNIX-style password cheding where the system database stores hashesof
passvord-salt pairs. Salt is a publicly readable string stored in the databasefor eah
user id, as a protection against dictionary attacks. For a successfullogin, a useris
required to provide a password sud that the hash of the password and salt matches

the hash from the database. The following code snippet captures this functionality:

byte check(byte username, byte password){
byte match =0;
for( = 0; i < database.length; i++){
if(hash(username,  password)
== hash(salts][i], passwords[i]){
match = 1;

break;
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}

output(match);

This commonly used program is rejected by non-interference, as the value of pub-
lic boolean variable match depends on private variables. It is easyto seethat this
program satis es non-inference(asthe username/passward cannot be inferred from the

binary output). Our analyzer acceptsthis program.

Case Study 4: IfAttack

Consider the following code snippet:

void fun(byte a, byte b, int i}
byte out = 0;
ifi - >= 1)
out = a;
}else{
out = a + b;
}
output(out)

Variables a and b are private input variables, variable i is a public input variable.
If i < 1 then the output variable out leaksthe value of input variable a, otherwise not.
This program doesnot satisfy non-inference. Our analyzeris able to detect this. This
is because,while constructing matrix M from R3, we use path information. For this

code snippet,
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The systemof linear equationsM TP = O, is:

2 32 3 2 3

2l lsa85_ 405

10 b out

Note that we have two equationscorresponding to the two paths. Path information

is available from relations R1 and R,. A subsystemof this systemis given by:

which is solvable, thereby violating non-inference.

5.6.1 Discussion

PasswodChecker is a simple example of a commonly-usedapplication that does not
satisfy non-interferencebut satis es non-inference. Distance(which calculatesdistances
betweentwo cars) is a function that satis es non-inference,and whose quality would
su er if spatial/temp oral cloaking is used. As described before, Geographical Routing

Servicecan make useof Distance. Similarly, functions such as Density(which calculates
density of vehiclesin a region) or Speed(which calculates average speed of vehiclesin

a region) satisfy non-inferenceand can benet from our framework. Trac survey
applications can make useof thesefunctions. All thesefunctions have beentested with

our analyzer. Theseare all examplesof code-snippets that compute a result basedon
location information, and will be part of bigger applications that would run on the LBS
side (such as Geographical Routing Service,or Trac Information Service). Many of
these applications can work with temporal/spatial cloaking aswell, with compromised
quality of service. While Spatial/temp oral cloaking is more generally applicable, our
framework is more suitable for applications that need ne grained location information.

Through this framework, we provide a choice. We do not believe that the solution
in this paper can be a replacemen for spatial/temp oral cloaking. Non-inferenceis
applicable to sensordata privacy in general. Location is just an example of time-series

information coming from location sensors.



103

How bad are false-negativ es? Through the Wallet example, we showed that false-
negatives are possible,as our analysisis consenative. In general,implicit information-
ows can lead to false-negatiwes being reported. At the sametime, through the Wal-
letAttack example, we showved why it is better to have a consenative analysis that
occasionally reports false-negaties, as opposedto one that doesnot and can be at-
tacked. Most of the applications that satisfy non-inference but are rejected by our

analyzer, can be rewritten with minor syntactic modi cation to satisfy our analyzer.

Can there be false positiv es? We gave examples of a few well-known attacks
(e.g AverageAttack, WalletAttack) that can break non-interferencewith declassi cation.
These attacks are detected by our analyzer and rejected. Theoretically, we can show
that it is not possibleto launch attacks against our analyzer. Here, we sketch the proof
idea: let p1;p2;::;pk 2 P be the set of private input variables for which, M (p;;0) = 1,
then it can be said that o = f (p1;p2;::pk).- In other words, an output variable can be
represerted as a function of all the private input variables that may a ect its value.
Public input variablesare treated asconstarts, asthey are known to the adversary The
simplest represenation of a function is a linear equation. In reality, the function may
be a higher-order equation involving complex operations. By adopting linear equation
as the represenation of all the functions, we guarantee a consenative analysis. It can
therefore be said that if a system of linear equations cannot be solved, then values of
private input variables (which are the unknowns in these equations) cannot be inferred

from the valuesof output variables. Howewer, the corversedoesnot hold.

What is the average running time of our analysis? The experiments were
carried out on an IBM ThinkP ad R51 with 1.5GHz Intel processorand 256MB RAM,
running the Linux operating system. For the bendimark consisting of 11 Java pro-
grams, the running time of our analyzer rangesbetween 3.6 and 4.2 seconds(as shovn
in Figure 5.5). Typically, the untrusted code would be somekind of an aggregation
function that would be at most a few hundred lines of code. Our method of constructing
information- o w relations has a worst casetime complexity of O(JEj?2 jVj®) (where E
is the set of expressionsand V is the set of variables). The worst casetime complexity

of deciding solvability of information- o w relations is O(jOj  jPj%) (where O 2 V is
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Figure 5.5: Running Time of the Static Analyzer

the set of output variablesand P 2 V is the set of private input variables). The total
worst casetime complexity of our analysisis O((JEj2+ jOj) jVj®). jVj and Ej would
be directly proportional to the code size. Figure 5.5 shaws that the time of analysis
increaseswith the sizeof code. There is a constart load time for the analyzer which is

around 3500msec.

5.6.2 Limitations

Through this information o w analysis, we are able to successfullydefend against the
common class of attacks, thereby raising the bar for the adversary. Currently, no
guarartees are provided on how many bits of a private input variable can be inferred
from output variables. The adversary can get some partial information about the
location by crafting sophisticated attacks. Partial information leakage, however, is a
lessseriousconcern for location privacy. It can be arguedthat hiding even one bit of
location information can guarantee a high degreeof uncertainty, asthe adversary would
not be able to distinguish a vehicle from other vehiclesaround it (similar to spatial
cloaking in k-anonymity). The veri cation tool can be conbined with manual analysis

to prevent ewen partial information leakage. The tool would then assist the manual
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analyzer in identifying information leakage attacks, in the sameway as a debugger
assiststhe application developer in writing robust code.

In order to make the analysis more robust, it should be combined with abstract
execution. Abstract execution can determine the dependency between two variables
more accurately than static data o w anlysis. It can establishwhether or not a variable
will certainly a ect the value of another variable at runtime, and if so,to what extert.
The main idea is to executethe program in a sandbox and perturb the value of private

input variables, one at a time, to seehow public output variables are a ected.

5.7 Summary

Location-aware personal computing requires location information of the user to be
sharedwith untrusted serviceswhich can causepotertial privacy bread. In this chap-
ter, we preseried a newinformation- o w corntrol model called non-inferencefor guarding
location-privacy against untrusted services.Non-inferenceallows public data to be de-
rived from private data but not vice versa. We discussedhe theoretical implications of
non-inference. We shawved that non-inferenceis undecidablein general,but decidable
for applications where multiple executionsare independert sud as location-basedser-
vices. We showed that it can be enforcedconservatively using static program analysis.
The main idea is to apply the theory of solvability of linear equationsto information-

ow relations derived by data- ow analysis. We implemented a system that decides
non-inferencefor Java programs using static analysis, and tested it on a benchmark

and casestudies known in the literature.
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Chapter 6

Summary and Conclusions

In this dissertation, we pointed out the two key hurdles that prohibit the widescale
adoption of pervasive computing: (1) limited cognitive bandwidth, and (2) dependency
on a ubiquitous computing infrastructure. We proposedlocation-aware personal com-
puting as an way of getting closeto the pervasive computing vision. At the heart of
location-aware personal computing is the use of smart phonesas computing devices,
and user location as a meansof discovering and personalizing services. This disserta-
tion investigatesthe various issuesin location-aware personalcomputing, namely: (1).
discovering and provisioning locally embedded servicesto the smart phone of the user
without pre-con guration, (2). determining user location without requiring extra in-
frastructure, (3). managingthe battery lifetime of the smart phoneand (4). protecting
location information of the userfrom illegal accessand misuse. The conclusionsof this
researt are spreadover all the four resear® directions, which we summarizein what
follows. At a higher level, the main conclusionof this researt is that the cooperative
use of smart phonesand user location can be instrumental in devising low-cost, easy-
to-use and non-intrusiv e solutions for pervasive computing without requiring signi cant

infrastructure support.

It is not always possibleto customizeweb servicesto sere aslocal servicestherefore,
some amourt of computing would have to be embedded in physical spacein order
to realize the vision of ubiquitous computing. Protocols are neededfor seamlessly
discovering theselocally embeddedservicesand provisioning them to the user. Seweral
service discovery protocols have been proposedin the past (see Table 1.1). These
protocols can be roughly classi ed into two categories: client-service model and client-

service-directory model. In client-service model, clients directly query the services. In
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client-service-directory model, clients query directories that cade serviceinformation.

While the client-service model requires lessinfrastructure and is more suitable for
nomadic ernvironments, it is not nearly aspowerful asthe client-service-directory model.
In location-aware mobile computing, smart phonesserwe asclients. Bluetooth SDP has
beenincorporated in smart phonesand follows the client-service discovery model. Since
smart phoneshave always-oninternet connectivity in the form of 3G/GPRS, directories

can be conveniertly maintained on the internet.

This dissertation preseris a service discovery, interaction and payment protocol
(SDIPP) [68] that follows the client-service-dismvery model. SDIPP is smart phone
certric; it exploits dual-connectivity (Bluetooth and GPRS) on smart phonesto simul-
taneously connectwith local servicesand web services. SDIPP takesa hybrid approac
to discovery in order to make the discovery processas genericas possible. In the rst
phase,the servicesare discovered. In the secondphase,a serviceis selected(basedon
the location of the user) and a medanism for interacting with the serviceis decided.
In the third and nal phase,the userinteracts with the serviceand pays for its usage
(when required). The discovery componert is hierarchical and opportunistic{ the net-
work interfaces of the phone as well as those of the neighbouring devicesare utilized
to discover services. Multi-hop discovery is carried out using Portable Smart Mes-
sages(SM)[61]. The code for interacting with servicesis discovered and downloadedon
the y, eliminating the needto have any prior knowledge of the services.The payment
protocol is basedon the idea of Millicent scrips[35] and is provably secure. Evaluation
of SDIPP on Sory Ericsson P900 phonesindicate satisfactory performance. Applica-
tions dewveloped on top of this protocol and tested on Sory EricssonP900 phonesshaw

the applicability of SDIPP.

In order to enablelocation-aware personalcomputing, cortinuous location updates
are neededboth outdoors and indoors. Although se\eral solutions have beenproposed
for determining userlocation indoors, ead of them relieson someinfrastructure support
in the environment, which increaseshe overheadof determining location and decreases

the chancesof deploymert.
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This dissertation presens two infrastructureless solutions [67, 64] for indoor lo-
calization, which can potentially be combined together for higher accuracies. In the
camera-phone-basedocalization solution [67], imagesare periodically captured by the
camera phone worn by the user as a pendart and transmitted to a web serer over
3G. The web sener maintains a databaseof imageswith their corresponding locations.
Upon receiving an image, the web serer comparesit with stored images, and based
on the match, estimatesuser'slocation. This is accomplishedwith o -the-shelf image
matching algorithms, by tailoring them for our purpose. This solution doesnot require
any infrastructure to be installed in the environment; neither custom hardware nor
wireless accesspoints are required; physical objects do not have to be "tagged" and
usersdo not have to carry any special device. User location can be determined with
room-level precisionwith more than 90% succesgrobability, and corner-leel precision
with more than 80% successprobability. User orientation is determined along with
location. The main limitation of this approad is that it is not resilient to varying

lighting conditions.

In the light-intensity-based localization solution [64], the location of the user is
determined basedon the intensity of light incident on a light sensorworn by the user.
We show that every room hasa unigue light-intensity ngerprin t, which can be usedto
identify it. This solution alsodoesnot require any infrastructure to beinstalled in the
ervironment, and the useris only required to carry a tiny light sensor. Furthermore, it
only takes around a minute to collect training data for a room. Experimental results
show that this approad works very well under static lighting conditions (with upto
90% successprobability), but moderately well in the presenceof sunlight (with upto

68-73%succesgrobability).

Both the localization solutions are infrastructureless and can be combined together
to attain higher accuracies. The light sensorcould either be embeddedin the phone
or iPod of the user or worn separately as a clip. We believe that a practical solution
for localization would be a fusion systemthat incorporatesan array of sensorg(such as
camera,light sensor,GPS, WiFi interface, accelerometeretc), deriveslocation informa-

tion from ead of the sensorsand fusesthem together to obtain accurateresults. Also,
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ead of the sensorscould fail under certain conditions (for examplethe light sensormay
not work very well when there is interferencefrom sunlight) but the fusion systemasa

whole should be quite robust.

Location-aware personalcomputing is certered around the idea of running applica-
tions on resourceconstrained personaldevices(e.g smart phone), many of which would
run as badkground tasks including daemonsfor determining user's location, daemons
for listening to incoming network requests,daemonsfor warming the phone cade etc.
Theseapplications would compete for the limited resourceson the device. Battery life-
time is by far the most crucial resource. On smart phones,the interfacesthat inform
the user of the battery levels have not kept up with the ewlution of the capabilities
of these devices. A simple \battery remaining” or ewven \time remaining" does not
enablethe user to make the right decisionsasto the spend of the energy budget and

the requestfor recharging.

Location information has never beenexploited in managing battery lifetime. This
dissertation describesa location-aware battery managemen sdeme [66, 63] for smart
phones, which is based on two key obsenations. First, it iS necessaryto create an
energy budget for dierent applications in order to prevert low priority applications
(such as badkground tasks) from a ecting the availability of high priority applications
(such astelephory). Second,the knowledge of when the user will recharge the phone
next is crucial to managing battery lifetime on phones. This is becausethe knowledge
of when the next recharge will happen determinesthe total battery lifetime available
to applications. User studies show that userstypically charge their phonesat xed
locations [25]. Hence, by predicting the wherealouts of the user, it is possible to
predict charging opportunities. In this dissertation, we presern a system architecture
for logging user information (such as location, call duration, etc) on the phone and
a set of algorithms for making predictions basedon these logs. Experimental results
show that these predictions can be made with fairly high accuracy This allows the
systemto determine the amourt of battery lifetime neededfor safeexecution of crucial
applications and to warn the user if one or more non-crucial applications needto be

terminated.
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Finally, this dissertation investigatesthe problem of location privacy. Extensive
deployment of location-aware computing endangersuser'slocation privacy and exhibits
signi cant potential for abuse. The US governmert realized the seriousnesof the this
problem and releasedthe Location Privacy Protection Act [8] in 2001. Unlessthe users
are secureabout their location privacy, they would be reluctant to uselocation-aware
applications. This hurdle would have to be overcomeif location-aware computing is to

be globally accepted.

This dissertation proposesa service-sgeci ¢ location privacy approad, certered on
an information ow control analysis. Information- o w control policiestend to impose
restrictions on the manner in which sensitive data o ws through a program/system.
The standard information- o w control model called Non-interference [59, 26] requires
that any possiblevariation in private data must not causea variation in public data.
That is, if the value of a public variable q depends on that of a private variable p
then non-interferenceis violated. In e ect, non-interferenceisolates private data from
public data. In doing so, it guarartees that the publicly obsenable behavior of a
system/program that does not reveal anything about its private behavior. Howewer,
data isolation is an extreme measure,and in many real applications it is not possible
to isolate private data from public data. This dissertation proposesa weaker model
of information- o w cortrol called non-inferenee [62]. Non-inference requires that the
adversary should not be able to infer the value of a private variable basedon the values
of public variable. Non-inference, therefore, allows information to ow from private
variablesto public variables, but prohibits the adversary from learning the value of any
private variable from public variables. In this dissertation, we shov how non-inference

can be usedto presene location privacy.

We discussthe theoretical implications of non-inference. We shaw that non-inference
is undecidablein general, but decidablefor applications where multiple executionsare
independert sud aslocation-basedservices.We show that it can be enforcedconserva-
tively using static program analysis. The main idea s to apply the theory of solvability
of linear equationsto information- o w relations derived by data- o w analysis. We im-

plemerted a systemthat decidesnon-inferencefor location-basedservicesusing static
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program analysis. Experimental results obtained on a bendimark indicate success.

6.1 Directions for Research

We are still far from the goal of "location for free". The localization medanisms
described in this dissertation, though infrastructureless, are not free from con guration
e ort, which can make deployment hard. We seetwo directions for researti. One is
to minimize the con guration e ort required for localization. There has already been
somereseart in this direction for WiFi-based localization systems[50]. The other is to
create various combinations of the already proposedlocalization systems,in an e ort
to create a fusion system, and carry out comparative studies.

Simultaneously, we needto nd ways of disclosinglocation information to the com-
puting infrastructure "for free". This implies solving the complex problem of constrain-
ing ow of location information, sudc that user privacy is not breaded. The solution
described in this dissertation only appliesto a certain classof applications. Dierent
classesof applications will demanddi erent solutions.

We needto start deploying applications that canbene t from location information.
This is hard to accomplishat a global scalebecausewe do not yet have "lo cation for
free". Howewer, e orts can be launched at campusand university level.

Location is consideredthe most important cortext information. User activity is
another example of useful context information. In general, use of personal informa-
tion can enable new applications. There is value in coming up with ways of sensing,
storing and analyzing personalinformation. Furthermore, combining dynamic personal
information (e.g location, activity, mobile media) that can be sensedwith body-worn
sensorswith personalinformation stored on the web (such as on community websites)

can enable novel and secureusagemodels.

6.2 The Symbian and iPhone Era

The personal computer is climbing o its desktopperch and hoppinginto the pockets of

millions of people[16]. The adoption of Symbian OS [11] by mobile phone makers, suc
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as Sory Ericssonand Nokia, brought about the smart phone revolution in 2003-2004.
In 2007, Apple Inc introduced the iPhone, which energizedthe industry and took the
smart phonerevolution to the next level. In the second-halfof 2008, Google is expected
to releaseGoogle Phone [16], which unlike its predecessorsvill be open source. This is

just beginning of the making of the computer for the twenty rst century.

6.3 In Retrosp ect

Pervasive computing is an application-driven eld and assud isill-de ned and unstruc-
tured for the lack of de nitions, algorithms and architectures. Researt is primarily
guided by visions and beliefs becauseit is hard to tell, in a sciertic way, which sys-
tems/applications will penetrate the market. To realize the diverseset of applications,
researd hasto bemulti-disciplinary , which addsto the complexity. The exploratory and
unstructured nature of pervasive computing researd is, therefore, justi ed to someex-
tent. Besides,this eld is still in a nascen stage. Unlik e networks/compilers/op erating
systems, which exist and are widely used and deployed, pervasive computing exists
mostly in labs or in specializedernvironments or in the form of single isolated applica-

tions. As a result, progressis hard to measureand prove.

Successof pervasive computing would depend on the advancesin ewlving areas
in computer science,namely vision, arti cial intelligence, wirelesscommunication and
human-computer interaction. Simultaneously, we needto be on a quest for mobile
applications that userswould be willing to pay for. | believe that in the near future,
these applications would either be smart phone certric or vehicle certric. Vehicular
computing is a sister- eld of pervasive computing that has found enormous support
both from academiaand industry in the recert past (applications include congestion

cortrol, safey messagingand highway-infotainment).

Users rst, computers second. This mantra should never be forgotten. Pervasive
computing is not so much an area of researtr as a goal. And this goal cannot be
accomplishedby solving the technical challengesalone. It requiresa deepunderstanding

of what usersreally want. This goes beyond the scope of computer science. And is
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perhapsthe biggest challenge.
Despite the many challengesthat stand in the way of pervasive computing becoming

a reality, | believe that it is just a matter of time beforewe seeit happen.
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